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About this policy

This is a policy about the handling of personal Information by the Ombudsman. It applies to
both the Commonwealth and ACT Ombudsman. Its purpose is to give you a better
understanding of our personal information handling practices and to enhance the
transparency of Ombudsman operations. It gives effect to the Australian Privacy Principles
contained in the Privacy Act 1988.

Outline of this policy

‘Part A — Personal Information Management’ provides background on the functions and
activities of the Ombudsman and explains in general terms the kinds of personal information
collected by us, and how this is collected and held. It also explains how you can ask to see
your personal information that we hold and how you can ask to have details of your personal
information corrected. This part also explains how you can complain if you believe that your
personal information has been mishandled, or there has been a breach of your privacy by
us.

‘Part B — Records’ lists specific kinds of Ombudsman records on which personal information
is held. It explains in further detail the management of personal information by reference to
specific Ombudsman functions and activities, such as complaint handling and investigations.
You can find out here what sorts of records we keep, what kinds of personal information are
typically collected on these records, and the purpose for which this information is collected,
held, used and disclosed.

‘Part C — Online’ explains the Ombudsman’s personal information handling practices when a
person visits the Ombudsman website.

Quick links

Part A — Personal Information Management

Background: functions and activities of the Ombudsman

How does the Ombudsman collect personal information

How does the Ombudsman hold personal information

What kinds of personal information does the Ombudsman collect and hold

For what purposes does the Ombudsman collect, hold, use and disclose personal
information

How can | access or correct my personal information held by the Ombudsman?

How do | complain about the handling of my personal information by the
Ombudsman?
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Part B — Records: specific kinds of Ombudsman records that hold

Personal Information

Complaint handling and investigation records

Public interest disclosure records - agencies’ reporting requirements

Own motion investigation records

Inspection and law enforcement records

Immigration detention statutory reporting records

Miscellaneous contact records

FOIl records
Voicemail records

International program records

Personnel records

Corporate and Administrative records including policy records

Strategic/agency liaison records

Part C - Online
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Part A — Personal Information Management

Our obligations under the Privacy Act

The Commonwealth Ombudsman must comply with the Australian Privacy Principles
contained in the Privacy Act 1988 which regulate how agencies may collect, hold, use or
disclose personal information, and how individuals may access and correct personal
information held about them. In this privacy policy personal information has the same
meaning as defined by section 6 of the Privacy Act1988:

‘information or an opinion about an identified individual, or an individual who is
reasonably identifiable:

(a) whether the information or opinion is true or not; and

(b) whether the information or opinion is recorded in a material form or not.”

In this privacy policy sensitive information has the same meaning as defined by section 6 of
the Privacy Act 1988:

‘(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also personal information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not otherwise health
information; or
(d) biometric information that is to be used for the purpose of automated
biometric verification or biometric identification; or
(e) biometric templates.’

Background: functions and activities of the Ombudsman

Our strategic vision is for administrative action by Australian and ACT Government agencies
and related service providers to be fair and accountable. Through investigation of their
administration we influence agencies to treat people fairly. This includes encouraging
agencies to have their own accessible, effective and targeted complaint handling services,
and oversighting agency compliance in the use of selected intrusive and coercive powers.

The Commonwealth Ombudsman is a statutory office holder with a number of functions,
including:

Investigation under the Ombudsman Act 1976, of administrative actions of Australian
Government departments and administrative agencies, either on receipt of a complaint or on
the Ombudsman’s own motion,
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Investigation under the Ombudsman Act 1976, of particular complaints made in relation to

the Australian Defence Force (as the Defence Force Ombudsman),
[l rivate [ ostai [ perators (as the Postal Industry Ombudsman) private registered

education providers to overseas students (as the Overseas Students Ombudsman)

Investigation of public interest disclosures made to the Ombudsman, and performance of
other functions, under the Public Interest Disclosure Act 2013.

Inspection of law enforcement agency records relating to telephone interception, electronic
surveillance and the use of similar powers, to ensure compliance with relevant, federal
statutory requirements, and monitoring the Australian Federal Police’s management of
professional standards issues under Part V of the Australian Federal Police Act 1979.

Reporting on persons held in immigration detention for over 2 years under Part 8C of the
Migration Act 1958.

Depending on the function being performed by the Commonwealth Ombudsman he may be

also be referred to as the Immigration Ombudsman,_ or Law

Enforcement Ombudsman.
The ACT Ombudsman is a statutory office with a number of functions, including:

Investigation under the Ombudsman Act 1989, of administrative actions of ACT
Government directorates and administrative agencies, including actions under the Freedom
of Information Act 1989, either on receipt of a complaint or on the Ombudsman’s own
motion,

Inspection of law enforcement agency records relating to controlled operations, surveillance
devices and assumed identities to ensure compliance with relevant ACT statutory
requirements,

Monitoring of records relating to the ACT child sex offenders register, and
Performance of functions in relation to the Public Interest Disclosure Act 2012.

Currently the Commonwealth Ombudsman is also the ACT Ombudsman. It is the policy of
the Ombudsman that in performing his functions as the ACT Ombudsman he will comply
with the APPs contained in the Privacy Act 1988. Unless otherwise indicated, reference to
the ‘Ombudsman’ in this policy generally means a reference to both the Commonwealth and
ACT Ombudsman.

The Ombudsman investigates in private, and staff are obliged to keep confidential
information obtained in connection with their work. However in certain circumstances the
Ombudsman may publicise matters related to the work of the office. Most commonly this
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occurs where the Ombudsman considers that it is in the public interest to publish a report
relating to the outcome of an investigation.

The Commonwealth Ombudsman is covered by the Freedom of Information Act 1982, and
the ACT Ombudsman is covered by the Freedom of Information Act 1989.

How does the Ombudsman collect personal information

We collect personal information primarily from the individual to whom the information relates
or their authorised representative.

However, in our investigation work we have a broad discretion as to how to investigate
matters, including the information that we can ask other agencies, persons or private entities
to give to us. For example to investigate a complaint it is usually necessary to collect
personal information from the government agency about which the complaint has been
made, either directly from officers of that agency or by remote access to the agency’s
databases. If you make a complaint to us and we decide to investigate the complaint then
you should expect that your personal information will be collected in this way. As part of this
process we may also collect information about a person associated with your complaint.
Example: As part of an investigation we may need to know information about current
partners, dependent children, people who are being cared for by you, or people you have
notified to an agency as having possibly breached a benefits or taxation law.

We may collect personal information from private entities which are private education
providers when we are carrying out our Overseas Students Ombudsman functions, -
private postal operators which are subject to our Postal Industry Ombudsman jurisdiction® "

We also collect personal information from private entities where the Ombudsman has a
commercial relationship with them, usually when they provide services to the Ombudsman.

We will only collect your personal information from someone other than you or your
authorised representative if:

e youagreetoitor

e itis authorised by law
Examples: the Ombudsman Act 1976 allows us to obtain personal information from
another agency as part of an investigation (see above); the Migration Act 1958
requires the Secretary of the Immigration department to give the Ombudsman a
report relating to the circumstances of a person’s detention for persons held in
detention for more than 2 years;
or

e it is unreasonable or impractical to collect it from you.

Documents released under the
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Sometimes in the course of an investigation, or in other circumstances, we are given
personal information about a person (which may be about someone other than the person
who made the complaint), and we have not asked for this information. This is called
‘unsolicited personal information” see Privacy Act 1988, and it can be provided by the
complainant, an agency or another person. In these circumstances we will assess whether
we would be permitted under the APPs to collect this same information from the person
whose personal information it is. If we could have collected it from that person because of
our functions and activities, then we will retain it, otherwise we will destroy it. We will not use
or disclose unsolicited personal information unless this is permitted by the APPs.

We will endeavour to tell you if we collect solicited or unsolicited personal information about
you from someone else, however in some circumstances this will be not be reasonable
Example: Because of the confidential nature of Ombudsman investigations we cannot
disclose that a person has made a complaint to the Ombudsman. Therefore it would be
unreasonable to tell a payer in a child support matter that we had collected their personal
information if this would disclose that the payee had made a complaint to the Ombudsman.

We collect personal information as a result of face to face meetings, telephone
conversations, in writing by mail, fax or electronic communication, and through submissions
of complaint forms through our website - see visiting our website Part C

We also collect personal information in records made during inspections and reviews, and in
documents provided by agencies for the purposes of our inspections and reviews when
carrying out our Inspection functions described under Background.

The Ombudsman conducts a number of activities and that are incidental to, and necessary
for carrying out his/her statutory functions described under Background above. These are
best described as ‘corporate’ functions and include finance, accounting, procurement,
reporting, employment and human resources activities. Therefore in connection with our
corporate activities we collect personal information from a wide range of sources including
from job applications of prospective staff, directly from staff, other government agencies and
private entities.

From time to time the Ombudsman conducts surveys of people who have contacted the
office. Your personal information will not be collected for this purpose unless you agree to it
prior to your participation in any survey.

How does the Ombudsman hold personal information

We hold personal information that we collect in both electronic and paper records. Apart
from our databases used to manage human resources, payroll and banking information we
maintain two operational databases. One is specifically designed to manage cases, ‘the
case management system’, and the other to manage administrative documents. Both
databases are controlled locally and securely. We take steps to ensure that personal
information we hold is protected against unauthorised access, use, modification or
disclosure, or other interferences. These steps include password protection for accessing
our electronic system, securing paper files in locked cabinets, safes and secure areas, and
physical access restrictions.
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The case management system stores information in an interconnected fashion. This means
that we can access personal information directly by searching for a person’s name, or
indirectly, by searching with reference to a specific case number or another search
parameter. Many of these search parameters are set up to enable the Ombudsman to
access material and statistics to comply with his reporting obligations.

Access to records containing personal information is permitted on a ‘need-to-know’, work-
related basis, and subject to restrictions based on security clearance levels. In some cases
access will be more tightly restricted.

Examples: personnel records are restricted to staff in the relevant area; access to
confidential legal advice records is restricted to members of the legal team.

Where appropriate, senior management may authorise the creation of virtual barriers that
prevent staff from physically accessing information contained in electronic records.

When no longer required, personal information is destroyed in a secure manner, or deleted,
in accordance with the Archives Act 1983 and the Ombudsman’s Records Authority, (for
Commonwealth Ombudsman records); or the Territory Records Act 2002 (ACT) and
Territory Records (Records Disposal Schedule—Ombudsman Complaint Management
Records) Approval 2011, (for ACT Ombudsman records).

What kinds of personal information does the Ombudsman collect
and hold

In accordance with the Australian Privacy Principles we collect personal information to
enable us to carry out the Ombudsman’s functions and activities see Background. We
collect and hold personal information relating to a wide range of people. These include
complainants, persons held in immigration detention, prisoners held in the ACT,
Ombudsman staff, Australian Government agency staff, ACT Government agency staff, staff
of State or international ombudsmen offices and foreign government organisations, staff of

‘ private registered providers of education to overseas students, private postal operators-

individuals who provide services to the Ombudsman as individuals or via organisations, and
other people who contact or approach the Ombudsman.

In general the kind of personal information we collect about you may include your name,
dates of birth, electronic (email), postal, street addresses, telephone number, occupation,

‘ and details of your complaint.

You may complain to us anonymously or by adopting a pseudonym. However, if you do so it
may be difficult or impossible for us to investigate your complaint.

Example: if your complaint relates to an agency’s actions in handling a claim you have made
for a benefit, then we would not be able to investigate those particular actions without you
giving us your name and any relevant reference number.

We will tell you if we cannot investigate your complaint because you have not supplied
sufficient identifying information.

31



Documents released under the
OFFICIAL Freedom of Information Act 1982

We will only collect your sensitive information if:

e you agree to us collecting it and it is reasonably necessary for, or directly related to
one of our functions or activities (see Background) or

e itis required or authorised by law or an order of a court of tribunal
Examples: the Ombudsman Act 1976 allows us to obtain relevant personal
information _-as part of an investigation; the
Migration Act 1958 requires the Secretary of the Immigration Department to give to

us a report relating to the circumstances of a person’s detention where a person has

been in detention for more than 2 years

p
\_

e a ‘permitted general situation’ as defined in the Privacy Act 1988 exists
Examples: it is necessary to lessen or prevent a serious threat to life, health or safety
of a person or the public; we suspect that unlawful activity or serious misconduct
relating to the Ombudsman’s functions or activities has happened or may happen
and the information is needed to take appropriate action; we believe it is necessary to
assist in locating a missing person; we believe it is necessary to defend court action
brought against the Ombudsman

It is the policy of this office not to collect biometric information. In the unlikely circumstances
that it is relevant to a complaint or other investigation then we will seek your agreement to
the collection of any such information if it is about you.

In some circumstances we may collect and hold your health information. This is most likely
to occur in circumstances where it is relevant to your complaint

,or
where the Ombudsman 1S performing his functions under the Migration Ac In relation
to persons held in immigration detention for more than 2 years.

More detailed information about the kind of personal information that is collected by us can
be found in Part B

For what purposes does the Ombudsman collect, hold, use and
disclose personal information

In accordance with the Australian Privacy Principles we collect, hold, use and disclose
personal information to enable the Ombudsman to carry out his functions and activities see
Background. These functions and activities intersect with the activities of most
Commonwealth and ACT government bodies and include international activities with
Ombudsman bodies in other countries see International program records in Part B The

which we collect,
hold, use and disclose personal information

-kinds of records held by us in relation to specific Ombudsman’s
functions and activities in Part B
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In addition, in order to maintain the integrity of, and administer and develop, internal
information technology systems, we use records contained in our databases which may
contain personal information for systems development and testing.

How can | access or correct my personal information held by the
Ombudsman?

You can ask to see your personal information held by us, and you can ask that it be
corrected if you think that it is wrong or not up to date. If you are speaking to an investigation
officer or a member of the public contact team you can ask them about this and they will be
able to immediately update information such as your address or contact details if these have
changed. More formal or extensive requests should be addressed to the ‘Privacy Contact
Officer’ and sent by

. over land mail to GPO Box 442, Canberra ACT 2601, or

. email to privacy@ombudsman.gov.au.

You can also call 1300 363 072 and ask to speak with a Privacy Contact Officer.

Generally your request will be considered by us with reference to the framework of the
Freedom of Information Act 1982 (for Commonwealth Ombudsman matters), and the
Freedom of Information Act 1989 (for ACT Ombudsman matters).

If, in considering your request, we believe that a document containing your personal
information should be withheld from you because an exemption under the FOI Act would
apply then we may withhold that document (or parts of it), and will explain the reason to you
in writing. Requests for access will answered within 30 days of the date on which the request
is made.

Ombudsman staff should refer to internal Ombudsman policies and guidelines in relation to
access to their personal information.

You may also seek access to, or request amendment or annotation of, your personal
information by submitting a request under relevant Commonwealth or ACT Freedom of
Information Acts. Information on how to make a request under the FOI Act may be found at
www.ombudsman.gov.au/pages/contact-us/seeking-information/. More general information
on FOI and Privacy may be found on the Australian Information Commissioner’s website
http://www.oaic.gov.au/freedom-of-information/freedom-of-information

How do | complain about the handling of my personal information
by the Ombudsman?

Complaints about privacy breaches by the Ombudsman must be made in writing. You can
address a complaint to the ‘Privacy Contact Officer’ and send by

. over land mail to GPO Box 442, Canberra ACT 2601, or
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. email to privacy@ombudsman.gov.au.

You can also call 1300 363 072 and ask to speak with a Privacy Contact Officer.

You should set out how you say we have not handled your personal information in
accordance with the Australian Privacy Principles.

We will acknowledge your complaint within 7 days and investigate and resolve all complaints
as soon as possible. Your complaint will be referred to a Privacy Contact Officer, usually a
member of the Ombudsman legal team. Your complaint will be investigated and you will be
advised of the outcome of the investigation. Our decision will be explained with reference to
the relevant APPs. The time this will take will depend on the nature of your complaint and
how complicated it is.

If you are unhappy with our response or the way we have handled your complaint, you may
complain to the Australian Information Commissioner. Details on how to make a complaint to
the Information Commissioner can be found at www.oaic.gov.au/privacy/privacy-complaints.

Ombudsman staff should refer to internal Ombudsman policies and guidelines in relation to
complaints about interference with their privacy.
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Part B — Records: specific kinds of Ombudsman records that hold
Personal Information

Complaint handling and investigation records

These records contain details of complaints made to us in relation to the Ombudsman’s
functions under the Ombudsman Act 1976, the Public Interest Disclosure Act 2013, the
Ombudsman Act 1989 (ACT) and the Public Interest Disclosure Act 2012 (ACT) see Part A
Background. These include complaints made to the Commonwealth Ombudsman in his
capacity as the Immigration Ombudsman, ; Law Enforcement
Ombudsman, Defence Force Ombudsman, Postal Industry Ombudsman- Overseas

Students Ombudsmar

These files also record the actions taken by us in relation to those complaints, including
investigation and internal reviews of decisions made about those complaints. Because the
Ombudsman can investigate complaints about most Commonwealth and ACT government
agencies, as well as some private contractors to the Commonwealth, the kind of personal
information that is collected and held on these files can vary greatly and will depend on the
nature of the complaint.

Example: if you complain about an agency’s decision about government benefits the
personal information might include your pension status, use of appeal or review
mechanisms, complaint and/or customer reference numbers with the other agency, how the
action complained about has affected you, and any outcome you would like to obtain.

These files may also contain sensitive information.

Examples: A complaint about how you have been treated while held in immigration
detention, or a decision about a visa application, might include details of your physical or
mental health, disabilities, sexual orientation, racial or ethnic origin, criminal convictions,
religious beliefs, community and/or political affiliations, financial circumstances, or personal
relationships; an overseas student complaint or external appeal about a private registered
education provider, might include details of your visa status, your country of citizenship, your
enrolment details, your academic results, medical certificates or other health records
provided in relation to your attendance, or other personal details about compassionate and
compelling circumstances that may have affected your studies in Australia; a complaint from
a prisoner held in the ACT may include medical information, details of legal representatives,
social workers, other prisoners and associates, and video footage of prison incidents.

Personal information of the kinds described above may also be held in relation to someone
other than the person who has made the complaint. Other people whose personal
information may be held on these files include relatives or friends of the complainant, staff of

‘ other government agencies or. government service providers [ GG

Personal information described above is collected to enable us to decide whether your
complaint is within the Ombudsman'’s jurisdiction, whether there is a reason not to
| investigate the complaint, the agency ||l 2bout which the complaint is made,
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and how best to investigate the complaint. It also helps us decide if another body or person
could assist you better in resolving your complaint. In some circumstances the Ombudsman
Act 1976 allows us to transfer your complaint, including your personal information, to another
agency or body. If we investigate your complaint we will contact the agency about which you
have complained, and sometimes other people or organisations if we consider they have
information relevant to the investigation. It will normally be necessary for us to disclose some
of your personal information when we do this.

If you have contacted the Ombudsman to make a complaint and you are also a person in
relation to whom we have an obligation to report to the Minister under the Migration Act
19588, then we may use the details of your complaint to help us in our report to the Minister —
see Immigration detention reporting records below. We will only use sensitive information
from your complaint file if it is directly relevant to the matters in our report to the Minister.

Information contained on complaint files also assists the Ombudsman in discharging his
wider functions by giving him a context in which to target inquiries, request relevant
information and make suitably informed reports on actions taken by government.

Example: Your complaint about the way an agency has handled your pension or government
benefit may be the same as a large number of other complaints, highlighting that this is an
issue of interest about which the Ombudsman may wish to conduct an ‘own motion’
investigation about — see Own motion investigation records.

In some circumstances an investigation of a complaint will result in the Ombudsman making
a report under Division 2 of the Ombudsman Act 1976, or Division 2.3 of the Ombudsman
Act 1989. The information collection on the file will be used for the purposes of the report.
The Ombudsman may make all or part of the final report public, and as far as possible will
remove individual names from, and abridge such reports, in order to limit the disclosure of
personal information.

Public interest disclosure records - agencies’ reporting requirements

The Ombudsman maintains records relating to particular functions he has under the Public
Interest Disclosure Act 2013. These records include data collected from agencies in relation
to allocation and investigation decisions under that Act. The Ombudsman also maintains
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records of requests made by agencies seeking an extension of time in relation to the
handling of a disclosure. The data collected for these purposes may contain personal
information including the name and contact details of the discloser and the nature of the
disclosure In addition agencies are
required to provide further information to the Ombudsman for Annual Reporting purposes,
such information would be de-identified and unlikely to contain personal information.

Own motion investigation records

The Ombudsman may commence an investigation on his or her own motion. This means
that the Ombudsman may investigate an issue of interest that relates to public

administration
without a specific complaint, or in relation to a group of

similar complaints. We maintain separate files in relation to these investigations, managed
both electronically and in paper formats.

The kinds of personal information contained on these files may include that described under
Complaint handling and investigation records. The Ombudsman has broad powers to
conduct own motion investigations in a manner he/she determines to be most appropriate,
and by obtaining information from a wide range of sources, including individual complaint
and investigation records.

As with complaint files, information contained on own motion investigation files may be

disclosed to the [ ill2oecies B i re'ation to which the investigation is

being conducted.

An own motion investigation will usually result in the Ombudsman making a report under
Division 2 of the Ombudsman Act 1976,

or Division 2.3 of the Ombudsman Act 1989. The
information collection on the file will be used for the purposes of the report. The Ombudsman
may make all or part of the final report public, and as far as possible will remove individual
names from, and abridge such reports in order to limit the disclosure of personal information.

Inspection and law enforcement records

The Ombudsman keeps records relating to the performance of statutory inspections and
review roles. These roles involve assessing the compliance of certain federal, state and
territory law enforcement agencies with legislation that deals with, amongst other things,
telecommunications interception and access to stored communications, surveillance device
use and the conduct of controlled operations. As the ACT Ombudsman the Ombudsman
also has an inspection role in relation to the use of assumed identities, and has a particular
role to play in monitoring records relating to the ACT child sex offenders register. The
Commonwealth Ombudsman also undertakes inspections under the Australian Federal
Police Act 1979 and review activities under the Fair Work (Building Industry) Act 2012.

Records of the Ombudsman’s inspection and review activities may include personal
information of the following kinds:
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. the names of judicial and agency officers who issued, or are authorised to issue

warrants, notices and authorisations;
. the names of Ombudsman staff and staff of other agencies; and
. the names and contact details of people who have made, or are the subject of,

complaints to the AFP;
. criminal histories, records of police interviews, CCTV footage and police incident

reports;
. the names, addresses, employment details, video footage, and transcripts of

examinations kept as part of the Ombudsman’s functions under the Fair Work
(Building Industry) Act 2012.

We maintain separate files in relation to inspections activities, which are managed in paper
and electronic formats, with access restricted to the Ombudsman'’s inspections and law
enforcement team.

Immigration detention statutory reporting records

The Ombudsman keeps records relating to the performance of his immigration detention
reporting function under Part 8 of the Migration Act 1958. This requires the Ombudsman to
report to the Minister for Immigration on persons held in immigration detention for more than
two years, and every six months thereafter while the person remains in immigration
detention. We maintain separate files in relation to this role, managed both electronically and
in paper formats.

These records contain personal information relating to immigration detainees and may also
contain personal information about employees of the Department of Immigration and Border
Protection or service providers contracted to that department. These records could include
personal information about immigration status, criminal charges and convictions, tribunal
decision records, court records, detention incidents, health and welfare summary reports, full
mental and physical health records, details of prescribed medication, racial or ethnic origins,
political affiliations, details about refugee claims, personal relationships and the financial
status of persons held in detention. Records may also include information provided by other
agencies (such as the Australian Federal Police and other government agencies), with their
permission, or obtained using the Ombudsman’s formal powers.

Personal information (including sensitive personal information) is obtained from the
Secretary of the Department of Immigration and Border Protection as part of his/her
obligation under section 480N of the Migration Act 1958, and from individual complaint
records. In addition we may obtain personal information from legal representatives and
advocates for detainees, and from detainees directly, through interview and/or documents..
Sensitive personal information is only used if directly relevant to the Ombudsman'’s reporting
functions.

In accordance with Part 8 of the Migration Act 1958 when the Ombudsman makes a report
to the Minister it will contain personal information about the person held in detention
including the name of that person. The version of the report that is provided for tabling in
Parliament will not, as far as possible, contain personal information that can identify the
person held in detention and does not include the person’s name. Other de-identified
information includes date of birth, place of birth, nationality, citizenship, ethnicity, other
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people’s names (including medical professionals, advocates, lawyers and migration agents),
hospitals, and the Department of Immigration and Border Protection’s unique person
identifier. In some cases, information about a person’s current detention placement may be
de-identified. In other cases, information is not only de-identified but redacted, for example,
where the report includes personal medical detail or sensitive information about minors.

Procedures relating to handling these files are regularly reviewed and access to these
records is only permitted to members of the relevant team responsible for this function.

Miscellaneous contact records

The purpose of these records is to record details of approaches made to the Ombudsman
that do not constitute complaints for the purposes of either the Commonwealth or ACT
Ombudsman Act. Such approaches may be from members of the public, officers of other
agencies, the media and researchers. The records may also contain complaints about us
and how we may have handled your complaint or relate to alleged breaches of the
Ombudsman'’s service charter or other matters. The kinds of personal information stored on
these records may reflect any of the kinds described above.

Freedom of Information (FOI) records

The purpose of these records is to record all requests for information made to the
Commonwealth Ombudsman under the Freedom of Information Act 1982 and, to the ACT
Ombudsman, under the Freedom of Information Act 1989. These files also record requests
for internal review of Ombudsman FOI decisions, as well as requests for annotation and/or
amendment of records. We also record our interactions with the Office of the Australian
Information Commissioner in respect of FOI complaints and Information Commissioner
reviews.

Personal information on these records may relate to the person who has made the FOI
request, complainants to the Ombudsman (whether or not they are also the FOI applicant),
Ombudsman staff, staff of other agencies, and any other person whose personal information
is contained in the record to which FOI access has been sought.

Most requests that we receive under Freedom of Information law relate to complaint
investigation files, therefore usually the personal information will consist largely of the kinds
mentioned above under ‘Complaint handling and investigation’.

Voicemail records

Telephone calls to our 1300 362 072 number may be recorded. You will be advised if your
call will be recorded. These records registered on our phone system may relate to a range of
matters, including complaints, general enquiries, media enquiries, and contact by other
agencies. The personal information contained in them may include a caller's name, address
and telephone number. Depending on the subject matter of a recording the information
contained in it will be placed onto other records either as an audio record or reduced to a

39



Documents released under the
OFFICIAL Freedom of Information Act 1982

written form (not necessarily an exact transcription), and be handled accordingly. Once
placed with the relevant record the recording is destroyed.

These records may also be used for training and quality assurance purposes.

International program records

The purpose of these records is to capture our work in improving the quality and
performance of ombudsman offices in countries within the Asia-Pacific region. Files typically
contain details about the development and delivery of relevant programs and projects,
including details of overseas visits and liaison activities with other ombudsmen.

Personal information contained on these files is generally limited to that of Ombudsman
staff, staff of other State or international ombudsmen offices, and staff of other Australian or
international government organisations. It may include names, business and personal
address details, CVs and information relating to expressions of interest for employment,
information about next of kin and emergency contacts, birth and gender details, medical
information and passport details.

Passport pages and the personal information contained in them are used for arranging travel
and accommodation as well as enabling our counterpart organisations to send accurate
letters of invitation for the purposes of arranging visas. Consequently this information may be
sent to diplomatic missions of countries in the Asia pacific region.

Next of kin and medical information may be revealed to overseas countries in the case of an
emergency. We also hold such information in relation to staff of overseas counterpart
organisations who visit our office.

CVs and expression of interest documents containing personal information of Ombudsman
staff are sent to our counterpart organisations overseas as a way of introducing placement
officers. Likewise we receive and hold this information in respect of staff of our overseas
counterpart organisations which visit or work in our office.

The countries to which we send (usually through their diplomatic missions within Australia),
personal information described above include the Republic of Indonesia, Solomon Islands,
Samoa, the Independent State of Papua New Guinea, Republic of Kiribati, the Republic of
the Marshall Islands, New Zealand, Republic of Peru, Cook Islands, Niue, the Kingdom of
Tonga, the Republic of Nauru, and the Republic of Vanuatu.

Personnel records

The Ombudsman has duties and powers as an agency head under the Public Service Act
1999 and has other associated obligations including those arising under the Disability
Discrimination Act 1992, the Sex Discrimination Act 1984, the Fair Work Act 2009, the
Safety Rehabilitation and Compensation Act 1988, the Superannuation Act 2005, the Long
Service Leave (Commonwealth Employees) Act 1976, the Maternity Leave (Commonwealth
Employees) Act 1976 and the Work Health and Safety Act 2011. Records are kept by us to
enable the Ombudsman to discharge his functions in relation to these obligations and related
responsibilities in respect of staff, employees and contractors.
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Personnel files are kept to maintain records about all aspects of employment including
recruitment, employment history, payroll, leave, equal employment opportunity data,
workplace relations, security clearances, performance, workplace health and safety,
rehabilitation and compensation. These records are kept in relation to all permanent,
contracted and temporary staff members/employees of the Ombudsman.

Access to personnel files is controlled on a ‘need to know’ basis. Not all members of the
Human Resources team have access to all personnel files. Spreadsheets used to capture
personal information are password protected.

Personal information is disclosed on a ‘need to know’ basis to the Department of Prime
Minister and Cabinet for the purposes of administering our payroll, and to travel providers
under the ‘whole of government’ travel arrangements. In addition we are required to give
personal information to various bodies including the Australian Public Service Employment
Database, the Australian Government Security Vetting Agency, the Australian Taxation
Office and Comcare

Staff should refer to internal guidelines for more detail in relation to these records.

Corporate administrative records including policy records

The purpose of administrative records is to hold information relating to corporate functions,
including office governance, financial management, procurement, legal services, privacy,
information, communications and technology, public affairs and both physical and
information security.

Such files may contain a range of personal information relating to complainants, contracted
service providers, Ombudsman staff (and staff of other agencies) as well as members of the
wider community. Such information is likely to mirror the kinds described above in relation to
complaint investigations.

Strategic/agency liaison records

The purpose of these files is to record information and activities relating to policy aspects of
the Ombudsman’s work, for example the development of directions, aids or systems to
support our decision-making and the performance of statutory functions. Information on
these records may also help us make contributions to policy debates across government.

Some of these files may include material relevant to closed or ongoing investigations (where
it is related to, or may inform consideration of, a broader policy issue), and include personal
information about complainants or agency staff.

These files may also contain interagency protocols or memoranda of understanding and
details of interagency meetings including the names of attendees and their positions within
agencies.
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Part C - Online

Scope

This privacy statement applies to your interactions with Commonwealth Ombudsman and
ACT Ombudsman websites (http://.ombudsman.gov.au; http://ombudsman.act.gov.au/,
http://www.pio.gov.au/, http://www.oso.gov.au/). This statement discloses our information
gathering and dissemination practices that are set out in accordance with the Privacy Act
1988.

Privacy statement

We are committed to the protection of your privacy in accordance with the Australian
Information Commissioner’s Guidelines for Federal and ACT Government World Wide
Websites. These guidelines outline the requirements for transparent collection, appropriate
and ethical use and secure storage of personal information. Our aim is to provide an online
environment which will ensure the information you provide to us is handled in a secure,
efficient and confidential manner.

Information collected

When visiting our sites, a record of your visit is logged. This ‘clickstream data’ is recorded for
statistical purposes only and is used to help improve the website. The following information
is supplied by your browser (e.g: Internet Explorer):

« the user's server address

o the user's operating system (for example Windows, Mac etc)

o the user's top level domain name (for example .com, .edu, .gov, .au, .uk etc)
o the date and time of the visit to the site

e the pages accessed and the documents downloaded

e the previous site visited,

e the type of browser used.

This information is used for statistical purposes only. No attempt will be made to identify
users or their browsing activities except in the unlikely event of an investigation, where a law
enforcement agency (or other government agency) exercises a legal authority to inspect
Internet Service Provider (ISP) logs (eg. by warrant, subpoena or notice to produce).

Cookies

Cookies are small text files that a website can transfer to your computer when you access
information on that website. Cookies can make websites easier to use by storing information
about your preferences on a particular website. Some cookies may remain stored on your
computer for a predetermined amount of time unless you specifically clear them. This site
may use cookies.
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Collection of personal information
When you e-mail us:
e we will record your e-mail address
« we will only use your e-mail address for the purpose for which you provided it

o it will not be added to a mailing list, unless provided by you specifically for that
purpose

e we will not use your e-mail address for any other purpose
« we will not disclose it without your consent or otherwise in accordance with the APPs.
Security

Our sites do not generally provide facilities for the secure transmission of information across
the Internet. The only exception to this is that users can submit complaints using our online
complaint form which uses an encrypted connection, provided by the SSL/TLS protocol.
Nonetheless, users should be aware that there are inherent risks in transmitting information
across the Internet. As an alternative, users are able to write to:

Commonwealth Ombudsman
GPO Box 442, Canberra ACT 2601

Phone: 1300 362 072
Fax: 02 6276 0123

Email: privacy@ombudsman.gov.au

Links to other sites

Our sites contain links to other sites. We are not responsible for the content or the privacy
practices of other web sites and we encourage you to examine each website's privacy
policy.

Feedback

If you have any questions about this privacy statement, your dealings with the
Commonwealth Ombudsman, or this website, please contact us at
privacy@ombudsman.gov.au
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Carolina -
From: obsolete_Paul Pfitzner
Sent: Sunday, 4 November 2018 6:14 PM
To: obsolete_Nalini
Subject: FW: VIP Correspondence - Secretary, DVA [SEC=UNCLASSIFIED]
Attachments: 1-Incoming mail_001.pdf

Hi Nalini — for information, and action —to contact- in DVA about sharing of cluster data.

Cheers,
Paul

From: Abby
Sent: Friday, 2 November 2018 5:49 PM
To: Michael Manthorpe >

Cc: Jaala Hinchcliffe Paul Pfitzner _>

Subject: VIP Correspondence - Secretary, DVA [SEC=UNCLASSIFIED]

Dear Michael
Attached is a copy of a letter from Ms Liz Cosson, Secretary, DVA.

She responds to your letter of 21 August 2018 and notes that she is looking forward to receiving further data from
us regarding the reparation scheme progress.

She has also provided the name and contact details for_ at DVA, if we have any queries.

Regards

Abby
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RECEIVED
01 NOY 2033

Document NO: ............ e emseaanind Australian Government

Department of Veterans’ Affairs

OFFICE OF THE SECRETARY
PRESIDENT REPATRIATION COMMISSION

Referred 10! viiismsvaisaiissii

Mr Michael Manthorpe PSM
Commonwealth Ombudsman
GPO Box 442

CANBERRA ACT 2601

Dear Mr Man}hOr/pe. \VL\M,

Thank you for your letter of 21 August 2018, providing an update in relation to reports of abuse
within the Australian Defence Force (ADF).

We greatly appreciate the update, as it is of significant value in assisting to build our dataset of
known locations, types and features of abuse that occurred in the ADF, as well as providing insights
into historical, current and emerging trends.

DVA is committed to improving its services for victims of abuse in the ADF, and has implemented
a number of changes to policies and programs to assist veterans where this has occurred.

We would be grateful for any further updates you may be able to provide as the reparation scheme
progresses, and we look forward to receiving the additional cluster information. I understand that
your staff will ensure cluster data that can be provided will either exclude or identify individuals
who may have previously received a Defence Abuse Response Taskforce payment. This indicator
will be important in avoiding double-counting of cases in the DV A cluster records and to maintain
the accuracy of the cluster information. Nonetheless. an overview and key information about all
cases that you have looked at is also very useful and we appreciate any data you are able to provide.

If you or your team have any enquiries, the contact within DV A for these matters is

, Assistant Director, Liability and Service Eligibility. who can be contacted on
or by email o«

Yours sincerely

Liz Cosson AM CSC
Secretary

o2 October 2018

GNABRA BUILDING
21 GENGE STREET
CANBERRA CITY ACT 2601

GPO BOX 9998
CANBERRA ACT 2601 TELEPHONE (02) 6289 6736
AUSTRALIA FACSIMILE (02) 6289 6257

INTERNET www dva gov.au
Saluting Their Service 45
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Carolina -
Sent: Monday, 20 August 2018 2:41 PM
To: obsolete_Nalini
Subject: RE: Request for contact - to discuss provision of Defence abuse cluster data to DVA
[SEC=UNCLASSIFIED]
Attachments: Sample Cluster Table for DFO.XLSX

Good afternoon Nalini,
Lovely to e-meet youl!

As | understand the discussion at the last Ombudsman-DVA meeting, a request was put forward for the Ombudsman
to provide DVA with de-identified information about approved reparation claims with the DFO to add to the cluster
data that we obtained as a result of the DART process.

It would be very useful if the Ombudsman were able to provide de-identified information that we may add to the
existing cluster information we have from DART. This will help to draw a better picture of the nature and types of
abuse at various Defence locations and could be used by claims assessors as supporting evidence when we receive
contentions in claims from former Delegates about abuse in particular locations at certain times.

Attached is a sample of the table of information that was provided to us by DART. If it would be possible for the
Ombudsman to complete these tables, or something similar for various locations (a new tab was created for each
location) for accepted reparation claims that have not also submitted a DART claim (to avoid double-ups with our

existing data) that would be a great help.

If this format doesn’t work for you, we’d be happy to discuss any alternate data collection method that might be
more suitable.

| would be pleased to discuss the above proposal with you in more detail.

Best regards,

Assistant Director

Liability and Service Eligibility
Department of Veterans’ Affairs
Ph.

From:
Sent: Monday, 20 August 2018 12:53 PM

>; Paul - Omb 4

Subject: FW: Request for contact - to discuss provision of Defence abuse cluster data to DVA [SEC=UNCLASSIFIED]
Hi Nalini [

Apologies for the delay with this request —- would be the appropriate contact as below.

Cc: Cameron, Leanne <
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-— could you please make contact with Nalini at the Omb Office.

Thanks!

Assistant Director | Feedback Management
Client Coordination & Support Branch
Department of Veterans' Affairs

Sydney Office

Email
Tel

rror I

Sent: Monday, 20 August 2018 12:47 PM

Subject: FW: Request for contact - to discuss provision of Defence abuse cluster data to DVA [SEC=UNCLASSIFIED]
Good afternoon-
I’'m happy to be the DVA contact in relation to the cluster data.

Best regards,
Jude

Assistant Director

Liability and Service Eligibility
Department of Veterans’ Affairs
Ph.

From:
Sent: Friday, 17 August 2018 9:43 AM
To:

Subject: FW: Request for contact - to discuss provision of Defence abuse cluster data to DVA [SEC=UNCLASSIFIED]
Importance: High

Are you able to advise who would be best to contact Nalini at the Omb Office regarding
Paul’s query below, related to ‘cluster’ data (which has been discussed at recent DVA-Omb

Liaison Committee meetings).

Thanks in advance.
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Assistant Director | Feedback Management
Client Coordination & Support Branch

Department of Veterans' Affairs
Sydney Office

Email
Tel

From: Cameron, Leanne

Sent: Friday, 17 August 2018 9:21 AM
To:
Cc:

Subject: FW: Request for contact - to discuss provision of Defence abuse cluster data to DVA [SEC=UNCLASSIFIED]
I

I think- is still on leave following the birth of his baby. Would you please track down who would be
the best person for Nalini to connect with? Ta.

Cheers,

Leanne Cameron

Deputy Commissioner QLD
Assistant Secretary

Client Coordination & Support
Department of Veterans’ Affairs

p4Ed

To support those who serve or have served in the defence of our nation i

and commemorate their service and sacrifice. !5‘:55 OF
ATRIATION

From: Paul Pfitzner [mailto
Sent: Thursday, 2 August 2018 1:51 PM
To: Cameron, Leanne
Cc: Nalini Fiona-

Subject: Request for contact - to discuss provision of Defence abuse cluster data to DVA [SEC=UNCLASSIFIED]

Hi Leanne,

At the most recent liaison meeting in June, we had a brief discussion (from | think?) about the
Ombudsman sharing ‘cluster’ data about the trends we are seeing on abuse in Defence (particularly with regard to
location), to assist DVA’s decision-makers. This would build on similar information being provided from the DART.
We're very happy to do this and are keen to talk with the relevant people about how this would be of most use.
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NaIini- -, copied in this email) is our primary contact. | would be grateful if- or the relevant
contact in DVA could get in touch with Nalini and we can discuss the best way for this to occur.

Happy to discuss further. Otherwise, we look forward to hearing from you.

Thanks,
Paul

Paul Pfitzner
Senior Assistant Ombudsman
Program Delivery Branch

COMMONWEALTH OMBUDSMAN
Phone:
Mobile
Email:
Website: ombudsman.gov.au

COMMONWEALTH

OMBUDSMAN

Influencing systemic improvement in public administration

The Office of the Commonwealth Ombudsman acknowledges the traditional owners of country throughout Australia
and their continuing connection to land, culture and community. We pay our respects to elders past and present.

COMMONWEALTH OMBUDSMAN - IMPORTANT CONFIDENTIALITY NOTICE

This e-mail message or an attachment to it is confidential, and it is intended to be accessed only by the

person or entity to which it is addressed.

No use, copying or disclosure (including by further transmission) of this message, an attachment or the
content of either is permitted and any use, copying or disclosure may be subject to legal sanctions. This
message may contain information which is:

* about an identifiable individual;

* subject to client legal privilege or other privilege; or

* subject to a statutory or other requirement of confidentiality.

If you have received this message in error, please call 1300 362 072 to inform the sender so that future

errors can be avoided.

IMPORTANT

1. Before opening any attachments, please check for viruses.

2. This e-mail (including any attachments) may contain confidential information

for the intended recipient. If you are not the intended recipient,

please contact the sender and delete all copies of this email.

3. Any views expressed in this e-mail are those of the sender and are not

a statement of Australian Government Policy unless otherwise stated.

4. Electronic addresses published in this email are not conspicuous publications and DVA does not

consent to the receipt of commercial electronic messages.
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5. To unsubscribe from emails from the Department of Veterans' Affairs (DVA) please go to
http://www.dva.gov.au/contact_us/Pages/feedback.aspx

, and advise which mailing list you would like to unsubscribe from.

6. Finally, please do not remove this notice.
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DATE RANGE

OSFOL

INSERT LOCATION

Documents released under the
Freedom of Information Act 1982

ying & Harassment

Physical Abuse

Sexual Abuse

Sexual Harassment

Year
reported
abuse
occurred

Total
incidents in
year

Number of
incidents

Activity

at the

time of
the

Age

Gender

Number
of

incidents

Activity

at the

time of
the

gbuse

Age

Gender

Number
of

lincidents

Activity

at the

time of
the

gbuse

Age

Gender

Number
of

lincidents

Activity

at the

time of
the

Age

Gender

Example
Year

2

Normal

Duty

22-30

Off Duty

22-30

19xx

19xx

19xx

19xx

19xx

19xx

19xx

19xx

19xx

19xx
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