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EXECUTIVE SUMMARY: 
 

Purpose 
 

This brief has been written to contribute to the work undertaken by the Counter Ransomware 
Initiative’s (CRI) Disruption Working Group. Ransomware poses a significant risk to critical 
infrastructure, essential services, public safety, consumer protection and privacy, and economic 
prosperity.1 This paper outlines a targeting framework intended to support long-term efforts to 
disrupt the ransomware ecosystem through collaboration with law enforcement and 
government agencies, aiding partners in bringing ransomware criminals to justice. 
 
The often transnational nature of ransomware criminal activity necessitates timely and 
consistent collaboration across law enforcement, national security authorities, cybersecurity 
agencies, and financial intelligence units.  

 

 

Methodology  
 

The methodology for this framework is to conduct an analysis of the ecosystem with a range of 
strategic assessments that derive key insights to identify key opportunities for targeting. The 
targeting opportunities must be an efficient use of resources that if applied can degrade the 
ransomware ecosystem’s capabilities and motivation. The recommendations then provide the 
framework to develop policies and strategies that are implementable. These policies and 
strategies must be systematic and logical to support replicable success against the ransomware 
ecosystem. 

 

                                                             
1 https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/14/joint-statement-of-the-
ministers-and-representatives-from-the-counter-ransomware-initiative-meeting-october-2021/ 
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 Findings and Recommendations 
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Resources 
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Limitations and Restrictions 
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CAPABILITIES AND ENABLING FACTORS FOR RANSOMWARE  
 

The primary aim for this project is to produce a targeting framework to support the efficient 
disruption of the ransomware ecosystem. To identify this outcome, an analysis of the 
capabilities, motivations and their enabling factors must be assessed. In the section we have 
reviewed many industry leading analysis , the Ransomware Mitre 
Att&ck Framework and the ransomware payment pathways  

 

 
 

Ransomware in general is a serious threat because of its enduring characteristics. It has low 
technical barriers required to enter the ecosystem due to models such as Ransomware as a 
Service. In addition, the software is also widely distributed and groups are finding many ways to 
monetise ransomware, with limited barriers across national borders preventing the movement 
of both payments and software. Ransomware groups also enjoy a lot of notoriety in the media, 
this generates motivation to some degree to join the ecosystem as it currently carries limited 
risk with a potential high reward in the perception of criminals.  

In summary, the concept of ransomware itself is contagious now amongst the criminal hacking 
communities because the functions and tools are widely available with low risk of penalty. It is 
currently a methodology growing across the industry. Some strategic assessments have been 
made on the key capabilities, motivations and the enabling factors in the ecosystem.  
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Ransomware Ecosystem Characteristics  
 

Victims. Ransomware victims are generally businesses but on occasion can also be government 
linked agencies. The two primary factors that groups use when choosing targets are ease of 
access and a reasonable expectation that the victim has the ability and willingness to pay the 
ransom. Some ransomware groups have internal policies that exclude or direct particular types 
of victims.  

 
. Several groups also have members that do not approve of 

attacking primary care medical facilities such as hospitals or ambulance services. 2 In terms of 
the size of the targeted organisations, SMEs (businesses with 500 employees or less) suffer 
more than large business. , 70.3% of victims were SMEs 
(see figure 2).  

                                                             
2 https://www.virsec.com/blog/maze-and-other-ransomware-groups-say-they-wont-attack-hospitals-during-
covid19-outbreak-but-how-trustworthy-is-their-word 
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In terms of cost, the exact figures are hard to accurately assess across industry. Unit 42 from 
Palo Alto Networks, assesses that the average ransomware payment was $925,162 during the 
first five months of 2022, up from $541,009 in 2021 and $303,756 in 2020.3 

Ransomware as a Service (RaaS). The distribution of ransomware is limited by initial access 
due to it being a manpower intensive task. To gain efficient return on investment, ransomware 
criminals license their software on a commission basis to other groups. RaaS lowers the 
technical barrier of entry for criminals to participate in ransomware attacks.  

 
 

 

Initial Access Brokers. Initial access is a critical capability for a ransomware attack. As 
ransomware groups are limited by staff themselves one of their planning considerations to scale 
up their revenue is the number of victims they can access. Gaining and verifying initial access is 
manpower intensive. Because of this, a secondary market has emerged where lower 
sophisticated hackers can monetise and commoditise their initial access. This secondary market 
enables ransomware groups to scale the number of victims they attack as they remove a large 
manpower intensive task.  

 

 
 

  

                                                             
3 https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2022-unit42-ransomware-
threat-report-final.pdf 
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maintain high operational tempo is determined by their leadership and structure.  
 

Payments. A core capability for ransomware is the ability to extract payments with limited risk. 
Currently, crypto currency is a key enabler for ransomware due to its anonymous nature and 
inherent value. Ransomware currently is inherently tied to crypto currency.  

 
 Figure 3 is a strategic analysis of 

the payment pathways for ransomware. 

 

Figure 3. Ransomware Payment Pathways.6 

                                                             
6 Combating Ransomware - A Comprehensive Framework for Action: Key Recommendations from the 
Ransomware Task Force (securityandtechnology.org) 
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INITIAL ACCESS BROKERS 
 

Initial access brokers typically are the first key actor in a ransomware attack as part of the 
 Their commoditisation of hacking for access and selling this access to 

the highest bidder enables the growth of ransomware attacks.  
 

 
 

 
 

According to the Insikt Group, the most common credential pairs that appear for sale for auction 
are for corporate virtual private networks (VPNs), RDP services, Citrix gateways, web 
applications and content management systems (CMS), and corporate webmail servers (business 
email compromise, or BEC). Less common, but more sought-after, are ESXi root and Active 
Directory (AD) access methods, zero-day and n-day vulnerabilities and code injection points 
(HTML, SQL).8 

 

                                                             

8 https://go.recordedfuture.com/hubfs/reports/cta-2022-0802.pdf 
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9 https://www.state.gov/reward-offers-for-information-to-bring-conti-ransomware-variant-co-conspirators-to-
justice/ 
10 https://unit42.paloaltonetworks.com/bluesky-ransomware/ 
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From:
To: ; 
Subject: RE: For urgent advice RE: PRN0008310 - Requesting advice on commencing a research procurement

[SEC=OFFICIAL]
Date: Monday, 26 September 2022 3:17:09 PM

OFFICIAL

Hi 
 
The difference between “the procurement of research and development services” and the
“procurement of inputs to research and development”. Research Services are just that, the time
and effort, physical resources to conduct and/or develop the Research material. Inputs are the
purchasing of goods, i.e. computer/s and/or computing equipment, machines and equipment or
physical assets, and hiring of vehicles or buildings.
 
Happy to discuss if you need any further information.
 
Thanks again,
 

  
 
 

OFFICIAL

 
 

From: @homeaffairs.gov.au> 
Sent: Monday, 26 September 2022 1:11 PM
To:  < @HOMEAFFAIRS.GOV.AU>; 

@homeaffairs.gov.au>
Cc: @homeaffairs.gov.au>
Subject: For urgent advice RE: PRN0008310 - Requesting advice on commencing a research
procurement [SEC=OFFICIAL]
 

OFFICIAL

Hi – just following up on the query below before we progress with this.
 
Many thanks,

 
 

a/g Director, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P: 
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E: @homeaffairs.gov.au
 
 

OFFICIAL

 
 

From:  <J @HOMEAFFAIRS.GOV.AU> 
Sent: Friday, 23 September 2022 1:35 PM
To: @homeaffairs.gov.au>
Cc: @homeaffairs.gov.au>; @homeaffairs.gov.au>
Subject: RE: PRN0008310 - Requesting advice on commencing a research procurement
[SEC=OFFICIAL]
 

OFFICIAL

Hi 
 
Thanks very much for your email, and apologies for the delay in getting back to you. Grateful if
you could provide some clarification: what is the difference between “the procurement of
research and development services” and the “procurement of inputs to research and
development” with regards to our research proposal? In layman’s terms, does this mean we
need to clarify that we are paying for the research and not the actual data? Want to ensure that
we’re doing everything by the book.
 
Kind regards,
 

 
 

 
a/g Senior Policy Officer, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P:  M: 
E: j @homeaffairs.gov.au
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From: @connectedservices.homeaffairs.gov.au> 
Sent: Wednesday, 21 September 2022 9:01 AM
To: @homeaffairs.gov.au>; 
<J @HOMEAFFAIRS.GOV.AU>
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Cc: @homeaffairs.gov.au>
Subject: PRN0008310 - Requesting advice on commencing a research procurement
[SEC=OFFICIAL]
 

Hi ,

Thanks for your sending through your procurement request.

Please note the following, the proposed engagement is for the provision of an Intelligence
summary of ransomware software ecosystem through a technical analysis of available
ransomware samples. The proposed research will pull all available samples of ransomware
and conduct a detailed industry wide survey of the ransomware groups. Connecting digital
infrastructure such as command and control servers, dark web forums and human capital
that are traceable by leveraging malware analysis as an initial survey of the ecosystem.

With respect to the information provide to me, I can confirm that, the proposed
procurement meets the conditions for exemption under Appendix A, Exemption 6:
Procurement of research and development services, but not the procurement of inputs to
research and development.

Please ensure you complete a Complex Delegate Approval Form to finalise this process.

Please contact me if you need any further assistance.

Many thanks,

 

 
Ref:MSG9384076_JsmQdJhsVydUoabmykUI
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From:
To:
Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]
Date: Wednesday, 12 October 2022 11:50:28 AM
Attachments: Ransomware ATM DRAFT v0.1 12.10.2022.docx
Importance: High

OFFICIAL

Hi 
 
Draft ATM reviewed and details inserted into the complaints handling section. Please confirm
the next actions I need to undertake (send to Internet 2.0 & request they return to me by 2pm
Friday?).
 
Cheers,
 

OFFICIAL

 
 

From: @homeaffairs.gov.au> 
Sent: Wednesday, 12 October 2022 11:01 AM
To:  @HOMEAFFAIRS.GOV.AU>
Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]
 

OFFICIAL

Hi 
 
As discussed, see attached, Draft ATM for your review and attention. Note section A.A.5
Complaints, please insert details.
 
Happy to discuss if you need any further assistance.
 
Thanks,
 

  

OFFICIAL

 
 

From:  @HOMEAFFAIRS.GOV.AU> 
Sent: Tuesday, 11 October 2022 1:52 PM
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To: @homeaffairs.gov.au>
Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]
 

OFFICIAL

H
 
Attached is the updated proposal. Please let me know if you have any other questions.
 
Cheers,
 

OFFICIAL

 
 

From: @homeaffairs.gov.au> 
Sent: Tuesday, 11 October 2022 1:52 PM
To:  @HOMEAFFAIRS.GOV.AU>
Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]
 

OFFICIAL

Hi 
 
As discussed, could you please provide the supplier proposal re the Research Project.
 
Thanks again,
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From:  < @HOMEAFFAIRS.GOV.AU> 
Sent: Friday, 7 October 2022 5:40 PM
To: @homeaffairs.gov.au>
Cc: @homeaffairs.gov.au>; @homeaffairs.gov.au>
Subject: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]
 

OFFICIAL

Hi 
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Following AS review of our draft proposal, grateful if you could review it in its current state and
provide advice on actions to be taken prior to progression and whether amendments need to be
made. We’re beginning to approach our deadline and want to move quickly over the coming
week. Happy to discuss next week (and until then, have a good weekend!).
 
Any questions, please let us know.
 
Cheers,
 

 
 

a/g Senior Policy Officer, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P:  M: 
E: @homeaffairs.gov.au

OFFICIAL
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Approach to Market 
To establish Contract for Production of an Intelligence Summary into the 
ransomware software ecosystem through surveillance of initial access 

brokering platforms 

Reference ID: PRN0008310 

UNSPSC: 93131703 Research programs 

This Approach to Market (ATM) is for the provision of: Provision of an intelligence summary of the 
ransomware software ecosystem through surveillance of initial access brokering platforms, and a technical 
analysis of available ransomware samples to connect this software across all digital infrastructure. By 
delivering unclassified, open-source intelligence from a world-class cyber security firm, Australia will 
support international collaboration while also addressing the challenges associated with sharing more 
sensitive threat information in larger multilateral fora. The sharing of sensitive and/or classified threat 
information is difficult for the Department and domestic intelligence and operational partners, particularly 
with the full list of Counter Ransomware Initiative members.  
The Commonwealth of Australia as represented by Department of Home Affairs (the Customer) is seeking 
submissions for the provision of the services (the Requirement) as described in this ATM comprising: 

• this CCS ATM, including the Statement of Requirement 

• the CCS ATM Response Form 

• the CCS ATM Annexes (if any) 

• the Commonwealth ATM Terms 

• the Additional Contract Terms (if any) 

• the Commonwealth Contract Terms 

• the Commonwealth Contracting Suite Glossary and Interpretation. 
In submitting a response, Potential Suppliers are required to comply with all requirements set out in the 
Commonwealth Approach to Market Terms (a copy of which is included in this document), and if 
successful, agree to enter into a contract which incorporates the Commonwealth Contract Terms available 
at https://www.finance.gov.au/government/procurement/commonwealth-contracting-suite-ccs#ccs-terms. 
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Statement of Requirement 
A.A.1 Key Information and Dates 

Approach to Market 

    Event Details 

ATM Closing Date Monday, 17 October 2022 

ATM Closing Time 2:00 pm ACT local time 

Industry Briefing Unless otherwise notified by an addendum, there are no industry 
briefing sessions for this ATM. 

Site Inspection Unless otherwise notified by an addendum, there are no site 
inspections for this ATM. 

Question Closing Date and Time Questions will be permitted up until 5:00 pm Friday, 14 October 
2022, ACT local time. 

Minimum Content and Format 
Requirements 

For a Potential Supplier’s Response to be eligible for consideration 
the Potential Supplier’s Response must comply with the matters 
addressed in A.B.4.2 of the Commonwealth ATM Terms. 

Conditions for Participation No conditions for participation are specified. 

Proposed Contract 

Event Details 

Proposed Start Date: Tuesday, 18 October 2022 

Contract Term: The Contract will remain in force for a period of 30 days from the 
date the Contract is entered into. 

Contract Extension Option The Contract Term will not be extended. 
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A.A.2 The Requirement 
Provision of an intelligence summary of the ransomware software ecosystem through surveillance of initial 
access brokering platforms, and a technical analysis of available ransomware samples to connect this 
software across all digital infrastructure. By delivering unclassified, open-source intelligence from a world-
class cyber security firm, Australia will support international collaboration while also addressing the 
challenges associated with sharing more sensitive threat information in larger multilateral fora. The sharing 
of sensitive and/or classified threat information is difficult for the Department and domestic intelligence and 
operational partners, particularly with the full list of Counter Ransomware Initiative members. 

A.A.2(a) Standards 
Potential Suppliers must ensure that any goods and services proposed are capable of complying with all 
applicable Australian standards and any Australian and international standards specified in this Statement 
of Requirement. Potential Suppliers should note that they may be required to enable the Customer, or an 
independent assessor, to conduct periodic audits to confirm compliance with those standards. 

Web Content Accessibility 
The Supplier must ensure that any website, associated material and/or online publications (where 
applicable) complies with the Web Content Accessibility Guidelines available at: 
https://www.w3.org/WAI/intro/wcag. 

A.A.2(b) Security Requirements 
None Specified 

A.A.2(c) Work Health and Safety 
Prior to commencement of the Contract, the Customer’s Contract Manager and the Supplier’s Contract 
Manager will identify any potential work health and safety (WHS) issues anticipated to arise during the term 
of the contract and assign management of each issue identified to the party best able to manage it. For all 
issues assigned to the Supplier, the Supplier will provide the Customer with a WHS plan for approval and 
no work will commence until the plan is approved unless agreed in writing by the Customer. 
Throughout the Contract Term, the Customer and the Supplier will proactively identify and cooperate to 
manage any WHS issues that arise. 

A.A.2(d) Delivery and Acceptance 
The Customer must accept or reject any deliverables under the Contract in accordance with the 
Commonwealth Contract Terms [Clause C.C.11]. 

 
 
 
 

  Milestone Description Delivery Location Due Date 

Delivery of an Intelligence Summary Cyber Policy and Strategy Branch  31/10/2022 

   
A.A.2(e) Meetings 
The Supplier is not required to attend meetings. 

A.A.2(f) Facilities and Assistance Offered by the Customer 
The Customer will not make any facilities or assistance available to the Supplier. 

A.A.2(g) Customer Material 
The Customer will not provide any material. 
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A.A.3 ATM Distribution 

Email Distribution 
Updates to this ATM will be distributed via email. 

A.A.4 Lodgement of Responses 

Email 
Responses must be lodged via email to TNS@homeaffairs.gov.au quoting reference number PRN0008310 
by the Closing Time specified in A.A.1 [Key Information and Dates]. 
Response File Format, Naming Convention and Size 
The Customer will accept Responses lodged in the following formats: 

• Microsoft Word (.docx) 

• PDF (.pdf) 

The Response file name/s should: 
a) incorporate the Potential Supplier’s full legal organisation name; and  
b) reflect the various parts of the bid they represent (where the Response comprises multiple files). 

Response files must not exceed a combined file size of 20 megabytes per email. 
Responses must be completely self-contained. No embedded files can be included. No hyperlinked or other 
material may be incorporated by reference. 
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A.A.5 Customer’s Contact Officers 

A.A.5(a) ATM Contact Officer 
For all matters relating to this ATM, the Contact Officer is: 
Name/Position:   
Email Address: @homeaffairs.gov.au 
Telephone: +   
Note: Question Closing Date and Time is set out at item A.A.1 [Key Information and Dates]. 

A.A.5(b) Complaints Handling 
In the first instance, complaints relating to this ATM should be directed to the ATM Contact Officer or: 

  

Name/Position:  

Email Address: @homeaffairs.gov.au  

Telephone:  
  

If your issue is not resolved refer https://www.finance.gov.au/business/procurement/complaints-handling-
charter-complaints for more information relating to the handling of complaints. 
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Additional Contract Terms 
An executed contract will incorporate the Commonwealth Contract Terms and also the following Additional 
Contract Terms: 

A.C.1 Intellectual Property 
The Customer owns the Intellectual Property Rights in the Material created under the Contract.  
To the extent the Supplier or a third party holds any Intellectual Property Rights in any existing Material, the 
Supplier hereby agrees to licence the Customer to enable the Customer to exercise full rights and interests 
in the Intellectual Property Rights in any Material provided under the Contract. The Supplier agrees to 
create, execute or sign any documents and perform all acts which may be necessary to allow the use of 
those rights by the Customer for any purpose. 
The Customer grants to the Supplier a non-exclusive, non-transferable, irrevocable, royalty-free licence for 
the Contract Term to exercise the Intellectual Property Rights in the Material for the sole purpose of fulfilling 
its obligations under the Contract. The licence in this clause is subject to any conditions or limitations of 
third parties that the Customer notifies to the Supplier. 
Intellectual Property Rights in Goods provided under the Contract or pre-existing Intellectual Property of the 
Supplier, set out below (if any), will not change as a result of the Contract. 

A.C.2 Payment Terms 
Where the Customer and the Supplier both have the capability to deliver and receive eInvoices through the 
Peppol framework and have agreed to use eInvoicing, following receipt of a Correctly Rendered Invoice, 
including acceptance of the Goods and/or Services by the Customer, the Customer will pay the amount of a 
Correctly Rendered Invoice to the Supplier within five (5) calendar days after receiving it, or if this day is not 
a Business Day, on the next Business Day. 
In all other circumstances following receipt of a Correctly Rendered Invoice, including acceptance of the 
Goods and/or Services by the Customer, the Customer will pay the amount of a Correctly Rendered Invoice 
to the Supplier within twenty (20) calendar days after receiving it, or if this day is not a Business Day, on the 
next Business Day. 
Where the Customer fails to make a payment to the Supplier by the Business Day it is due, the Customer 
will pay the unpaid amount plus interest on the unpaid amount, provided the amount of interest payable 
under this clause exceeds A$100. 
Interest payable under this clause will be simple interest calculated in respect of each calendar day from 
the day after the amount was due and payable, up to and including the day that the Customer effects 
payment, calculated using the General Interest Charge Rate as published on the Australian Taxation Office 
website https://www.ato.gov.au/Rates/General-interest-charge-(GIC)-rates/. 

A.C.3 Illegal Workers 
Illegal Worker means a non-citizen who: 
a) does not hold a valid visa and who performs Work in Australia; or 
b) holds a valid visa and who performs Work in Australia in breach of a visa condition that: 

(i) prohibits him or her from working in Australia; or 
(ii) restricts the Work that he or she may perform in Australia. 

Work means any work, whether for reward or otherwise.  For more information refer to the "Employing 
Legal Workers Guide" available at: http://www.homeaffairs.gov.au/Busi/Empl/Empl/employing-legal-
workers/legal-workers-a-guide-for-employers. 
The Supplier must not engage Illegal Workers in any capacity to carry out any Work under or in connection 
with the Contract and must Notify the Customer immediately if it becomes aware of the involvement of an 
Illegal Worker in such Work. 
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The Supplier must remove, or cause to be removed, any Illegal Worker from any involvement in performing 
its obligations under the Contract (including if engaged by a Subcontractor) and arrange for their 
replacement at no cost to the Customer and immediately upon becoming aware of the involvement of the 
Illegal Worker. 
If requested in writing by the Customer, the Supplier must provide evidence within 14 days that it has taken 
all reasonable steps to ensure that it has complied and is complying with its obligations in respect of Illegal 
Workers. 
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INSTRUCTIONS FOR POTENTIAL SUPPLIER 
1. Before you start 

a) This Response is not an offer for work. 
b) Read the all documentation provided by the Customer and distributed with this Response form and 

decide whether your organisation has the necessary skills and experience to meet the 
Customer’s requirement. 

c) Do not proceed further if: 
i. your organisation cannot agree to the Commonwealth Contract Terms, available at 

https://www.finance.gov.au/government/procurement/commonwealth-contracting-suite-ccs. 
These terms are non-negotiable and will form part of the Contract if you are successful in 
this ATM process. 

ii. your organisation does not meet and/or agree to the Minimum Content and Format 
Requirements and the Conditions for Participation (if any), set out at item A.A.1 [Key 
Information and Dates], as failure to do so will mean your response cannot be considered. 

iii. your organisation is a trust where the Trustee is not empowered to sign contracts on behalf 
of the Trust. Before proceeding, contact the Customer’s ATM Contact Officer at 
item A.A.5(a) [ATM Contact Officer]. 

iv. you are an Individual without an ABN and you do not meet the Australian Taxation Office’s 
(ATO) definition of an independent contractor available at: 
https://www.ato.gov.au/business/employee-or-contractor/how-to-work-it-out--employee-or-
contractor. Before proceeding, contact the ATM Contact Officer set out at item A.A.5(a) 
[ATM Contact Officer] to seek advice. 

d) The Customer will evaluate all valid Responses received by the ATM Closing Time [Item A.A.1] that 
meet the Minimum Content and Format Requirements and the Conditions for Participation (if any), 
to determine which Potential Supplier has proposed the best value for money outcome for the 
Customer. Responses will be evaluated as per the criteria set out at Clause A.B.5 [Evaluation]. 

e) Participation in this ATM is at your organisation’s risk and cost. Please note this is a competitive 
process and your organisation may incur costs in responding. If you are unsuccessful, you will be 
unable to recoup these costs. 

2. Format Requirements 
a) You MUST use this form (CCS ATM Response Form) to submit your Response, which MUST 

comply with the Commonwealth ATM Terms, available at: 
https://www.finance.gov.au/government/procurement/commonwealth-contracting-suite-ccs. 

b) As this form is set out to facilitate the evaluation of responses, Potential Suppliers are to use the 
form as provided and are not permitted to make any changes to the structure or formatting of 
the document. 

3. Guidance for completing your Response 
a) Specific questions about this ATM must be directed to the ATM Contact Officer set out at 

Item A.A.5(a) [ATM Contact Officer] before Question Closing Date and Time set out at item A.A.1 
[Key Information and Dates].  

b) In preparation of this Response, please note the Commonwealth Indigenous Procurement Policy 
(IPP) available at: https://www.niaa.gov.au/indigenous-affairs/economic-development/indigenous-
procurement-policy-ipp may apply to the Customer in respect of this procurement. During evaluation 
of responses, the Customer may consider the Supplier’s ability to assist the Customer to meet its 
IPP obligations. 
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Response to Approach to Market 
to establish 

Contract for Production of an Intelligence Summary into the 
ransomware software ecosystem through surveillance of initial 

access brokering platforms 
ATM Reference ID: PRN0008310 

 

This Response will be prepared and lodged in 
accordance with the Minimum Content and Format 
requirements as set out in A.A.1 [Key Information and 
Dates]. 

☐ Yes 
☐ No: Do not proceed as your Response 
will not be eligible for further consideration 

This Response will demonstrate our ability to meet the 
Conditions for Participation as set out in A.A.1 [Key 
Information and Dates]. 

☐ Yes 
☐ No: Do not proceed as your organisation 
will not have the ability to fulfil the 
requirements of the procurement. 

 

Potential Supplier’s Contact Officer 
For all matters relating to this Response, the Potential Supplier’s Contact Officer is: 

Potential Supplier Name:  

Contact Name:   

Position:  

Telephone:  

Email Address:  

Postal Address:  
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1.2 Previous Judicial Decisions 
Has your organisation, or where relevant any of its directors, ever 
had a judicial decision against them (not including decisions under 
appeal) relating to employee entitlements or engaged in practices 
that have been found to be dishonest, unethical or unsafe? 

 Yes, see below. 
 No 

If yes, what was the date of discharge? 
 
The Supplier acknowledges that the giving of false or misleading 
information to the Commonwealth is a serious offence under section 
137.1 of the schedule to the Criminal Code Act 1995 (Cth). 

(DD/MM/YYYY) 
 
Note: The Customer cannot enter a 
contract with a supplier who has an 
undischarged judicial decision relating to 
employee entitlements. 

1.3 Workplace Gender Equality 
Is your organisation classified as a ‘relevant employer’ under the 
Workplace Gender Equality Act 2012 (the WGE Act)? See 
https://www.wgea.gov.au/about 

 Yes, I am a relevant employer 
 No, I am not a relevant employer 

If yes, you are required to provide a current letter of compliance 
with the WGE Act prior to entering into a contract. Have you 
provided a letter of compliance with this Response? 

 Yes  
 No, I will provide a current letter 

of compliance prior to contract 

NOTE: If the Potential Supplier is successful in this ATM process and where the Supplier is a relevant 
employer under the WGE Act, the Supplier must provide evidence that it complies with its obligations 
under the WGE Act before commencement of any Contract and, if the term is more than 18 months, within 
18 months of commencement and annually thereafter for the duration of the Contract.  
If the Supplier becomes non-compliant with the WGE Act during the course of the Contract, the Supplier 
must notify the Customer’s Contact Manager in writing within 10 Business Days. Compliance with the 
WGE Act does not relieve the Supplier from its responsibilities to comply with its obligations under the 
Contract. 

1.4 Indigenous Businesses 
Is your organisation:  

• 50% or more Indigenous owned? 
• a joint venture that is 50% or more indigenous owned which 

can demonstrate equal indigenous representation and 
involvement in the management of the joint venture?  

 Yes – see question below. 
 No – proceed to section 1.5. 

Is your organisation registered on Supply Nation?  Yes 
 No – see note below 
 Not Applicable 

NOTE: Please provide a certificate or letter from a recognised Indigenous organisation such as Land 
Council, Indigenous Chamber of Commerce or Office of the Registrar of Indigenous Corporations verifying 
Indigenous ownership. 

1.5 Potential Supplier’s Contract Manager 
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From:
To:
Subject: FW: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]
Date: Monday, 17 October 2022 3:43:48 PM
Attachments: PRN0008310 RC Complete.pdf

OFFICIAL: Sensitive

Hi ,
 
See below/attached for your records.
 
Cheers,
 

OFFICIAL: Sensitive

 
 

From: @homeaffairs.gov.au> 
Sent: Monday, 17 October 2022 3:37 PM
To:  

; 
Cc: @homeaffairs.gov.au>; @homeaffairs.gov.au>; 

 < @HOMEAFFAIRS.GOV.AU>
Subject: RE: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]
 

OFFICIAL: Sensitive

H  team,
 
Attached is the witnessed & signed contract for your records.
 
Kind regards,
 

 
 

 
Senior Policy Officer, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P:  M: 
E: @homeaffairs.gov.au
 
 
 

1 Document 4

s.47F(1)

s.47F(1)

s.47F(1)

s.47F(1)

s.47F(1)

s.47F(1)

s.47F(1) s.47F(1)

s.47F(1)

s.47F(1)

s.47F(1)
s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

s. 22(1)(a)(ii)

s.47F(1) s.47F(1)

s.47F(1)

s.47F(1)



 
 

From:  
Sent: Monday, 17 October 2022 2:14 PM
To: @homeaffairs.gov.au>;  

Cc:  @HOMEAFFAIRS.GOV.AU>; 
@homeaffairs.gov.au>

Subject: RE: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]
 
Hello 
 
Please find contract executed and attached as requested.
 
Kind Regards,
 

, Internet 2.0
Level 1, 18 National Circuit, Canberra ACT 2600 | 211 N Union St, Suite 100, Alexandria, VA,
22314
www.internet2-0.com | +
Trusted | Resilient | Secure
 

From: @homeaffairs.gov.au> 
Sent: Monday, 17 October 2022 11:00 AM
To: ; 

Cc: @homeaffairs.gov.au>; 
@HOMEAFFAIRS.GOV.AU>; @homeaffairs.gov.au>

Subject: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]
 

OFFICIAL: Sensitive

Good morning,
 
As discussed via email last week, attached is a contract for Internet 2.0 to conduct research into
the ransomware ecosystem. Can you please have the appropriate delegate/officer sign,
authorise, and send back to us (reply to this email and ensure

@homeaffairs.gov.au is cc’d).
 
We will return a signed copy for your records once complete.
 
Any questions, please give me a call on .
 
Kind regards,
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Senior Policy Officer, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P: +  M: 
E: @homeaffairs.gov.au
 
 

OFFICIAL: Sensitive

 
 

Important Notice: The content of this email is intended only for use by the individual or
entity to whom it is addressed. If you have received this email by mistake, please advise
the sender and delete the message and attachments immediately.  This email, including

attachments, may contain confidential, sensitive, legally privileged and/or copyright
information.  

Any review, retransmission, dissemination or other use of this information by persons or
entities other than the intended recipient is prohibited.  The Department of Home Affairs

and ABF respect your privacy and have obligations under the Privacy Act 1988.  

Unsolicited commercial emails MUST NOT be sent to the originator of this email.
OFFICIAL: Sensitive
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Procurement Enquiries & Services Details Page 1

11-09-2024 09:12:54 Australian Eastern Standard Time (New South Wales)

Report Title: Procurement Enquiries & Services Details

Run Date and Time: 11-09-2024 09:12:54 Australian Eastern Standard Time (New South Wales)

Run by: 

Table name: u_proc_enquiry

Procurement Enquiries & Services

Number: PRN0008310

Requestor:

Requestor Business phone:

Requestor Email:

Requestor Cost center:

Requestor Description:

Priority: 4 - Low

Status: Closed

On hold reason:

Escalated: false

Assignment group: Tech and Cyber Security

Assigned to:

Short description of enquiry:

Requesting advice on commencing a research procurement 

Additional information:

The Secretary and Deputy Secretary SNR wish to commission a cyber security firm, Internet 2.0, to pull together a research package worth $250,000 on 

ransomware/malicious cyber actors to be used as part of our involvement in the Counter Ransomware Initiative. The research needs to be completed in the 

next month (can provide more information on dates). The firm in question has unique capabilities and will be able to accomplish the tasking in a short 

timeframe without issue, something not possible from government partners at this time. Appreciate advice on how to commence would be appreciated. We 

will begin filing out the complex procurement plan document, but as the team is broadly unfamiliar with procurement and time is of the essence, wanted to 

flag in advance so we can get the ball rolling. Appreciate your advice.

Procurement details

Procurement type: Procurement (Other)

Procurement group: Strategic Initiatives

Procurement category: Procurement

Procurement subcategory: Advice about conducting/progressing 

a procurement

Proposed procurement methodology: Exempt procurement

Estimated procurement value (AUD 

inc. GST):

250000

Estimated contract duration:

Estimated procurement timeframe: 1 - 3 months

Procurement team members: NIL

Politically sensitive: No

Service Offering Level:

Cost centre:

WBS code:

TRIM reference: ADF2023/2309140

Parent enquiry:

Information classification

Information classification: Official

Personal - Privacy: false

Legal - Privilege: false

Legislative - Secrecy: false

Sub class: No Caveat required

Notes

Work notes list: Watch list: , 

Work notes:
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From:
To:
Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable) [SEC=OFFICIAL]
Date: Wednesday, 19 October 2022 7:45:04 AM
Attachments: Amy TRANG 2022-10-17 10-38-52-604.pdf

OFFICIAL

Hi ,
 
See attached for your records – let me know if you need anything else.
 
Cheers,
 

OFFICIAL
 
 

From: @homeaffairs.gov.au> 
Sent: Tuesday, 18 October 2022 5:13 PM
To:  @HOMEAFFAIRS.GOV.AU>
Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]
 

OFFICIAL

Hi 
 
Please disregard my earlier email.
 
See attached, reviewed delegate approval, if you haven’t finalised already. Could I please get a
final copy.
 
Thanks again,
 

  

OFFICIAL
 
 

From:  @HOMEAFFAIRS.GOV.AU> 
Sent: Friday, 14 October 2022 1:14 PM
To: @homeaffairs.gov.au>
Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]
 

OFFICIAL

Hi 
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Grateful if you could review my input, tell me what else I need to add, and advise what should be
send alongside this to my FAS (the delegate).
 
Happy to chat – give me a call whenever suits.
 
Cheers,
 

 

From: @homeaffairs.gov.au> 
Sent: Friday, 14 October 2022 12:26 PM
To:  @HOMEAFFAIRS.GOV.AU>
Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]
 

OFFICIAL

,
 
See attached, Complex Delegate Approval form for your attention.
 
Happy to discuss if you need any further assistance.
 
Thanks again,
 

  

OFFICIAL
 

OFFICIAL
 
 

From:  <J @HOMEAFFAIRS.GOV.AU> 
Sent: Friday, 14 October 2022 9:00 AM
To: @homeaffairs.gov.au>
Subject: FW: For Review and Input: Draft Research Contract (please action as soon as
practicable) [SEC=OFFICIAL]
 

OFFICIAL

H ,
 
For your awareness – grateful if we could sync later on the next steps.
 
Kind regards,
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OFFICIAL
 
 

From:  
Sent: Friday, 14 October 2022 8:53 AM
To: @homeaffairs.gov.au>; 

@HOMEAFFAIRS.GOV.AU>
Cc: @homeaffairs.gov.au>; 

; >; 
Subject: Re: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]
 
Hello  
 
Please find the attached Draft, now with the previously highlighted sections containing our
input. 
 
We are satisfied with the ATM proposal (sent Wed 12/10) and have submitted the ATM
proposal this morning to the designated TNS email address. 
 
Regards, 
 

Chief Security Officer & VP Advanced Practices, Internet 2.0
Level 2, 16 National Circuit, Canberra ACT 2600 | 211 N Union St, Suite 100, Alexandria, VA,
22314
www.internet2-0.com | 
Trusted | Resilient | Secure
 

From: @homeaffairs.gov.au>
Sent: 13 October 2022 15:08
To: ; 

Cc: @homeaffairs.gov.au>; 
@HOMEAFFAIRS.GOV.AU>; @homeaffairs.gov.au>

Subject: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]
 

OFFICIAL

Hi 
 
Please see attached for your review and consideration a draft contract as part of an approach to
market. Any concerns you have with the contract, please let me know with any mark-up or
changes as soon as practicable and we will review. I have highlighted sections in yellow for your
input.
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As this is a draft contract, you are not required to sign or action the last page at this stage.
 
Once Internet 2.0 has indicated they are satisfied with the approach to market proposal (sent
Weds 12/10), have reviewed and provided input into the attached contract, and sent through an
updated proposal (as discussed with David Dennison on the phone earlier today), I will progress
further.
 
Any questions, please let me know.
 
Kind regards,
 

 
 

 
a/g Senior Policy Officer, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P:  M: 
E: @homeaffairs.gov.au
 

OFFICIAL
 
 

Important Notice: The content of this email is intended only for use by the individual or
entity to whom it is addressed. If you have received this email by mistake, please advise
the sender and delete the message and attachments immediately.  This email, including
attachments, may contain confidential, sensitive, legally privileged and/or copyright
information.  

Any review, retransmission, dissemination or other use of this information by persons or
entities other than the intended recipient is prohibited.  The Department of Home Affairs
and ABF respect your privacy and have obligations under the Privacy Act 1988.  

Unsolicited commercial emails MUST NOT be sent to the originator of this email.
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