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EXECUTIVE SUMMARY:

Purpose

This brief has been written to contribute to the work undertaken by the Counter Ransomware
Initiative’s (CRI) Disruption Working Group. Ransomware poses a significant risk to critical
infrastructure, essential services, public safety, consumer protection and privacy, and economic
prosperity.1 This paper outlines a targeting framework intended to support long-term efforts to
disrupt the ransomware ecosystem through collaboration with law enforcement and
government agencies, aiding partners in bringing ransomware criminals to justice.

The often transnational nature of ransomware criminal activity necessitates timely and
consistent collaboration across law enforcement, national security authorities, cybersecurity
agencies, and financial intelligence units. s.47(1)(b)

Methodology

The methodology for this framework is to conduct an analysis of the ecosystem with a range of
strategic assessments that derive key insights to identify key opportunities for targeting. The
targeting opportunities must be an efficient use of resources that if applied can degrade the
ransomware ecosystem’s capabilities and motivation. The recommendations then provide the
framework to develop policies and strategies that are implementable. These policies and
strategies must be systematic and logical to support replicable success against the ransomware
ecosystem.

L https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/14/joint-statement-of-the-
ministers-and-representatives-from-the-counter-ransomware-initiative-meeting-october-2021/
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Findings and Recommendations
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Limitations and Restrictions
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CAPABILITIES AND ENABLING FACTORS FOR RANSOMWARE

The primary aim for this project is to produce a targeting framework to support the efficient
disruption of the ransomware ecosystem. To identify this outcome, an analysis of the
capabilities, motivations and their enabling factors must be assessed. In the section we have

reviewed many industry leading analysis _, the Ransomware Mitre
Att&ck Framework and the ransomware payment pathways _

Ransomware in general is a serious threat because of its enduring characteristics. It has low
technical barriers required to enter the ecosystem due to models such as Ransomware as a
Service. In addition, the software is also widely distributed and groups are finding many ways to
monetise ransomware, with limited barriers across national borders preventing the movement
of both payments and software. Ransomware groups also enjoy a lot of notoriety in the media,
this generates motivation to some degree to join the ecosystem as it currently carries limited
risk with a potential high reward in the perception of criminals.

In summary, the concept of ransomware itself is contagious now amongst the criminal hacking
communities because the functions and tools are widely available with low risk of penalty. It is
currently a methodology growing across the industry. Some strategic assessments have been
made on the key capabilities, motivations and the enabling factors in the ecosystem.-

Disruption Framework | Counter Ransomware Initiative | 6
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Ransomware Ecosystem Characteristics

Victims. Ransomware victims are generally businesses but on occasion can also be government
linked agencies. The two primary factors that groups use when choosing targets are ease of
access and a reasonable expectation that the victim has the ability and willingness to pay the
ransom. Some ransomware groups have internal policies that exclude or direct particular types

of victims, [ s AT(@)B)

_. Several groups also have members that do not approve of

attacking primary care medical facilities such as hospitals or ambulance services. 2 In terms of
the size of the targeted organisations, SMEs (businesses with 500 employees or less) suffer

more than large business._, 70.3% of victims were SMEs

(see figure 2).

2 https://www.virsec.com/blog/maze-and-other-ransomware-groups-say-they-wont-attack-hospitals-during-
covid19-outbreak-but-how-trustworthy-is-their-word

Disruption Framework | Counter Ransomware Initiative | 7
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In terms of cost, the exact figures are hard to accurately assess across industry. Unit 42 from
Palo Alto Networks, assesses that the average ransomware payment was $925,162 during the
first five months of 2022, up from $541,009 in 2021 and $303,756 in 2020.3

Ransomware as a Service (RaaS). The distribution of ransomware is limited by initial access
due to it being a manpower intensive task. To gain efficient return on investment, ransomware
criminals license their software on a commission basis to other groups. RaaS lowers the
technical barrier of entry for criminals to participate in ransomware attacks._

Initial Access Brokers. Initial access is a critical capability for a ransomware attack. As
ransomware groups are limited by staff themselves one of their planning considerations to scale
up their revenue is the number of victims they can access. Gaining and verifying initial access is
manpower intensive. Because of this, a secondary market has emerged where lower
sophisticated hackers can monetise and commoditise their initial access. This secondary market
enables ransomware groups to scale the number of victims they attack as they remove a large
manpower intensive task.

3 https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2022-unit42-ransomware-
threat-report-final.pdf

Disruption Framework | Counter Ransomware Initiative | 8
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Lateral Movement. For ransomware to be successful, most of the victim’s infrastructure needs
to be encrypted, so hacking in depth via lateral movement is a common trend. Ransomware
groups will spend time inside a victim’s network, brute forcing their way as deep as they can
into the network. Reporting from Mandiant has seen dwell time on networks dramatically
reduce over the past 10 years where they reported 416 daysin 2011 to 24 days in 202 1..
Mandiant’s
statistics also show that the median dwell time was only 5 days for ransomware attacks in 2021.

identification and monitoring that is conducted across networks, the earlier potential victims
can be alerted to an imminent ransomware attack on their own network.5

Decentralization & Anonymity. Many ransomware groups maintain anonymity within their
own operational structure and run a decentralised model for security reasons. This is significant
factor when considering options for efficient disruption of the ransomware ecosystem. The
groups rely on good operational security to maintain recruitment and retention of their own
staff. Their digital infrastructure is also viewed by them as a risk factor. It is for this reason that

ransomware groups,

Communications. The branding, external communications, and fear factor are important
considerations for a ransomware group. Effective communications lead to opportunities to raise
the ransom demands. This also helps to attract high quality talent to their group, based on
reputation. Infamy also increases their perception that they will succeed in their ransom
demands and negotiation strategies. For this reason, they maintain public sites to publish victim
data and statements. These sites are an enabling capability that attracts talent and establishes

Leadership. The leadership of the ransomware groups is critical to their success. Not only are
they the main beneficiaries, but the tactics, techniques and procedures implemented by the
leadership influence the group’s behaviour. Communication, operational security, software,
staffing, tempo and business model are all set by the leadership. A group’s will to fight and

5 https://attack.mitre.org/techniques/T1110/
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maintain high operational tempo is determined by their leadership and structure._

Payments. A core capability for ransomware is the ability to extract payments with limited risk.
Currently, crypto currency is a key enabler for ransomware due to its anonymous nature and
inherent value. Ransomware currently is inherently tied to crypto currency._

. Figue3isastategicanalysis of

the payment pathways for ransomware.

RANSOMWARE PAYMENT PATHWAY I POTENTIAL INTERVENTION POINTS

I<

Ransomware encrypts PREPARE AND RESPOND

victim's computer systems = Prepare. If it cannot prevent the attack, the victim must

consider its recovery options.

= Reporting and Decisionmaking. A victim may engage law
enforcement, incident response firms, and its insurers as it
determinegs its next steps in response to the attack

Victim exchanges Fiat Currency
for Cryptocurrency in anticipation
of making payment = Response. The victim may negotiate and make the ransom
. payment through an incident response firm.

CRYPTOCURRENCY “ON-RAMPS"

= Payment Method. The victim may rely upan a
cryptocurrency exchange, OTC trading deck, private kiosk,
orwallet=to-wallet transfer to make the payment,

Victim pays ransom in = KYC/AML and reporting. Traditional financial institutions
Cryptocurrency to the Wallet see the details of the victim's transaction from fiat accounts
' toincident response firm or cryplocurrency business.
address identified in the " i Y
= KYC/AML and Reporting. The incident response firm,
Ransomware demand. cryplocurrency business, or victim itself sees the details of
the ransom transaction

= Investigation. Law enforcement may engage blockchain
analysis firms toinvestigate parties to cryptocurrency
transactions,

Ransom recipient distributes
ransom to administrators and
affiliates of the crime,

CRYPTOCURRENCY “OFF-RAMPS"

= KYC/AML rules may push criminals to low-liquidity exchanges.

= Law enforcement and victims may pursue the freezing and
seizure of ransam payments in the custody of third parties
Criminals further Obfuscate such as exchanges.

Funds through Cryptocurrency - Mixing services are designed to obscure the identity of
mixing services. CryploCurrency owners.

= Exchanges can blacklist wallets.

« Accelerated information sharing amengst exchanges and law
enforcement can enhance opportunities for justice.

Criminals transfer “MIXED™
Cryptocurrency to Exchanges for s Q

transfer into Foreign Fiat Currency.

DISRUPTING ORGANIZED CRIME

= Disrupt the ransomware criminal enterprise using
established framewarks that have been used successfully
to disrupt the activities of the mafia and other criminal
organizations.

Criminals use proceeds $$$ ) ) )
ars DETERING RANSOMWARE ACTORS
STHWe 0 AND THEIR SPONSORS

= Deter ransomware actors and their sponsors, hosts, and
supporters thraugh coordinated international action.

Figure 3. Ransomware Payment Pathways.6

6 Combating Ransomware - A Comprehensive Framework for Action: Key Recommendations from the
Ransomware Task Force (securityandtechnology.org)
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INITIAL ACCESS BROKERS

Initial access brokers typically are the first key actor in a ransomware attack as part of the
Their commoditisation of hacking for access and selling this access to
the highest bidder enables the growth of ransomware attacks.

According to the Insikt Group, the most common credential pairs that appear for sale for auction
are for corporate virtual private networks (VPNs), RDP services, Citrix gateways, web
applications and content management systems (CMS), and corporate webmail servers (business
email compromise, or BEC). Less common, but more sought-after, are ESXi root and Active
Directory (AD) access methods, zero-day and n-day vulnerabilities and code injection points
(HTML, SQL).8

8 https://go.recordedfuture.com/hubfs/reports/cta-2022-0802.pdf

Disruption Framework | Counter Ransomware Initiative | 13

Released by the Department of Home Affairs
under the Freedom of Information Act 1982



Document 1

Q
v
10}
]
]
o

Disruption Framework | Counter Ransomware Initiative | 14




Capabilities of Initial Access Brokering_

Initial Access Brokers are using many different technical means to gain access to their victims.
Apart from the key trend of stealing credentials or passwords, they are also using many
different technical avenues to gain access
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% https://www.state.gov/reward-offers-for-information-to-bring-conti-ransomware-variant-co-conspirators-to-
justice/
10 https://unit42.paloaltonetworks.com/bluesky-ransomware/
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From:

To: )

Subject: RE: For urgent advice RE: PRNO008310 - Requesting advice on commencing a research procurement
[SEC=OFFICIAL]

Date: Monday, 26 September 2022 3:17:09 PM

OFFICIAL
i

The difference between “the procurement of research and development services” and the
“procurement of inputs to research and development”. Research Services are just that, the time
and effort, physical resources to conduct and/or develop the Research material. Inputs are the
purchasing of goods, i.e. computer/s and/or computing equipment, machines and equipment or
physical assets, and hiring of vehicles or buildings.

Happy to discuss if you need any further information.

Thanks again,

OFFICIAL

From:|  SA47F(1) = @homeaffairs.gov.au>

Sent: Monday, 26 September 2022 1:11 PM

To:| S47F(1) < S.47F(1) @HOMEAFFAIRS.GOV.AU>;[S. 22(1)(@)(ii)
'S. 22(2)(@)(ii) @homeaffairs.gov.au>

Ce:l  SA47F() @homeaffairs.gov.au>

Subject: For urgent advice RE: PRNO008310 - Requesting advice on commencing a research
procurement [SEC=OFFICIAL]

OFFICIAL

Hif#®®9_ just following up on the query below before we progress with this.

Many thanks,

a/g Director, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs

Po sATRL)

Released by the Department of Home Affairs
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E: SH47E(1) @homeaffairs.gov.au

OFFICIAL

From:| S.47F(1) </ S.47F(1) @HOMEAFFAIRS.GOV.AU>

Sent: Friday, 23 September 2022 1:35 PM

To:_ homeaffairs.gov.au>

Ce:| SA7F()  @homeaffairs.gov.au>; 8- 22(W)@) @homeaffairs.gov.au>

Subject: RE: PRN0O008310 - Requesting advice on commencing a research procurement
[SEC=0OFFICIAL]

OFFICIAL
Hi

Thanks very much for your email, and apologies for the delay in getting back to you. Grateful if
you could provide some clarification: what is the difference between “the procurement of
research and development services” and the “procurement of inputs to research and
development” with regards to our research proposal? In layman’s terms, does this mean we
need to clarify that we are paying for the research and not the actual data? Want to ensure that
we’re doing everything by the book.

Kind regards,

a/g Senior Policy Officer, Cyber Strategic Response Policy

Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs

P SATF(1) W SATF(1)

E: S47R(1)" @homeaffairs.gov.au

OFFICIAL

From:|  S.22(D)(@)(ii)  @connectedservices.homeaffairs.gov.au>

Sent: Wednesday, 21 September 2022 9:01 AM

To: [\ SATR(T) 1 @homeaffairs.gov.au>; [ SATR(L)
<JNSHTF(L)M @ HOMEAFFAIRS.GOV.AU>

Released by the Department of Home Affairs
under the Freedom of Information Act 1982
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Cc: S. 22(1)(a)(ii) homeaffairs.gov.au>

Subject: PRNO008310 - Requesting advice on commencing a research procurement
[SEC=OFFICIAL]

Hi S.4TF(1)

Thanks for your sending through your procurement request.

Please note the following, the proposed engagement is for the provision of an Intelligence
summary of ransomware software ecosystem through a technical analysis of available
ransomware samples. The proposed research will pull all available samples of ransomware
and conduct a detailed industry wide survey of the ransomware groups. Connecting digital
infrastructure such as command and control servers, dark web forums and human capital
that are traceable by leveraging malware analysis as an initial survey of the ecosystem.

With respect to the information provide to me, I can confirm that, the proposed
procurement meets the conditions for exemption under Appendix A, Exemption 6:
Procurement of research and development services, but not the procurement of inputs to
research and development.

Please ensure you complete a Complex Delegate Approval Form to finalise this process.
Please contact me if you need any further assistance.

Many thanks,

5. 22(1)(a)(i)

Ref:MSG9384076_JsmQdJhsVydUoabmykUI
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From:

To:

Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]
Date: Wednesday, 12 October 2022 11:50:28 AM

Attachments: Ransomware ATM DRAFT v0.1 12.10.2022.docx

Importance: High

OFFICIAL
i
Draft ATM reviewed and details inserted into the complaints handling section. Please confirm
the next actions | need to undertake (send to Internet 2.0 & request they return to me by 2pm

Friday?).

Cheers,

OFFICIAL

From:|  s.22(1)(@)(i))  @homeaffairs.gov.au>

Sent: Wednesday, 12 October 2022 11:01 AM

To:| S47F(1) | S47F(1) @HOMEAFFAIRS.GOV.AU>

Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]

OFFICIAL
Hi-

As discussed, see attached, Draft ATM for your review and attention. Note section A.A.5
Complaints, please insert details.

Happy to discuss if you need any further assistance.

Thanks,

OFFICIAL

From:| SA47F(1) | S47F(1) @HOMEAFFAIRS.GOV.AU>

Sent: Tuesday, 11 October 2022 1:52 PM

Released by the Department of Home Affairs
under the Freedom of Information Act 1982
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To: [NISH22(D)(@) I @ bomeatiais cov au>

Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]

OFFICIAL
H R
Attached is the updated proposal. Please let me know if you have any other questions.

Cheers,

OFFICIAL

From: [SH 22(D) (@) G homeattirs cova>

Sent: Tuesday, 11 October 2022 1:52 PM

To:| S47F(1) | S47F(1) @HOMEAFFAIRS.GOV.AU>

Subject: RE: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]

OFFICIAL
i
As discussed, could you please provide the supplier proposal re the Research Project.

Thanks again,

OFFICIAL

From:| S.47F(1) < S.47F(1) @HOMEAFFAIRS.GOV.AU>

Sent: Friday, 7 October 2022 5:40 PM

To: [N SU22(D@) ) @homeafiais cov.au>
Cc: 8: 2@ @homeaffairs.gov.au>; | S47TF(L)  @homeaffairs.gov.au>
Subject: For Procurement Review: Draft Internet 2.0 Research Proposal [SEC=OFFICIAL]

OFFICIAL

Hi FEEEE

Released by the Department of Home Affairs
under the Freedom of Information Act 1982
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Following AS review of our draft proposal, grateful if you could review it in its current state and
provide advice on actions to be taken prior to progression and whether amendments need to be
made. We’re beginning to approach our deadline and want to move quickly over the coming
week. Happy to discuss next week (and until then, have a good weekend!).

Any questions, please let us know.

Cheers,

S.47F(1)

S.47F(1)
a/g Senior Policy Officer, Cyber Strategic Response Policy
Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P: S.47F(1) M: s.47F(1)
E:} S.47F(1) @homeaffairs.gov.au

OFFICIAL
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Australian Government

Approach to Market

To establish Contract for Production of an Intelligence Summary into the
ransomware software ecosystem through surveillance of initial access
brokering platforms

Reference ID: PRN0O008310

UNSPSC: 93131703 Research programs

This Approach to Market (ATM) is for the provision of: Provision of an intelligence summary of the
ransomware software ecosystem through surveillance of initial access brokering platforms, and a technical
analysis of available ransomware samples to connect this software across all digital infrastructure. By
delivering unclassified, open-source intelligence from a world-class cyber security firm, Australia will
support international collaboration while also addressing the challenges associated with sharing more
sensitive threat information in larger multilateral fora. The sharing of sensitive and/or classified threat
information is difficult for the Department and domestic intelligence and operational partners, particularly
with the full list of Counter Ransomware Initiative members.

The Commonwealth of Australia as represented by Department of Home Affairs (the Customer) is seeking
submissions for the provision of the services (the Requirement) as described in this ATM comprising:

e this CCS ATM, including the Statement of Requirement

e the CCS ATM Response Form

e the CCS ATM Annexes (if any)

e the Commonwealth ATM Terms

o the Additional Contract Terms (if any)

e the Commonwealth Contract Terms

¢ the Commonwealth Contracting Suite Glossary and Interpretation.

In submitting a response, Potential Suppliers are required to comply with all requirements set out in the
Commonwealth Approach to Market Terms (a copy of which is included in this document), and if
successful, agree to enter into a contract which incorporates the Commonwealth Contract Terms available
at https://www.finance.gov.au/government/procurement/commonwealth-contracting-suite-ccs#ccs-terms.
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Statement of Requirement

Approach to Market

Key Information and Dates

Event

Details

ATM Closing Date

Monday, 17 October 2022

ATM Closing Time

2:00 pm ACT local time

Industry Briefing

Unless otherwise notified by an addendum, there are no industry
briefing sessions for this ATM.

Site Inspection

Unless otherwise notified by an addendum, there are no site
inspections for this ATM.

Question Closing Date and Time

Questions will be permitted up until 5:00 pm Friday, 14 October
2022, ACT local time.

Minimum Content and Format
Requirements

For a Potential Supplier's Response to be eligible for consideration
the Potential Supplier's Response must comply with the matters
addressed in A.B.4.2 of the Commonwealth ATM Terms.

Conditions for Participation

No conditions for participation are specified.

Proposed Contract

Event

Details

Proposed Start Date:

Tuesday, 18 October 2022

Contract Term:

The Contract will remain in force for a period of 30 days from the
date the Contract is entered into.

Contract Extension Option

The Contract Term will not be extended.
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A.A.2 The Requirement

Provision of an intelligence summary of the ransomware software ecosystem through surveillance of initial
access brokering platforms, and a technical analysis of available ransomware samples to connect this
software across all digital infrastructure. By delivering unclassified, open-source intelligence from a world-
class cyber security firm, Australia will support international collaboration while also addressing the
challenges associated with sharing more sensitive threat information in larger multilateral fora. The sharing
of sensitive and/or classified threat information is difficult for the Department and domestic intelligence and
operational partners, particularly with the full list of Counter Ransomware Initiative members.

A.A.2(a) Standards

Potential Suppliers must ensure that any goods and services proposed are capable of complying with all
applicable Australian standards and any Australian and international standards specified in this Statement
of Requirement. Potential Suppliers should note that they may be required to enable the Customer, or an
independent assessor, to conduct periodic audits to confirm compliance with those standards.

Web Content Accessibility

The Supplier must ensure that any website, associated material and/or online publications (where
applicable) complies with the Web Content Accessibility Guidelines available at:
https://www.w3.org/WAl/intro/wcag.

A.A.2(b) Security Requirements
None Specified

A.A.2(c) Work Health and Safety

Prior to commencement of the Contract, the Customer’s Contract Manager and the Supplier's Contract
Manager will identify any potential work health and safety (WHS) issues anticipated to arise during the term
of the contract and assigh management of each issue identified to the party best able to manage it. For all
issues assigned to the Supplier, the Supplier will provide the Customer with a WHS plan for approval and
no work will commence until the plan is approved unless agreed in writing by the Customer.

Throughout the Contract Term, the Customer and the Supplier will proactively identify and cooperate to
manage any WHS issues that arise.
A.A.2(d) Delivery and Acceptance

The Customer must accept or reject any deliverables under the Contract in accordance with the
Commonwealth Contract Terms [Clause C.C.11].

Milestone Description Delivery Location Due Date

Delivery of an Intelligence Summary Cyber Policy and Strategy Branch 31/10/2022

A.A2(e) Meetings

The Supplier is not required to attend meetings.

A.A.2(f) Facilities and Assistance Offered by the Customer

The Customer will not make any facilities or assistance available to the Supplier.

A.A.2(g) Customer Material

The Customer will not provide any material.



7 Document 3

A.A.3 ATM Distribution

Email Distribution

Updates to this ATM will be distributed via email.

A.A.4 Lodgement of Responses

Email

Responses must be lodged via email to TNS@homeaffairs.gov.au quoting reference number PRN0008310
by the Closing Time specified in A.A.1 [Key Information and Dates].

Response File Format, Naming Convention and Size

The Customer will accept Responses lodged in the following formats:
e Microsoft Word (.docx)
e PDF (.pdf)

The Response file name/s should:

a) incorporate the Potential Supplier’s full legal organisation name; and

b) reflect the various parts of the bid they represent (where the Response comprises multiple files).
Response files must not exceed a combined file size of 20 megabytes per email.

Responses must be completely self-contained. No embedded files can be included. No hyperlinked or other
material may be incorporated by reference.
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A.A.5 Customer’s Contact Officers

A.A.5(a) ATM Contact Officer

For all matters relating to this ATM, the Contact Officer is:

Name/Position: S.47F(1)
Email Address: S.47F(1) @homeaffairs.gov.au
Telephone: +  S.47F(1)

Note: Question Closing Date and Time is set out at item A.A.1 [Key Information and Dates].

A.A.5(b) Complaints Handling

In the first instance, complaints relating to this ATM should be directed to the ATM Contact Officer or:

Name/Position: S.47F(1)
Email Address: S.47F(1) @homeaffairs.gov.au
Telephone: S.47F(1)

If your issue is not resolved refer https://www.finance.gov.au/business/procurement/complaints-handling-
charter-complaints for more information relating to the handling of complaints.
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Additional Contract Terms

An executed contract will incorporate the Commonwealth Contract Terms and also the following Additional
Contract Terms:

A.C.1 Intellectual Property
The Customer owns the Intellectual Property Rights in the Material created under the Contract.

To the extent the Supplier or a third party holds any Intellectual Property Rights in any existing Material, the
Supplier hereby agrees to licence the Customer to enable the Customer to exercise full rights and interests
in the Intellectual Property Rights in any Material provided under the Contract. The Supplier agrees to
create, execute or sign any documents and perform all acts which may be necessary to allow the use of
those rights by the Customer for any purpose.

The Customer grants to the Supplier a non-exclusive, non-transferable, irrevocable, royalty-free licence for
the Contract Term to exercise the Intellectual Property Rights in the Material for the sole purpose of fulfilling
its obligations under the Contract. The licence in this clause is subject to any conditions or limitations of
third parties that the Customer notifies to the Supplier.

Intellectual Property Rights in Goods provided under the Contract or pre-existing Intellectual Property of the
Supplier, set out below (if any), will not change as a result of the Contract.

A.C.2 Payment Terms

Where the Customer and the Supplier both have the capability to deliver and receive elnvoices through the
Peppol framework and have agreed to use elnvoicing, following receipt of a Correctly Rendered Invoice,
including acceptance of the Goods and/or Services by the Customer, the Customer will pay the amount of a
Correctly Rendered Invoice to the Supplier within five (5) calendar days after receiving it, or if this day is not
a Business Day, on the next Business Day.

In all other circumstances following receipt of a Correctly Rendered Invoice, including acceptance of the
Goods and/or Services by the Customer, the Customer will pay the amount of a Correctly Rendered Invoice
to the Supplier within twenty (20) calendar days after receiving it, or if this day is not a Business Day, on the
next Business Day.

Where the Customer fails to make a payment to the Supplier by the Business Day it is due, the Customer
will pay the unpaid amount plus interest on the unpaid amount, provided the amount of interest payable
under this clause exceeds A$100.

Interest payable under this clause will be simple interest calculated in respect of each calendar day from
the day after the amount was due and payable, up to and including the day that the Customer effects
payment, calculated using the General Interest Charge Rate as published on the Australian Taxation Office
website https://www.ato.gov.au/Rates/General-interest-charge-(GIC)-rates/.

A.C.3 lllegal Workers

Illegal Worker means a non-citizen who:
a) does not hold a valid visa and who performs Work in Australia; or
b) holds a valid visa and who performs Work in Australia in breach of a visa condition that:

(i) prohibits him or her from working in Australia; or
(i) restricts the Work that he or she may perform in Australia.

Work means any work, whether for reward or otherwise. For more information refer to the "Employing
Legal Workers Guide" available at: http://www.homeaffairs.gov.au/Busi/Empl/Empl/employing-legal-
workers/legal-workers-a-guide-for-employers.

The Supplier must not engage lllegal Workers in any capacity to carry out any Work under or in connegtion
with the Contract and must Notify the Customer immediately if it becomes aware of the involvement of:an
lllegal Worker in such Work.
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The Supplier must remove, or cause to be removed, any lllegal Worker from any involvement in performing
its obligations under the Contract (including if engaged by a Subcontractor) and arrange for their

replacement at no cost to the Customer and immediately upon becoming aware of the involvement of the
lllegal Worker.

If requested in writing by the Customer, the Supplier must provide evidence within 14 days that it has taken

all reasonable steps to ensure that it has complied and is complying with its obligations in respect of Illegal
Workers.
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Commonwealth Approach to Market (ATM) Terms

AB.1 Background 4.2 When lodging a Response, Patential Suppliers
1.1 Some terms in this document have been given a must.
special meaning. The meanings are set out either a) lodge their Response as specified in the
in the Commonwealth Contracting Suite Glossary Statement of Requirement using the CCS ATM
and Interpretation, the CCS ATM or the draft Response Form provided {if any) without
Commonwealth Contract. changing the structure or formatting of the
1.2 Any queries or complaints regarding this ATM must responsc form
be directed to the Customer’s relevant contact b) comply with any conditions for participation
officer listed in the Statement of Requirement. and ensure their Response complies with any
13 The Customet may: minimum content and format requirements
; * set out in the Statement of Requirement
a) amend or clarify any aspect of this ATM, prior ¢} ensure the Response is in English, and
to the Closing Time, or d) ensure that prices quoted:
b} suspend the ATM process or issue a Public i.  arein Australian currency
Interest Certificate prior to Contract ii.  show the GST exclusive price, the GST
executian, compaonent {if any) and the GST
by issuing an addendum to the ATM in the same inclusive price
manner as the original ATM was distributed or, ii.  areinclusive of GST and all other
where this is not possible, issuing a notice to all taxes, duties {(including any customs
Potential Suppliers. duties) and any government charges
1.4 No contract will exist until the Contract is executed imposed ar levied in Australia or
by the Customer. The Customer, acting in good overseas, and
faith, may discontinue this ATM; decline to accept iv. unless identified in the Potential
any Response to this ATM or issue any contract; or Supplier's Response, include any and
satisfy its requirements separately from this ATM all other charges and costs and be the
process. maximum payable by the Customer
1.5  Participation in this process is at the Potential under the Contract.
Supplier's risk and cost. 4.3 The Custom{:r may decline to consldcr a chponsc
that is unable to be read or contains alterations,
A.B.2 Precedence of Documents erasures, illegibility, ambiguity or incamplete
2.1 Ifthere is inconsistency between any of the parts details.
of this ATM, the following order of precedence will 4.4  Potential Suppliers may submit Responses for
apply: alternative methaods of addressing the Customer’s
a) CCS ATM - Statement of Requirement Requirement described in this ATM, where the
b) CCS ATM Response Form option to do so was stated in the ATM or agreed in
¢) CCS ATM Annexes {if any) writing with the Customer prior to the Closing Time.
d) Commonwealth ATM Terms Potential Suppliers are responsible for providing a
e} Additional Contract Terms {if any) sufficient level of detail about the alternative
f) Commonwealth Contract Terms solution to enable its evaluation.
g) draft Commonwealth Contract {if any), and 4.5 Potential Suppliers and their officers, employees,
h) CCS Glossary and Interpretation, agents, advisors and proposed subcontractors
so that the provision in the higher ranked must not engage in any collusive, anti-competitive
document will prevail to the extent of the or any other similar conduct with any other
inconsistency. Potential Supplier or person, or offer any unlawful
AB.3 Referenced Material inducements in relation to their Response or this
3.1 The Customer will make available the Customer’s AT progess. . . . .
Material (if any) referenced in this ATM. Potential 4.6 The Culstome_r will only extend th_e Closing Time in
Suppliers are responsible for obtaining all other cxccpt{onal }':IFCUFHStaI"!CCS and, if cxtcn(_:lcd_. the
Referenced Material (if any). cxtcn_smn will apply cquall){to all F'otclntla}
X g : -~ Suppliers. The Customer will not consider any
3.2 Potential Suppller&} arle requnmble_fnr considering Responses received after the Clasing Time
Referenced Material in framing their Response. specified in this ATM unless the Response is late
A.B.4 Lodging a Response as a consequence of the Customer's mishandling.
4.1 Bylodging a Response, Patential Suppliers agree: 4.7  Prior to execution of a contract, the Customer may
a) that their Response is subject to these seek clariﬁcation_‘n ar aciditional inform_atilon from,
Commonwaalth ATV Terns and enter into discussions and negotiations with,
b) that the Response will remain open for any or all Potcntlial Suppliers in rclationl to their
acceptance for ninety (90) calendar days Resporjse. In dc_)mg 50, Fhe Customer will treat all
from the ATM Closing Time, and Potent!al Suppl!ers equitably a_lnd not allowlany
¢) if successful, to sign a Contract which Potential Supplier to substantially alter their
incorparates the Commanwealth Contract Response.
Terms. 4.8  If any Conflicts of Interest arise during the
evaluation period, Potential Suppliers must notify
Date Published: b September 2022 Version: 7.0 Page 1of 2
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Commonwealth Approach to Market (ATM) Terms

A.B.5
5.1

5.2

53

5.4

55

5.6

5.7

5.8

59

A.B.6
6.1

the Customer immediately and comply with any
reasonable directions issued by the Customer. All
communications must be confirmed in writing.

Evaluation

The Customer will evaluate Responses in
accordance with the ATM and consistent with the
Commonwealth Procurement Rules to determine
the best value for money outcome for the
Customer.

The Customer will exclude from consideration any
Response that does not meet the minimum
content and format requirements and the
conditions for participation {if any} as set outin the
Statement of Requirement.

The criteria for evaluation are the:

a) extent to which the Potential Supplier's
Response meets the Customer’s
Requirement set out in this ATM

extent to which the Potential Supplier
demonstrates its capability and capacity to
provide the Requirement, and

whale of life costs to be incurred by the
Customer. Evaluation will take account of the
quoted price and any costs that the Customer
will incur as a result of accepting the Potential
Supplier's Response.

b)

c)

Unless stated otherwise in the Approach to Market
documentation, the above three {3) criteria for
evaluation will be of equal importance.

The Customer may at any time exclude a Response
from consideration if the Customer considers that
the Response is clearly not competitive.

Potential Suppliers should note that the
Commonwealth’s Indigenous Procurement Policy
{IPP) will apply to the Customer in respect of this
procurement. During evaluation, the Customer may
favourably consider the Potential Supplier's ability
to assist the Customer to meet its IPP obligations.
Mare information is available at
https://www.niaa.gov.au/indigenous-

affairs/economic-development/indigenous-

rocurement-palicv-ipp.
If requested by the Customer, the Potential
Supplier must be able to demonstrate its ability to
remain viable for the duration of the Contract and
must promptly provide the Customer with such
information or documentation as the Customer
reasonably requires.
The Customer reserves the right to contact the
Potential Supplier's referees, or any other person,
directly and without notifying the Potential
Supplier.

The Customer will notify all Potential Suppliers of
the final decision and, if requested, will debrief
Potential Suppliers following award of the Contract.

Reporting Requirements
Potential Suppliers acknowledge that the
Customer is subject to legislative and
administrative accountability and transparency
requirements including disclosure to Parliament
and its Committees.

6.2

6.3

AB.7
Tl

T2

AB.8
8.1

8.2

AB.9
9.1

Without limiting the Customer’s right to disclose
other information, for any contracts awarded, the
Customer may publicly disclose the Supplier’'s
name, postal address and other details about the
Contract, including contract value.

Patential Suppliers acknowledge that the
Customer may disclose the names of any
Subcontractors engaged in respect of the Contract.
Potential Suppliers should also note the
requirements of the Freedom of Information Act
1982 (Cth).

Confidentiality of Potential Supplier's Information

Patential Suppliers should note that, if successful,
parts of their Response may be included in a
subsequent Contract. Potential Suppliers must
identify and justify any aspects of their Response
or the proposed Contract that they consider should
be kept confidential.

Potential Suppliers should note that the Customer
will only agree to treat information as confidential
in cases that it considers consistent with
Australian Government legislation and policies. In
the absence of such an agreement, Potential
Suppliers acknowledge that the Customer has the
right to publicly disclose the information.

Criminal Code

Patential Suppliers acknowledge that the giving of
false or misleading information to the
Cormmonwealth is a serious offence under
section 137.1 of the schedule to the

Criminal Code Act 1995 (Cth).

Potential Suppliers must ensure that any intendec
Subcontractors participating in the Potential
Supplier's Response are aware of the information
in this clause.

Personal Information

Potential Suppliers agree to provide the Customer,
or its nominee, relevant Personal Information
relating to the Potential Supplier, its officers,
employees, agents or Subcontractors, for the
purposes of preventing, detecting, investigating or
dealing with a fraud or security breach relating to
this ATM. When providing Personal Information to
the Customer, the Potential Supplier warrants that
they will have abtained consent or provided
reasonable notification in accordance with the
Privacy Act 1988 (Cth).

@00

The Commonwealth Approach to Market Terms are
licensed under the Creative Commons Attribution-

mmercial-N rivati .0 Internati
License {CC BY NC ND 4.0 INT).

Non

Date Published: 5 September 2022

Version: 7.0

Page 2 of 2
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Commonwealth Contracting Suite Glossary and Interpretation

Glossary
In the Commonwealth Contracting Suite (CCS):

“Additional Contract Terms” means the terms and conditions set out in the section of the Approach to Market, RFQ or
the Cantract as relevant with the heading ‘Additional Contract Terms'.

“Additional DoSO Terms” means the terms and conditions set out in the section of the DoSO with the heading ‘Additional
DoSO Terms'.

“Approach to Market” or “ATM” means the notice inviting Potential Suppliers to participate in the relevant procurement.

“Black Economy Policy” means the Black economy - increasing the integrity of government procurement: Procurement
connected policy guidelines March 2019 available at https://treasury.gov.au/publication/p2019-1t369466.

“Business Days” means a day that is not a Saturday, a Sunday or a public holiday or bank holiday in the place
concerned, as defined by the Corparations Act 2001 {Cth), and also excludes the period between Christmas Day and
New Year's Day.

“Closing Time” means the closing time and date as specified in the Approach to Market.

“Commonwealth Contracting Suite” or “CCS" means the suite of proprietary documents developed for Commonwealth
procurements.

“Commonwealth Procurement Rules” means the legislative instrument issued by the Finance Minister under section
105B of the Public Governance, Performance and Accountability Act 2013 {PGPA Act), which establishes the framework
under which entities govern and undertake their own procurement.

“Confidential Information” means any information that any Party does not wish to be shared outside those involved in
the Contract or Standing Offer Arrangement. It can include anything that has been acquired, developed or made
available to any of the Parties in the course of the relationship between the Parties. It includes, but is not limited to,
infarmation:

a) specifically identified as confidential in the Contract or DoSO

b) where disclosure would cause unreasonable detriment to the owner of the information or another party, or

c) where the information was provided under an understanding that it would remain confidential.

“Conflicts of Interest” means any real or apparent situation where the personal interests of the Supplier, its officers,
employees, agents or Subcontractors could improperly influence the Supplier's performance of the Contract or DoSO as
relevant.

“Contract” means the documents {specified in the Commonwealth Contract Terms or the Commonwealth Purchase
Order Terms as relevant) as executed or amended from time to time by agreement in writing between the Supplier and
the Customer.

“Contract Details Schedule” means the section in a Contract issued under the DoS0 with the heading ‘Contract Details
Schedule’.

“Contract Manager” means the ‘Contract Manager' for the Customer or Supplier representative (as relevant) specified in
the Contract.

“Contract Price” means the maximum contract price specified in the Contract, including any GST compaonent payable,
but does not include any simple interest payable on late payments.

“Correctly Rendered Invoice” means an invoice that:

a) is correctly addressed and includes any purchase order number or other Customer reference advised by the
Customer’s Contract Manager and the name and specified contact details of the Customer’s Contract Manager

b) relates only to the Goods and/or Services that have been accepted by the Customer in accordance with the
Cantract or a payment or milestone schedule identified in the Contract

c) iscorrectly calculated and charged in accordance with the Contract

d) is for an amount which, together with previously Correctly Rendered Invoices, does not exceed the Contract
Price, and

e) isa valid tax invoice in accordance with the GST Act.

“Customer” means the party specified in the Contract as the Customner,

“Deed of Standing Offer” or “DoS0" means the documents {specified in the Commonwealth DoSO Terms) as executed or
amended by agreement in writing between the Lead Customer and the Supplier.

“Delivery and Acceptance” means the process by which Goods and/or Services are delivered to the Customer and
accepted by the Customer as meeting the terms specified in the Contract.

Date Published: 5 September 2022 Version: 4.0 Page 1 of 4
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Commonwealth Contracting Suite Glossary and Interpretation

“DoS0 Manager” means the ‘DoSO Manager' for the Lead Customer or Supplier representative (as relevant) specified in
the DoSO.

“Electronic invoicing” or “elnvoicing” means the automated exchange of invoices directly between the Customer and
Supplier's software or financial systems via the Peppol network, as long as both Parties are Peppol elnveoicing enabled.

“Eligible Data Breach” means an ‘Eligible Data Breach’ as defined in the Privacy Act 1988 (Cth).
“End Date” means the date specified in the Contract or DoSO (as relevant) on which the agreement ceases.

“Fraud” means dishonestly obtaining a benefit from the Commonwealth or causing a loss to the Commonwealth by
deception or other means and includes alleged, attempted, suspected or detected fraud.

“General Interest Charge Rate" means the general interest charge rate determined under section 8AAD of the Taxation
Administration Act 1953 {Cth) on the day payment is due, expressed as a decimal rate per day.

“Goods and/or Services” means:
a) the Goods and/or Services and any Material, and
b) all such incidental Goods and/or Services that are reasonably required to achieve the Requirement of the
Customer,
as specified in the Contract and, where relevant, offered under a Standing Offer Arrangement.

“GST" means a Commonwealth goods and services tax imposed by the GST Act.
“GST Act” means A New Tax System (Goods and Services Tax) Act 1999 (Cth).

“Indigenous Procurement Policy” means the procurement connected policy as described at the National Indigenous
Australians Agency website https://www.niaa.gov.au/resource-centre/indigenous-affairs/indigenous-procurement-policy.

“Intellectual Property Rights” means all intellectual property rights which may subsist in Australia or elsewhere, whether
or not they are current or future or registered or capable of being registered, including without limitation in relation to,
copyright, designs, trade marks (including unregistered marks), business and company names, domain names,
databases, circuit layouts, patents, inventions, discoveries, know-how, trade secrets and confidential information, but
excluding Moral Rights.

“Lead Customer” means the party specified in the DoSO as the Lead Customer.

“Material” means any material used or brought into existence as a part of, or for the purpose of producing the Goods
and/or Services, and includes but is not limited to documents, equipment, information or data stored by any means.

“Moral Rights" means the rights in Part IX of the Copyright Act 1968 (Cth), including the right of attribution, the right
against false attribution and the right of integrity.

“Notice” means an official notice or communication under the Contract or DoSO (as relevant) in writing, from one
Cantract or DoSO Manager to the other Contract or DoS0O Manager {as the case may be), at the postal address, or email
address, or facsimile number set out in the Contract or DoSO or as notified by the relevant Party.

“Peppol” means the Pan-European Public Procurement On-Line framewaork as described at the Australian Taxation Office
website h lnvoicing.

“Party” or “Parties” means (as relevant) the Customer and Supplier specified in the Contract or the Lead Customer and
Supplier specified in the DoS0O.

“Personal Information” means information relating to a natural person as defined in the Privacy Act 1988 (Cth).

“Potential Customer” means an Australian Government entity that is identified within the DoS0 as being able to use the
Standing Offer Arrangement.,

“Potential Supplier” means any entity who is eligible to respond to an ATM.

“Pricing Schedule” means a schedule of maximum pricing rates that a Supplier can offer in an RFQ for Goods and/or
Services as set out in the DoSO.

“Public Interest Certificate” means a certificate issued under section 22 of the Government Procurement (Judicial
Review) Act 2018 {Cth).

“Referenced Material” means any materials referenced in the ATM, including but not limited to, reports, plans, drawings
or samples.

“Request for Quote” or “RFQ" means any notice inviting quotations to provide specific Goods and/or Services under the
DaS0.

Date Published: 5 September 2022 Version: 4.0 Page 2 of 4
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Commonwealth Contracting Suite Glossary and Interpretation

“Required Capabilities” means:
a) inthe DoSO ATM, the description of the Lead Customer’s required Goods and/or Services. These may be
categorised into several descriptions of Required Capabilities.
b) in the DoSO, the description of the Goods and/or Services that a Supplier is approved to offer.

“Requirement” means the description of the Goods and/or Services in:
a) forthe purposes of the Commaonwealth ATM Terms, the section of the Approach to Market with the heading ‘The
Requirement’
b) for the purposes of the Commonwealth Contract Terms, the section of the Contract with the heading ‘The
Requirement’, or
¢) for the purposes of the Commonwealth Purchase Order Terms, the Customer’s purchase order or similar
ordering document setting out the Goods and/or Services.

“Response” means information provided by a Potential Supplier or Supplier demonstrating their capacity and capability
to:

a) provide the Requirement under the ATM or Request for Quote, or

b) meet a Required Capability under the DoSO ATM.

“Satisfactory” in relation to the Black Econamy Palicy only, means the Statement of Tax Record meets the conditions set
out in Part 6.b of the Black Economy Palicy ar, if the circumstances in Part 6.¢ of the Black Economy Palicy apply, the
conditions set out in Part 8 of the Black Economy Palicy.

“Specified Personnel” means personnel specified in the Contract, or who are accepted by the Customer in accordance
with clause C.C.13 [Specified Personnel].

“Standing Offer Arrangement” means the DoSO arrangement, any Contract that is executed under the DoSO and any
other document that applies to it.

“Standing Offer Details” means the section of the DoS0 with the heading ‘Standing Offer Details’.
“Staternent of Requirement” means the section of the Approach to Market with the heading ‘Statement of Requirement’.

“Staterment of Tax Record” means a statement of tax record issued by the Australian Taxation Office following an
application made in accordance with the process set out at https://www.ato.gov.au/Business/Bus/Statement-of-tax-
record/?page=1#Requesting an STR.

“Statement of Work” means the section or schedule of the Contract {as the case may be) with the heading ‘Statement
of Work'.

“Subcontractor” means an entity contracted by the Supplier to supply some or all of the Goods and/or Services required
under the Contract.

“Supplier” means a party specified in the Contract or the DoSO as the Supplier.

“Valid” in relation to the Black Econamy Palicy only, means the Statement of Tax Record is valid in accordance with Part
7.e of the Black Economy Palicy.

Date Published: 5 September 2022 Version: 4.0 Page 3 of 4
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Commonwealth Contracting Suite Glossary and Interpretation

Interpretation

In the Commaonwealth Contracting Suite, unless stated otherwise:

a) ifanyword or phrase is given a defined meaning, any other part of speech or other grammatical form of that
word or phrase has a corresponding meaning
b) words in the singular include the plural and words in the plural include the singular
¢} the words ‘including’, ‘'such as’, ‘particularly’ and similar expressions are not used as and are not intended to be
interpreted as words of limitation
d) areference to dollars is a reference to Australian dollars
e) areference to any legislation or legislative provision includes any statutory modification, substitution or re-
enactment of that legislation or legislative provision
f) clause headings are for reference only and have no effect in limiting or extending the language of the terms to
which they refer, and
g) the following clause references used in Commonwealth Contracting Suite documents refer to that section or
part of the relevant CCS document listed in the table below:
Clause Reference Section / Part CCS Document
AAK] Statement of Reguirement CCS Approach to Market (ATM)
AB.[x] Commonwealth Approach to Market (ATM) Terms
A.C.[x] Additional Contract Terms
C.A[x] Statement of Work Commonwealth Contract
C.B.[x] Additional Contract Terms
C.C.[x] Commonwealth Contract Terms NOTE: Where relevant, this also forms part of a Contract
formed under a DoSO.
P.C.[x] Commonwealth Purchase Order Terms Commonwealth Purchase Order Terms
D.A[x] CCS DoSO ATM CCS Deed of Standing Offer (DoS0)
D.B.[x Commonwealth DoSO ATM Terms
D.C.[x DoS0 ATM Response Form
D.D.[x] CCS Dos0
D.D.3{x) Additional DoS0 Terms
D.E.[x Commonwealth DoSO Terms
R.A.[x Schedule 1 - Statement of Work CCS DoS0 RFQ and Contract
R.B.[x] Schedule 2 - Additional Contract Terms
R.C.[x] Schedule 3 - Supplier's Response Form
R.D.[x] Contract Details Schedule

Date Published: 5 September 2022 Version: 4.0 Page 4 of 4
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INSTRUCTIONS FOR POTENTIAL SUPPLIER

1. Before you start

a)
b)

c)

d)

a)

b)

a)

b)

This Response is not an offer for work.

Read the all documentation provided by the Customer and distributed with this Response form and
decide whether your organisation has the necessary skills and experience to meet the
Customer’s requirement.

Do not proceed further if:

i.  your organisation cannot agree to the Commonwealth Contract Terms, available at
https://www.finance.gov.au/government/procurement/commonwealth-contracting-suite-ccs.
These terms are non-negotiable and will form part of the Contract if you are successful in
this ATM process.

ii.  your organisation does not meet and/or agree to the Minimum Content and Format
Requirements and the Conditions for Participation (if any), set out at item A.A.1 [Key
Information and Dates], as failure to do so will mean your response cannot be considered.

iii.  your organisation is a trust where the Trustee is not empowered to sign contracts on behalf
of the Trust. Before proceeding, contact the Customer’'s ATM Contact Officer at
item A.A.5(a) [ATM Contact Officer].

iv.  you are an Individual without an ABN and you do not meet the Australian Taxation Office’s
(ATO) definition of an independent contractor available at:
https://www.ato.gov.au/business/employee-or-contractor/how-to-work-it-out--employee-or-
contractor. Before proceeding, contact the ATM Contact Officer set out at item A.A.5(a)
[ATM Contact Officer] to seek advice.

The Customer will evaluate all valid Responses received by the ATM Closing Time [Item A.A.1] that
meet the Minimum Content and Format Requirements and the Conditions for Participation (if any),
to determine which Potential Supplier has proposed the best value for money outcome for the
Customer. Responses will be evaluated as per the criteria set out at Clause A.B.5 [Evaluation].

Participation in this ATM is at your organisation’s risk and cost. Please note this is a competitive
process and your organisation may incur costs in responding. If you are unsuccessful, you will be
unable to recoup these costs.

Format Requirements

You MUST use this form (CCS ATM Response Form) to submit your Response, which MUST
comply with the Commonwealth ATM Terms, available at:
https://www.finance.gov.au/government/procurement/commonwealth-contracting-suite-ccs.

As this form is set out to facilitate the evaluation of responses, Potential Suppliers are to use the
form as provided and are not permitted to make any changes to the structure or formatting of
the document.

Guidance for completing your Response

Specific questions about this ATM must be directed to the ATM Contact Officer set out at
Iltem A.A.5(a) [ATM Contact Officer] before Question Closing Date and Time set out at item A.A:Ll
[Key Information and Dates].

In preparation of this Response, please note the Commonwealth Indigenous Procurement Policy
(IPP) available at: https://www.niaa.gov.au/indigenous-affairs/economic-development/indigenous-
procurement-policy-ipp may apply to the Customer in respect of this procurement. During evaluation
of responses, the Customer may consider the Supplier’s ability to assist the Customer to meet.jts
IPP obligations.
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Ensure your Response is as concise as possible while including all information that your
organisation wants the evaluation team to consider. Do not include general marketing material or
assume that the evaluation team has any knowledge of your organisation’s capabilities or
personnel.

Do not include pricing in any other part of your response except in the relevant Pricing Schedule.

The successful Supplier will have demonstrated its ability to provide the best value for the
Customer. This will not necessarily be the lowest price.

Submit the form as required by Item A.A.4 [Lodgement of Responses].

If your organisation is unsuccessful with this Response, you may request a debrief to assist with
future responses. The ATM Contact Officer set out at Item A.A.5(a) [ATM Contact Officer] can
arrange this for you.

Drafting Note:

Before you finalise and submit your Response, please delete all Drafting Notes, including this entire
section [Instructions for Potential Suppliers].

Do not type any information within the drafting note guidance tables as any drafting notes remaining in
your Response may be removed by the Customer prior to evaluation.
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Response to Approach to Market
to establish
Contract for Production of an Intelligence Summary into the
ransomware software ecosystem through surveillance of initial
access brokering platforms

ATM Reference ID: PRN0008310

This Response will be prepared and lodged in
accordance with the Minimum Content and Format
requirements as set out in A.A.1 [Key Information and
Dates].

1 Yes
0 No: Do not proceed as your Response
will not be eligible for further consideration

This Response will demonstrate our ability to meet the
Conditions for Participation as set out in A.A.1 [Key
Information and Dates].

1 Yes

O No: Do not proceed as your organisation
will not have the ability to fulfil the
requirements of the procurement.

Potential Supplier’s Contact Officer

For all matters relating to this Response, the Potential Supplier's Contact Officer is:

Potential Supplier Name:

Contact Name:

Position:

Telephone:

Email Address:

Postal Address:
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Part 1 — Potential Supplier’s Details

Drafting Note:

The following details will appear in the Contract

should your Response be successful. The details you

provide should be for the legal organisation that would be the Supplier under the Contract.

1.1 Potential Supplier’s Details

Organisation’s Full Legal Name:

Drafting Note:

Insert your organisation’s full legal name. If your organisation is
successful in this ATM process, this will be the name of the Supplier
for the Contract.

Legal Entity Type:

[] Individual/Sole Trader

(] Partnership

[ ] Company

[_] Sole Director Company

[] Trust (see note below)

[ ] Educational Institution (see note below)
[] Other (please state):

attachment to this Response.

NOTE FOR TRUSTS: If the Potential Supplier is trading as a trust, please provide details of the relevant
trust (and trustee) including a copy of the relevant trust deed (including any variations to that deed) as an

NOTE FOR EDUCATIONAL INSTITUTIONS: If your Response is successful, prior to entering a Contract
you will be required to provide details of any enabling legislation as well as details of any delegations or
other authorisations that are relevant to the execution of a contract.

Australian Business Number (ABN):

Drafting Note:

If the Potential Supplier is an entity registered on the Australian
Business Register, then the ABN used by the business must be
given.

Australian Company Number (ACN):

Drafting Note:
If the Potential Supplier is an Australian company, then the ACN

must be given.

Australian Registered Body Number (ARBN):

Drafting Note:

If the Potential Supplier's business is an entity registered on the-
business names register kept under the law of a State or Territory of
Australia, then each ARBN used by the business must be giveri-in
respect of each State or Territory of registration.

Registered Address:

Drafting Note:

Insert the supplier's main business address as registered with the
Australian Business Register.
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1.2 Previous Judicial Decisions

Has your organisation, or where relevant any of its directors, ever

[ ] Yes, see below.

had a judicial decision against them (not including decisions under | [T] No

appeal) relating to employee entitlements or engaged in practices

that have been found to be dishonest, unethical or unsafe?

If yes, what was the date of discharge? (DD/MM/YYYY)

The Supplier acknowledges that the giving of false or misleading
information to the Commonwealth is a serious offence under section
137.1 of the schedule to the Criminal Code Act 1995 (Cth).

Note: The Customer cannot enter a
contract with a supplier who has an
undischarged judicial decision relating to
employee entitlements.

1.3 Workplace Gender Equality

Is your organisation classified as a ‘relevant employer’ under the
Workplace Gender Equality Act 2012 (the WGE Act)? See
https://www.wgea.gov.au/about

[] Yes, | am a relevant employer
[ ] No, | am not a relevant employer

If yes, you are required to provide a current letter of compliance
with the WGE Act prior to entering into a contract. Have you
provided a letter of compliance with this Response?

[ ]Yes

[ ] No, I will provide a current letter
of compliance prior to contract

NOTE: If the Potential Supplier is successful in this ATM process and where the Supplier is a relevant
employer under the WGE Act, the Supplier must provide evidence that it complies with its obligations
under the WGE Act before commencement of any Contract and, if the term is more than 18 months, within
18 months of commencement and annually thereafter for the duration of the Contract.

If the Supplier becomes non-compliant with the WGE Act during the course of the Contract, the Supplier
must notify the Customer’s Contact Manager in writing within 10 Business Days. Compliance with the
WGE Act does not relieve the Supplier from its responsibilities to comply with its obligations under the

Contract.

1.4 Indigenous Businesses

Is your organisation:
e 50% or more Indigenous owned?

e ajoint venture that is 50% or more indigenous owned which
can demonstrate equal indigenous representation and
involvement in the management of the joint venture?

[ ] Yes — see question below.
[ ] No-— proceed to section 1.5°

Is your organisation registered on Supply Nation?

[ ]Yes

[ ] No — see note below
[ ] Not Applicable

Indigenous ownership.

NOTE: Please provide a certificate or letter from a recognised Indigenous organisation such as Land
Council, Indigenous Chamber of Commerce or Office of the Registrar of Indigenous Corporations verifying

1.5 Potential Supplier’s Contract Manager
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Drafting Note:

Provide details for the person you propose will be the Contact Manager if your Response is successful
and your organisation is awarded a contract.

For matters relating to the proposed Contract, the Potential Supplier's Contract Manager will be:

Name:

Position Title:

Telephone:

Mobile:

Email Address:

Postal Address:

1.6 Potential Supplier's Address for Notices (if different from the Contract
Manager)

Drafting Note:
Complete with "AS ABOVE" if same as Contact Manager.

Name:

Position Title:

Email Address:

Postal Address:
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Part 2 — Executive Summary

2.1 Executive Summary of Potential Supplier's Proposal

Drafting Note:
You may find it useful to complete this section after you have completed your response.

Provide a brief (less than one page) summary of your Response highlighting its key features. The
Executive Summary should not merely replicate information provided elsewhere in your Response. This
section brings together all aspects of your proposal and is your opportunity to "sell” its unique features.

2.2 Conditions for Participation

Drafting Note:

Respond to the Conditions for Participation here. Do not proceed further if you cannot meet the
Conditions for Participation as your Response cannot be considered. The Customer will exclude from
consideration any Response that does not meet the Conditions for Participation.

Include a statement about how your organisation meets the Conditions for Participation (if any) detailed
at D.A.1 [Key Information and Dates].

If no Conditions for Participation specified, include the words: No Conditions for Participation specified.
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Part 3 — Ability to Meet the Requirement

3.1 Detailed Proposal to Meet the Customer’s Requirement

Drafting Note:

Your response should address each aspect of the Statement of Requirement and explain/demonstrate
how your response/solution meets the Requirement.

Provide a detailed description of your proposal to supply the Customer’s Requirement, including any
delivery methodology. This is your opportunity to convince the evaluation team that your organisation
understands the Requirement and can deliver it to a high standard. Do not provide general marketing
material.

Highlight your competitive advantage as well as special or unique features of your proposal. Depending
on the Requirement, your response may propose a detailed project plan including project milestones and
completion dates, timeframes, quality standards or performance indicators. It may also detail critical
issues or key delivery risks of which the Customer should be aware.

If meeting the Customer’s Requirement involves reporting, travel or attendance at meetings, you should
clearly identify how you will meet these requirements, including details of personnel involved. Do not
include any pricing or pricing information in Part 3. You should ensure that you clearly address any costs
in your response to Part 5.

Do not rely on your organisation’s reputation. The evaluation team can only consider information you
provide in this submission.

a) Standards

Drafting Note:

Provide full details and evidence of compliance with all applicable Australian standards, and any
Australian and international standards and requirements specified in The Requirement. Potential
Suppliers are encouraged to demonstrate how any standard(s) are proposed to be specifically used in
the delivery of the goods/services (i.e. provide evidence that demonstrates how your organisation
complies with applicable standards in the context of the requested goods/services and attach supporting
evidence as necessary).

Where you do not propose to comply with a standard which has been included in The Requirement,
propose an alternative standard and justify your reasons. Where no standard has been specified, list @ny
applicable standards with which you propose to comply.

Type "Not Applicable” below if no standards apply.
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Part 4 — Potential Supplier's Demonstrated Capability and Capacity

4.1 Statement of Skills and Experience

Drafting Note:

This section should be used to demonstrate to the evaluation team your organisation’s proven capability
and capacity to meet the Customer’s Requirement to a high standard and consistent quality. You should
highlight your organisation’s capacity and any unique capabilities that provide it with a competitive
advantage.

Provide clear, concise description of your organisation’s relevant skills and experience to deliver the
Requirement.

Depending on the Requirement, this could include a detailed description of recent relevant experience in
successfully supplying a similar requirement. It could also include your organisation’s expertise in this
field, brief information on relevant personnel (highlighting relevant expertise and experience), details of
relevant intellectual property or unique products used.

Do not include any pricing or pricing information in this Part. All pricing information should be included in
Part 5.

4.2 Specified Personnel

Drafting Note:

Only propose Specified Personnel where your proposal has referenced the skills of specific personnel
and you reasonably expect them to perform the roles nominated. Include their role, the percentage of the
project they will complete, and if relevant, their current Commonwealth Government security clearance.
Add extra lines to the table as required.

You may also attach brief supporting information specific to the requirement including tailored CVs for
Specified Personnel.

Where there are a number of staff who could perform a particular role, include details of the position/role
and the percentage of project time which this role will perform. In these circumstances it would not be
necessary to name the person.

Include details for subcontractor personnel if applicable. You will need to give additional details for
subcontractors in the next section.

If no Specified Personnel are proposed, insert "Not Applicable”.

Name Position/Role Current Security Percentage of
Clearance Level* Total Project
Time
Total personnel time 180%

# if requested at A.A.2(b)



26 Document 3

4.3 Subcontractors

Drafting Note:

The Customer may be required to publicly disclose information about subcontractors. Provide details for
each subcontractor organisation you will use below.

In support of the Indigenous Procurement Policy (https://www.niaa.gov.au/indigenous-affairs/economic-
development/indigenous-procurement-policy-ipp), also highlight any Indigenous subcontractors you are
proposing to use, or any Indigenous staff who will work on the project.

If no subcontractors are proposed insert "Not Applicable”

Full Legal Name:

Postal Address:

ABN/ACN/ARBN:

Is this subcontractor registered
on Supply Nation or 50% or
more Indigenous owned?

a) Scope of Works to be Subcontracted

Drafting Note:
If no subcontractors are proposed insert "Not Applicable”.
Provide details of the roles (or specific parts of the contract) each subcontractor will perform.

The Supplier is solely responsible for all obligations under the Contract, including subcontractor
performance and management. The Supplier must ensure that any subcontract arrangement that is
entered into imposes necessary obligations on the subcontractor.

If you are intending to include subcontractors, read and understand your obligations under the
Commonwealth Contract Terms, Subcontracting [Clause C.C.10], Relationship of the Parties
[Clause C.C.2], Compliance with the Laws and Policy [Clause C.C.21] specifically relate to
subcontractors.

4.4 Conflicts of Interest



27 Document 3

Drafting Note:

Commonwealth officials have an obligation to disclose Conflicts of Interest under section 29 of the Public
Governance, Performance and Accountability Act 2013 (Cth). Suppliers to Commonwealth entities need
to assist the Commonwealth to meet its obligations by complying with the same standard of conduct.

Conflicts can be real or apparent. The perception of a conflict can be just as damaging to the public's
confidence in public administration as an actual conflict based on objective facts.

Provide full details of any Conflicts of Interest (if any) that could arise as a result of entering into the
Contract with a Customer and propose a strategy to manage the conflict. For complex issues, you may
choose to attach a Conflict of Interest Management Plan detailing your proposed approach.

After this response is submitted, Potential Suppliers must report any Conflicts of Interest that may have
arisen or been identified during the evaluation period to the Customer without delay.

If no Conflicts of Interest were identified, type "Nil".

The Potential Supplier has identified the following potential Conflicts of Interest and management
strategies:

Details Management Strategy

4.5 Referees

Drafting Note:

Provide daytime contact details for three (3) referees who can attest to your capacity to meet the
Requirement. You may prefer to include details of referees for Specified Personnel. A reference is
stronger if your organisation and/or Specified Personnel has recently provided the referee with similar
goods/services. It is good practice to ensure that nominated referees are aware they may be contacted.

Note clause A.B.5 [Evaluation]: The Customer reserves the right to contact any referees, or any other
person, directly and without notifying the Potential Supplier.

Referee Name Position Organisation Phone Number Email Address

4.6 Pre-existing Intellectual Property of Potential Supplier
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Drafting Note:
List your pre-existing Intellectual Property (if any) noting that:

The Supplier grants to, or in the case of Third-Party Material, must obtain for, the Customer a non-
exclusive, irrevocable, royalty-free, perpetual, world-wide licence (including the right to sub-licence) to
exercise the Intellectual Property Rights in all Pre-existing Material and Third- Party Material incorporated
into the Material to enable the Customer to receive the full benefit of the Goods and/or Services and the
Material and to exercise its rights in relation to the Material.

If no pre-existing Intellectual Property is proposed insert "Not Applicable”.

4.7 Confidentiality of Potential Supplier’'s Information

Drafting Note:

Identify any information in your Response, or the proposed Contract, which you consider should be kept
confidential, with reason(s).

The Customer will only agree to treat information as confidential in cases that meet the Commonwealth's
guidelines and which the Customer considers appropriate. If the Customer does not agree that the
information meets the guidelines to be treated as confidential, the Customer has the right to disclose any
information contained in the Contract.

Information to assist you to assess whether the Customer is able to treat particular information as
confidential is available at: https://www.finance.gov.au/government/procurement/buying-australian-
government/additional-reporting-confidentiality.

If none, type "Not Applicable”.
Add extra lines to the table as required.

The Potential Supplier has assessed that the commercial information in the table below meets the
requirements available at https://www.finance.gov.au/government/procurement/buying-australian-
government/additional-reporting-confidentiality and is seeking that information be kept confidential.

Information to be kept Confidential Reasons for Confidentiality Request

4.8 Proven Ability to Meet Regulatory Considerations

Drafting Note:

Suppliers are expected to comply with all laws applicable to the performance of the Contract and any
Commonwealth policies relevant to the Requirement.

Provide a brief statement of how you propose to comply with all relevant regulations, including but not
limited to any Work Health and Safety requirements.

4.9 Sustainability Considerations
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Drafting Note:

The Australian Government has a commitment to sustainable procurement practices. Sustainable
procurement aims to reduce adverse social, environmental and economic impacts of purchased goods
and services throughout their life.

Provide a brief statement of how your organisation intends to provide sustainable procurement benefits.
You may also wish to include information about how your organisation implements the principles of
sustainable procurement within your organisation’s supply chain.

Potential Suppliers are encouraged to refer to the Sustainable Procurement Guide in forming their
Response.

4.10 Additional Information

Drafting Note:
Any information included here should be relevant to this proposal and should be as concise as possible.

To facilitate the Customer’s reporting responsibilities under the Indigenous Procurement Policy, if you are
an Indigenous business, have Indigenous employees, or are proposing Indigenous subcontractors you
should highlight that information here and explain how you will report the ongoing participation of
Indigenous people in fulfilling the proposed Contract.

To facilitate the Customer's reporting responsibilities, if you are a business that primarily exists to provide
the services of persons with a disability highlight that information here and explain how you will report
ongoing participation of disabled people in fulfilling the proposed Contract.

The Commonwealth's Fraud Control Framework requires the Customer to manage risk of fraud and
corruption as part of contracting and procurement activities. You should include details of controls (if any)
you will have in place to prevent fraud and corruption against the Commonwealth.

This section should NOT be used to include generic marketing information that is not specific to the
Requirement.
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Part 5 — Total Costs to be incurred by the Customer

Drafting Note:

The information you provide in this section will be used to assess the total costs the Customer will incur
under your proposal.

5.1 Pricing

Fixed Price (including all expenses)

Drafting Note:

Complete the following table including fixed prices for each item. Fixed prices must include taxes, duties
and other government charges which may be imposed or levied in Australia and overseas, and all other
costs associated with providing the services, including delivery fees where applicable.

Make sure you include, costs of any reporting and attending necessary meeting as well as any travel,
accommodation and associated costs.

Add additional lines to the table as required.

Due Date Milestone Description Total Price GST Total Price
GST Exclusive | Component | GST Inclusive

Total Fixed Price for Services

5.2 Proposed Payment Schedule

Drafting Note:
Complete the table below if you propose that progress payments be made.

Do not propose a payment schedule that reflects more than the value of the milestones or deliverables
you have delivered at any stage.

This payment schedule is for the Fixed Fees and Charges portion of the arrangement only. Variable
costs will only be reimbursed after they have been incurred and invoiced.

Note: The Customer may propose alternative payment arrangements.

If you are not proposing any progress payments type "Not Applicable”.

Due Date Milestone Description Total Price GST Total Price
(GST Exclusive) | Component | (GST Inctusive)
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Total Milestone Payments

5.3 Additional Facilities and Assistance

Drafting Note:

Should you require the Customer to provide facilities and assistance, in addition to that stated at Clause
A.A.2(f) [Facilities and Assistance Offered by the Customer], provide details here. If no additional
facilities or assistance required insert "Not Applicable”.

If the pricing provided above is based on the provision of Additional Facilities and Assistance this should
be stated below.

54 Non-Compliance

Drafting Note:

If your response is successful, you will be offered a Contract which incorporates the Commonwealth
Contract Terms available at https://www.finance.gov.au/government/procurement/commonwealth-
contracting-suite-ccs. The Terms have been designed to enable Commonwealth officials to comply with
their legislated responsibilities and are therefore NOT negotiable.

If you have reasons why any of the Additional Contract Terms should be changed, complete the following
table, as these additional terms may be negotiable.

Any costs the Customer would incur in obtaining legal advice (including in-house legal advice) or
negotiating the Customer’s Additional Contract Terms will be included in the Customer’s total costs
assessment.

Clause Reason for Non-Compliance Proposed New Wording
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From:

To:

Subject: FW: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]
Date: Monday, 17 October 2022 3:43:48 PM

Attachments: PRN0008310 RC Complete.pdf

OFFICIAL: Sensitive
Hi R,
See below/attached for your records.

Cheers,

OFFICIAL: Sensitive

From: 8: 22(1)(@)(i)) @ homeaffairs.gov.au>

Sent: Monday, 17 October 2022 3:37 PM

o sATRD)  sawE@) s
Cc: §22()(@)([i) @ homeaffairs.gov.au>; [ SHATR(L) " @homeaffairs.gov.au>; @
< SA47F(1) @HOMEAFFAIRS.GOV.AU>

Subject: RE: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]

OFFICIAL: Sensitive

H - team,

Attached is the witnessed & signed contract for your records.

Kind regards,

Senior Policy Officer, Cyber Strategic Response Policy

Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs

P [ USATF(L) " M SATF()

E:_@homeaffairs.aov.au

Released by the Department of Home Affairs
under the Freedom of Information Act 1982
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From: [ SATR()

Sent: Monday, 17 October 2022 2:14 PM

To: STZ2)@N) @tormeattars cov.au>; NS AT M

Cc:| S47F(1) | S.47F(1) @HOMEAFFAIRS.GOV.AU>;['S.ATF(1)
_@homeaffairs.gov.au>

Subject: RE: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]

Hello 8477

Please find contract executed and attached as requested.

Kind Regards,

Level 1, 18 National Circuit, Canberra ACT 2600 | 211 N Union St, Suite 100, Alexandria, VA,

Trusted | Resilient | Secure

From: 8: 22(1)@)(i) @homeaffairs.gov.au>

Sent: Monday, 17 October 2022 11:00 AM

o sATFQ) . sdTRQ)
Cc: 8: 22(D@)([) @homeaffairs.gov.au>; | S.ATF(L)

DSHATE(@)IN @ HOMEAFEAIRS.GOV.AU>; ISR @homeaffairs.gov.au>

Subject: For Action: Intelligence Summary Contract [SEC=OFFICIAL:Sensitive]

OFFICIAL: Sensitive

Good morning,

As discussed via email last week, attached is a contract for Internet 2.0 to conduct research into
the ransomware ecosystem. Can you please have the appropriate delegate/officer sign,
authorise, and send back to us (reply to this email and ensure

_@homeaffairs.;zov.au is cc’d).

We will return a signed copy for your records once complete.

Any questions, please give me a call on| S.47F(1) .

Kind regards,

Released by the Department of Home Affairs
under the Freedom of Information Act 1982
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S.A7F(1)

S.47F(1)
Senior Policy Officer, Cyber Strategic Response Policy

Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs
P.+ S.47F(1) M: S.47F(1)

SA4TF(1) )
E: @homeaffairs.gov.au

OFFICIAL: Sensitive

Important Notice: The content of this email is intended only for use by the individual or
entity to whom it is addressed. If you have received this email by mistake, please advise
the sender and delete the message and attachments immediately. This email, including
attachments, may contain confidential, sensitive, legally privileged and/or copyright
information.

Any review, retransmission, dissemination or other use of this information by persons or
entities other than the intended recipient is prohibited. The Department of Home Affairs
and ABF respect your privacy and have obligations under the Privacy Act 1988.

Unsolicited commercial emails MUST NOT be sent to the originator of this email.
OFFICIAL: Sensitive
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Australian Government

Commonwealth Contract — Services

Reference ID: PRN0008310

Customer

Customer Name: Department of Home Affairs

Customer ABN: 33 380 054 835

Address:

Canberra ACT 2600

Supplier

Full Name of the Legal Entity: Internet 2.0

Supplier ABN: 17 632 726 946

Address: Level 2, 16 National Circuit

BARTON ACT 2600

Reference ID: PRN0008310 Page 1 of 20
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Statement of Work
C.A.1 Key Events and Dates

This Contract commences on the Contract Start Date or the date this Contract is executed, whichever is the
latter, and continues for the Contract Term unless it is terminated earlier.

Event Details

Contract Start Date: Wednesday, 19 October 2022

Contract Term: This Contract will remain in force for a period of 30 days.
Contract Extension Option: The Contract Term will not be extended.

Reference ID: PRN0008310 Page 2 of 20
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C.A.2 The Requirement

Provision of an intelligence summary of the ransomware software ecosystem through surveillance of initial
access brokering platforms, and a technical analysis of available ransomware samples to connect this
software across all digital infrastructure. By delivering unclassified, open-source intelligence from a world-
class cyber security firm, Australia will support international collaboration while also addressing the
challenges associated with sharing more sensitive threat information in larger multilateral fora. The sharing
of sensitive and/or classified threat information is difficult for the Department and domestic intelligence and
operational partners, particularly with the full list of Counter Ransomware Initiative members.

C.A.2(a) Standards

The Supplier must ensure that any goods and services provided under this Contract comply with all
applicable Australian standards and any Australian and international standards specified in this Statement
of Work. The Supplier must ensure that it obtains copies of all relevant certifications and maintains records
evidencing its compliance with those standards. If requested by the Customer, the Supplier must enable
the Customer, or an independent assessor, to conduct periodic audits to confirm compliance with those
standards.

Web Content Accessibility

As applicable, the Supplier must ensure that any website, associated material and/or online publications
(where applicable) complies with the Web Content Accessibility Guidelines available at:
https://www.w3.org/WAl/intro/wcag.

C.A.2(b) Security Requirements
None Specified

C.A.2(c) Work Health and Safety
Prior to commencement of this Contract, the Customer's Contract Manager and the Supplier's Contract

Manager will identify any potential work health and safety (WHS) issues anticipated to arise during the term

of this contract and assign management of each issue identified to the party best able to manage it. For all
issues assigned to the Supplier, the Supplier will provide the Customer with a WHS plan for approval and
no work will commence until the plan is approved unless agreed in writing by the Customer.

v
Throughout the Contract Term, the Customer and the Supplier will proactively identify and cooperate to .=
manage any WHS issues that arise. g
<
C.A.2(d) Delivery and Acceptance GEJ
Where the Customer rejects any deliverables under Clause C.C.11 [Delivery and Acceptance] the e

Customer will specify a timeframe in which the Supplier is required to rectify deficiencies, at the Supplier’s
cost, so that the deliverables meet the requirements of this Contract. The Supplier must comply with any
such requirement. Rectified deliverables are subject to acceptance under Clause C.C.11 [Delivery and =
Acceptance].

The Supplier will refund all payments related to the rejected deliverables unless the relevant deliverablesg

are rectified and accepted by the Customer. g
If the Supplier is unable to meet the Customer's timeframe, the Customer may terminate this Contract ing
accordance with Clause C.C.16 [Termination for Cause). .
=

.

Milestone Description Contact for Delivery Delivery Location/Email Due Date o
Delivery of an |@homeaffairs. | 31/10/2022 &
intelligence summary of E
[
o'

Reference ID: PRN0008310 Page 3 of 20
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the ransomware software
ecosystem

C.A.2(e) Meetings

The Supplier is not required to attend meetings.

C.A.2(f) Facilities and Assistance Offered by the Customer

The Customer will not make any facilities or assistance available to the Supplier.

C.A.2(g) Customer Material

The Customer will not provide any material.

C.A.2(h) Conflicts of Interest

The Supplier has declared that it has no Conflicts of Interest relevant to the performance of its obligations
under this Contract.

C.A.2(i) Public Interest Disclosure

For information about how to make a Public Interest Disclosure, please refer to the information provided on
the Customer’s website: .

All Public Interest Disclosure matters (relating to this procurement) should be referred to:

Name/Position: S 47F(1) |, Chief Security Officer & VP
Advanced Practices, Internet 2.0

Email Address: s47F(1)

Telephone: s.47F(1)

C.A.2(j) Complaints Handling

Any complaints relating to this procurement should be referred to:

Name/Position: s.47F(1)
Email Address: S.47F (1) @homeaffairs.gov.au
Telephone: s47F(1)

Reference ID: PRN0008310 Page 4 of 20
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C.A.3 Contract Price

The maximum Contract Price inclusive of GST and all taxes and charges will not exceed $338,580 as set
out below.

Fixed Price (including all expenses)

Due Date Milestone Description Total Price GST Total
GST Component Price
Exclusive GST

Inclusive

31/10/2022 | Delivery of Targeting Framework $307,800 $30,780 | $338,580

Total Fixed Price for Services $338,580 GST Inclusive

C.A.3(a) Payment Schedule

The Total Fixed Fees and Charges will be made as a single payment on completion of contracted
deliverables.

C.A4 Contract Managers and Addresses for Notices

Contract Managers are responsible for issuing or accepting any written Notices under this Contract and are
the contact points for general liaison.

C.A.4(a) Customer’'s Contract Manager:

The person occupying the position of:  Senior Policy Officer
Currently: _
Telephone: 5.4 B
Mobile:

Email Address:
Postal Address:

@homeaffairs.gov.au

ACT

C.A.4(b) Customer’s Address for Invoices:

Addressee Name/Position Title: - sATF(1)
Telephone: _
Peppol ID:

Email Address:
Postal Address:

) @homeaffairs.gov.au

The Customer's preferred method of invoicing is by email.

C.A.4(c) Supplier’s Contract Manager:

Released by the Department of Home Affairs
under the Freedom of Information Act 1982

Reference ID: PRN0O008310 Page 5 of

[
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Name:

Position Title:
Telephone:
Mobile:

Email Address:
Postal Address:

CSO & VP Advanced Practices, Internet 2.0

Level 2, 16 National Circuit

BARTON ACT 2600

C.A.4(d) Supplier's Address for Notices

Name:

Position Title:
Email Address:
Postal Address:

C.A.5 Specified Personnel

CSO & VP Advanced Practices, Internet 2.0

Level 2, 16 National Circuit

BARTON ACT 2600

Document 4

Name Current Security

Percentage of

Position/Role Clearance Level Tota.'l'il:r:':ject
CSO & VP Advanced _ 25%
Practices
cO- CEO s 4TF(1). 25%
co- CEO saTF(1) 25%
cTo | SATF(1) 25%

C.A.6 Subcontractors

a) Full Legal Name:

c) Postal Address:

e) ABN/ACN/ARBN:

g) s this subcontractor
registered on Supply Nation or

50% or more Indigenous. .

owned?

k) Full Legal Name:

m) Postal Address:

o) ABN/ACN/ARBN:

q) Is this subcontractor
registered on Supply Nation or

Reference ID: PRN0008310

Released by thg Department of|[Hame Affairs

N

Page 6 of
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50% or more Indigenous
owned?

s) Full Legal Name:

u) Postal Address:

w) ABN/ACN/ARBN:

y) Is this subcontractor
registered on Supply Nation or
50% or more Indigenous
owned?

Reference ID: PRN0008310

Document 4

Page 7 of

N
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Additional Contract Terms

An executed contract will incorporate the Commonwealth Contract Terms and also the following Additional
Contact Terms:

C.B.1 Intellectual Property
The Customer owns the Intellectual Property Rights in the Material created under this Contract.

To the extent the Supplier or a third party holds any Intellectual Property Rights in any existing Material, the
Supplier hereby agrees to licence the Customer to enable the Customer to exercise full rights and interests
in the Intellectual Property Rights in any Material provided under this Contract. The Supplier agrees to
create, execute or sign any documents and perform all acts which may be necessary to allow the use of
those rights by the Customer for any purpose.

The Customer grants to the Supplier a non-exclusive, non-transferable, irrevocable, royalty-free licence for
this Contract Term to exercise the Intellectual Property Rights in the Material for the sole purpose of
fulfilling its obligations under this Contract. The licence in this clause is subject to any conditions or
limitations of third parties that the Customer notifies to the Supplier.

Intellectual Property Rights in Goods provided under this Contract or pre-existing Intellectual Property of
the Supplier, set out below (if any), will not change as a result of this Contract.

Pre-Existing Intellectual Property of the Supplier
Not Applicable

C.B.2 Confidential Information of the Supplier
Not Applicable

C.B.3 Payment Terms

Where the Customer and the Supplier both have the capability to deliver and receive elnvoices through the
Peppol framework and have agreed to use elnvoicing, following receipt of a Correctly Rendered Invoice,
including acceptance of the Goods and/or Services by the Customer, the Customer will pay the amount of a
Correctly Rendered Invoice to the Supplier within five (5) calendar days after receiving it, or if this day is not
a Business Day, on the next Business Day.

In all other circumstances following receipt of a Correctly Rendered Invoice, including acceptance of the
Goods and/or Services by the Customer, the Customer will pay the amount of a Correctly Rendered Invmpe\.
to the Supplier within twenty (20) calendar days after receiving it, or if this day is not a Business Day, oniﬂwtgg
next Business Day. <

Where the Customer fails to make a payment to the Supplier by the Business Day it is due, the Custom
will pay the unpaid amount plus interest on the unpaid amount, provided the amount of interest payable ~
under this clause exceeds A$100. T

[T
Interest payable under this clause will be simple interest calculated in respect of each calendar day from©
the day after the amount was due and payable, up to and including the day that the Customer effects =
payment, calculated using the General Interest Charge Rate as published on the Australian Taxation Of%&
website https://www.ato.gov.au/Rates/General-interest-charge-(GIC)-rates/.

C.B.4 lllegal Workers

lllegal Worker means a non-citizen who:

a) does not hold a valid visa and who performs Work in Australia; or

b) holds a valid visa and who performs Work in Australia in breach of a visa condition that:
(i) prohibits him or her from working in Australia; or

(i) restricts the Work that he or she may perform in Australia.

under the Freedom of mf%rmaﬁon Act 1

Released by the Depart
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Work means any work, whether for reward or otherwise. For more information refer to the "Employing
Legal Workers Guide" available at: http://www.homeaffairs.gov.au/Busi/Empl/Empl/employing-legal-
workers/legal-workers-a-quide-for-employers.

The Supplier must not engage lllegal Workers in any capacity to carry out any Work under or in connection
with this Contract and must Notify the Customer immediately if it becomes aware of the involvement of an
lllegal Worker in such Work.

The Supplier must remove, or cause to be removed, any lllegal Worker from any involvement in performing
its obligations under this Contract (including if engaged by a Subcontractor) and arrange for their
replacement at no cost to the Customer and immediately upon becoming aware of the involvement of the
lllegal Worker.

If requested in writing by the Customer, the Supplier must provide evidence within 14 days that it has taken
all reasonable steps to ensure that it has complied and is complying with its obligations in respect of lllegal
Workers.

C.B.5 Immigration and Border Protection Workers

The Supplier acknowledges that it, and its employees, contractors and subcontractor personnel, may be
Immigration and Border Protection workers under the Australian Border Force Act 2015 (Cth), and if so,
must comply with: -

a) requirements and directions that may be issued under Part 5 of the Australian Border Force Act 2015
(Cth) relating to alcohol and drug tests;

b) secrecy and disclosure provisions in Part 6 of the Australian Border Force Act 2015 (Cth);

c) directions given by the Secretary or the Australian Border Force Commissioner to Immigration and
Border Protection workers from time to time, which may include directions about security clearances,
drugs and alcohol, mandatory reporting and professional standards;

d) any other obligations under the Australian Border Force Act 2015 (Cth); and

e) Customer policies issued by the Department of Home Affairs to Immigration and Border Protection
workers, as applicable.

If the Supplier, or its employees, contractors or subcontractor personnel who are Immigration and Border

Protection workers breach any of their obligations under the Australian Border Force Act 2015 (Cth) or

applicable Customer policies, the Customer may, by written notice and in its absolute discretion:

a) require that the Supplier immediately cease the involvement of specified employees, contractors or
subcontractor personnel in the performance of the Services; or

b) immediately terminate this Contract;

without liability and at no additional cost to the Customer.

The Customer’s rights under this clause are in addition to the rights of the Secretary and the Australian
Border Force Commissioner under section 57 of the Australian Border Force Act 2015 (Cth). Any

termination of this Contract under section 57 is also a valid termination under the terms and conditions o
this Contract.

Affairs

S

Released by the Department of Hom
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Commonwealth Contract Terms

—

C.C.1 Background 3.4 If the Supplier fails to natify the Customer as set
1.1 The Customer requires the provision of certain outin thts’olause or does not_ comply with the
Goods and/or Services. The Supplier has fully Customer’s regsonable requirements to resolve or
informed itself on all aspects of the Customer’s manfage Contflicts of Interest, the Customer may
requirements and has responded representing terminate or reduce the scope of the Contract in
that it is able to meet the Requirement accordance with C.C.16 [Termination for Cause].
1.2 Some terms used in these Commonwealth C.C.4 Precedence of Documents
Contract Terms have been given a special 4.1 The Contract is comprised of:
meaning. Their meaningg are set out inthe a) Additional Contract Terms {if any)
Commonwealth Contracting Suite (CCS) Glossary b) if the Contract is issued under a DoSO
and Interpretation of in the Contract. the Contract Detalls Schedule
C.C.2 Relationship of the Parties ¢) Statement of Work
2.1 Byvirtue of this Cont_racf, neither Party is the d) Commonwealth Contract Terms
employee, agent, officer or partner of the other ocs Gl d Int tati d
Party nor autharised to bind or represent the other €) ossary and Interpretation, an
Party. f)  additional Contract annexes {if any),
2.2 Each Party must ensure that its officers unless otherwise agreed in writing between the
employees, agents or Subcontractors do not Parties.
represent themselves as being an officer, 4.2 If there is ambiguity or inconsistency between
employee, partner or agent of the other Party. documents comprising the Cantract, the document
2.3 Inall dealings related to the Contract, the Parties appearing higher in th.e “,St W”! have preoedence to
agree to: the extent of the ambiguity or inconsistency.

a) communicate openly with each other and 4.3 The pontract may be S|gqed apd dateq by the
cooperate in achieving the contractual Parties on separate, but identical, copies. All
objectives signed copies constitute one {1) Contract.

b) act honestly and ethically C.C.5 Governinglaw

c) comply with reasonable commercial 5.1 The laws of the Australian Capital Territory apply to
standards of fair conduct the Contract.

d) cor‘wsult,. cooperate and coordinate agtivities C.C.6 Entire Agreement
to identify and address any overlapping work 6.1 The Contract represents the Parties’ entire
health and safety responsibilities aimed at agreement in relation to the subject matter, at the
:/r;srﬁrllnag;heaheoz[alth and safety of workers and time this Contract was executed.

ces, an ) . .
P ) . . 6.2  Anything that occurred before the making of this
€) comply with all reasonable directions and Contract shall be disregarded {unless incorporated
proceéj::res .relatmdg to work health ar;d saftety, into the Contract in writing). However, the Supplier
record keeping and security in operation a represents that the claims made in its Response to
each_ qther§ premises or facglmes whether the ATM or the RFQ as relevant remain correct.
specifically infarmed or as might reasonably )
be inferred from the circumstances 6.3 Any agreement or understanding to vary or extend
’ the Contract will not be legaily binding upon either
C.C.3 Conflicts of Interest Party unless in writing and agreed by both Parties.
3.1 The Supplier warrants that, other than as 6.4  If either Party does not exercise (or delays in
previously declared in writing te the Customer at exercising) any of its contractual rights, that failure
the commencement of the Contract, no Conflicts of or delay will not prejudice those rights.
Interest exist, relevant to the performance by the .
Supplier of its obligations under the Contract. cC7 Sumv@ ‘
3.2 Atanytime during the term of the Contract, the 7.1 Al Addithna! pontract Termg (if any), plus clauses:
Customer may require the Supplier to execute a C.C.14 [Liability of the Supplier]
Conflicts of Interest declaration in the form ccir [Suppl}gr Payments]
specified by the Customer. gggg %granSi[t‘lon Ouv\t/']';harL]:w and Policy]
.C. ompliance wi olicy],
3.3 Assoon as the Supplier becomes aware that a survive termi?uati on or expiry of the Con{ract.
Conflict of Interest has arisen, or is likely to arise
during the term of the Contract, the Supplier will: C.C.8 Notices

a) immediately report it to the Customer 8.1 A Notice is deemed to be delivered:

b) provide the Customer with a written report a) if delivered by hand - on delivery to the
setting out all relevant information within relevant address
three (3) Business Days, and b) if sent by registered post - on delivery to the

¢) comply with any reasonable requirements relevant address, or
notified by the Custamer relating to the
Conflict of Interest.

Date Published: & September 2022 Version: 7.0 Page 1 of 6

Reference ID: PRN0008310
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¢) if transmitted by email or ather electronic
means when it becomes capable of being
retrieved by the addressee at the relevant
email or other electronic address.

8.2 A Notice received after 5:00 pm, or on a day that is
not a working day in the place of receipt, is
deemed to be delivered on the next working day in
that place.

C.C.9 Assignment

9.1 The Supplier may not assign any rights under the
Contract without the Customer’s written consent.
To seek consent, the Supplier must provide the
Customer with a Notice, which includes full details
of the proposed assignee and the rights the
Supplier proposes to assign.

9.2 To decline consent, the Customer must provide a
Notice ta the Supplier, setting out its reasons,
within twenty {20) Business Days, or such other
time as agreed between the Parties, of receiving
the Notice seeking consent. Otherwise, the
Customer is taken to have consented.

C.C.10 Subcontracting

10.1 Subcontracting any part of, or the entire Supplier’s
obligations under the Contract, will not relieve the
Supplier from any of its obligations under the
Contract.

10.2 The Supplier must ensure that Subcontractors
specified in the Contract (if any) perform that part
of the Services specified in the Contract. The
Supplier must not subcontract any part of its
obligations under the Contract, or replace
approved Subcontractors, without prior written
consent of the Customer. The Customer’s written
consent will not be unreasonably withheld.

10.3 At the Customer’s request, the Supplier, at no
additional cost to the Customer, must promptly
remaove from involvement in the Contract any
Subcontractor that the Customer reasonably
considers should be removed.

10.4 The Supplier must make available to the Customer
the details of all Subcontractors engaged to
provide the Goads and/or Services under the
Contract. The Supplier acknowledges that the
Customer may be required to publicly disclose
such information.

10.5 The Supplier must ensure that any subcontract
entered into by the Supplier, for the purpose of
fulfilling the Supplier's obligations under the
Contract, imposes on the Subcontractor the same
obligations that the Supplier has under the
Contract (including this requirement in relation to
subcontracts).

C.C.11 Delivery and Acceptance
11.1 The Supplier must provide the Goods and/or

Services as specified in the Contract and meet any
requirements and standard specified in the

Contract.
11.2 The Supplier must promptly notify the Customer if

the Supplier becomes aware that it will be unable
to provide all or part of the Goods and/or Services

specified in the Contract and advise the Customer
when it will be able to do so.

11.3 Any Goods must be delivered free from any
security interest. Unless otherwise stated in the
Contract, Goods must be new and unused. Any
Services must be provided to the higher of the
standard that would be expected of an
experienced, professional supplier of similar
services and any standard specified in the
Contract.

11.4 The Customer may reject the Goods and/or
Services within ten {10) Business Days after
delivery or such longer period specified in the
Contract (“Acceptance Period"), if the Goods
and/ar Services do not comply with the
requirements of the Contract.

11.5 If during the Acceptance Period circumstances
outside the Customer’s reasonable control cause a
delay in the Customer’s evaluation of the
compliance of the Goods and/or Services with the
Contract, the Customer may give the Supplier a
Notice before the end of the original Acceptance
Period, setting out the reason for the delay and the
revised Acceptance Period date (which must be
reasonable having regard to the circumstances
causing the delay).

11.6 If the Customer does not notify the Supplier of
rejection within the Acceptance Period (as
extended if applicable), the Customer will be taken
to have accepted the Goods and/or Services,
though the Customer may accept the Goods
and/or Services saoner. Title to Goods transfers to
the Customer only on acceptance.

11.7 If the Customer rejects the Goods and/or Services,
the Customer must issue a Notice clearly stating
the reason for rejection and the remedy the
Customer requires. No payment will be due for
rejected Goods and/or Services until their
acceptance.

C.C.12 Licences Approvals and Warranties

12.1 At no cost to the Customer, the Supplier must
abtain and maintain all Intellectual Property
Rights, licences or other approvals required for the
lawful provision of the Goods and/or Services and
arrange any necessary customs entry for any
Goads.

12.2 The Supplier must provide the Customer with all
relevant third party warranties.in respect of Goods.
If the Supplier is a manufacturer, the Supplier
must provide the Customer with all standard
manufacturer’'s warranties in respect of the Goods
it has manufactured and supplied.

12.3 To the extent permitted by laws and for the benefit
of the Customer, the Supplier consents, and must
use its best endeavours to ensure that each

. . o -
by the Customer of the Material, even if the use
may otherwise be an infringement of their
Intellectual Property Rights and/or Moral Rights.

C.C.13 Specified Personnel

13.1 The Supplier must ensure that the Specified
Personnel set out in the Contract {if any) perform

Date Published: 5 September 2022

Reference ID: PRN0008310

Version: 7.0
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the part of the Services specified in that item. The

Supplier must ensure that Specified Personnel {if

any) are not replaced without the prior written 15.4
consent of the Customer. The Customer’s written

consent will not be unreasonably withheld.

13.2 Atthe Customer's reasonable request, the
Supplier, at no additional cost to the Customer,
must as soon as reasonably practicable replace
any Specified Personnel that the Customer
reasonably considers:

a) s not perfarming the Supplier's obligations 15.5
under the Contract to the standard or within
the timeframe reasonably required by the
Customer
b) is nota fitand proper person, or
¢) is not suitably qualified to perform the
Services. 15.6

13.3 Any Specified Personnel must be replaced with
personnel that are acceptable to the Customer.

C.C.14 Liability of the Supplier

accordance with the Notice and comply with any
reasonable directions given by the Customer.

In either case, the Supplier must mitigate all loss
and expenses in connection with the termination
or reduction in scope (including the costs of its
compliance with any directions). The Customer will
pay the Supplier for Goods and/or Services
accepted in accordance with C.C.11 [Delivery and
Acceptance] and the Contract before the effective
date of termination or reduction.

If the Customer issues a Notice under this clause,
the Customer will also pay the Supplier for any
reasonable costs the Supplier incurs that are
directly attributable to the termination or
reduction, provided the Supplier substantiates
these costs to the satisfaction of the Customer.

Under no circumstances will the total of all
payments to the Supplier exceed the Contract
Price. The Supplier will not be entitled to loss of
anticipated profit for any part of the Contract not
performed.

14.1 The Supplier will indemnify the Customer for any C.C.16 Termination for Cause

damage claim, cost or loss resulting from any
negligent or wilful breach of its obligations or
representations under the Contract by the Supplier
or its officers, employees, agents or
Subcontractors.

14.2 The Supplier’s obligation to indemnify the
Customer will reduce proportionally to the extent
that the Customer has contributed to the claim,
cost or loss.

14.3 Where the Supplier is a member of a scheme
operating under Schedule 4 of the Civil Law
(Wrongs) Act 2002 (ACT), or any corresponding
Commanwealth, State, Territory or legislation that
limits civil liability arising from the performance of
their professional services, and where that scheme
applies to the Goods and/or Services delivered
under the Contract, the Supplier’s liability under
this clause shall not exceed the maximum amount
specified by that scheme or legislation.

14.4 The Supplier will maintain adequate insurances for
the Contract and provide the Customer with proof
when reasonably requested.

16.1

C.C.15 Termination or Reduction for Convenience

15.1 In addition to any ather rights either Party has
under the Contract,

a) the Customer acting in goad faith, may at any
time, or

b} the Supplier, acting in good faith, may notify
that it wishes to,

terminate the Contract or reduce the scope or

The Customer may issue a Natice to immediately
terminate or reduce the scope of the Contract if:

a) the Supplier does not deliver the Goods
and/or Services as specified in the Contract,
or notifies the Customer that the Supplier will
be unable to deliver the Goods and/or
Services as specified in the Contract

b) the Customer rejects the Goods and/or
Services in accordance with C.C.11 [Delivery
and Acceptance] and the Goods and/or
Services are not remedied as required by the
Notice of rejection

¢} the Supplier breaches a material term of the
Contract and the breach is not capable of
remedy

d) the Supplier does not remediate a material
breach of the Contract which is capable of
remediation within the period specified by the
Customer in a Notice of default issued to the
Supplier, or

e) subject to the Customer complying with any
requirements in the Corporations Act 2001
{Cth), the Supplier:

i is unable to pay all its debts when they
become due

ii. if incorporated - has a liquidator,
receiver, administrator or other
controller appointed or an equivalent
appointment is made under legislation
other than the Corporations Act 2001

quantity of the Goods and/or Services by providing (Cth), or

a Notice to the other Party. ii.  ifanindividual - becomes bankrupt or
15.2 TIhe SUPPIEr iISSUES a Notice under this clause, EMtErs nto an arrangement urnder Part

the Supplier must comply with any reasonable IX or Part X of the Bankruptcy Act 1966

directions given by the Customer. The Contract will (Cth).

terminate, or the scope will be reduced in 16.2 Termination of the Contract under this clause does

accordance with the Natice, when the Supplier has
complied with all of those directions.

15.3 If the Customer issues a Notice under this clause,
the Supplier must stop or reduce work in

not change the Customer’s obligation to pay any
Correctly Rendered Invoice.

Date Published: 5 September 2022 Version: 7.0
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C.C.A7 Supplier Payments

171

17.2

17.3

17.4

If the Supplier is required to submit an invoice to
trigger payment, the invoice must be a Correctly
Rendered Invoice.

The Supplier must promptly provide to the
Customer such supporting documentation and
other evidence reasonably required by the
Customer ta substantiate performance of the
Contract by the Supplier.

Payment of any invoice is payment on account
only, and does not substantiate performance of
the Contract.

If the Supplier owes any amount to the Customer
in connection with the Contract, the Customer may
offset that amount, or part of it, against its
obligation to pay any Correctly Rendered Invoice.

C.C.18 Dispute Resolution

18.1

18.2

18.3

For any dispute arising under the Contract both the
Supplier and the Customer agree to comply with
(a) to (e) of this clause sequentially:

a) both Contract Managers will try to settle the
dispute by direct negotiation

b) if unresolved within five {5) Business Days,
the Contract Manager claiming that there is a
dispute will give the other Contract Manager a
Naotice setting out details of the dispute and
proposing a solution. The date the dispute
Notice is issued will be the date of the Notice
(“Notice Date”)

c) if the proposed solution is not accepted by
the other Contract Manager within five (5)
Business Days of the Notice Date, each
Contract Manager will nominate a more
senior representative, who has not had prior
direct involvement in the dispute. These
representatives will try to settle the dispute by
direct negotiation

d) failing settlement within twenty {20) Business
Days of the Notice Date, the Customer will,
without delay, refer the dispute to an
appropriately qualified mediator selected by
the Customer or, at the Customer’s
discretion, to the chairperson of an
accredited mediation organisation to appoint
a mediator, for mediation to commence
within thirty (30) Business Days of the Notice
Date or such other period as agreed by the
Parties, and .

e) If the dispute is not resolved within sixty {60)
Business Days of the Notice Date, either the
Supplier or the Customer may commence
legal proceedings or, by agreement, continue
the mediation process for a period agreed by
the Parties.

Representativesfor-the-Supplerand-the-Custemer

must attend the mediation. The nominated
representatives must have the authority to bind
the relevant Party and act in good faith to
genuinely attempt to resolve the dispute.

The Supplier and the Customer will each bear their
own costs for dispute resolution. The Customer will
bear the costs of a mediator.

18.4 Despite the existence of a dispute, the Supplier will
continue their performance under the Contract
unless requested in writing by the Customer not to
do so.

18.5 This procedure for dispute resolution does not
apply to action relating to C.C.16 [Termination for
Cause] or to legal proceedings for urgent
interlocutory relief.

C:.C.19 Transition In

19.1 The Supplier must perform all tasks reasonably
required to facilitate the smooth transition of the
provision of the Goods and/or Services from any
outgoing supplier to the Supplier.

C.C.20 Transition Out

20.1 If the Contract expires or is terminated under
C.C.16 [Termination for Cause] the Supplier must
comply with any reasonable directions given by the
Customer in order to facilitate the smooth
transition of the provision of the Goods and/or
Services to the Customer or to another supplier
nominated by the Customer.

C.C.21 Compliance with Law and Policy

21.1 The Supplier must comply with, and ensure its
officers, employees, agents and Subcontractors
comply with all laws applicable to the performance
of this Contract and warrants that it will not cause
the Customer to breach any laws.

21.2 The Supplier must comply with, and ensure its
officers, employees, agents and Subcontractors
comply with any Commonwealth policies relevant
to the Goods and/or Services.

21.3 The Supplier agrees to provide such reports and
other information regarding compliance with
applicable law and Commonwealth policy as
reasonably requested by the Customer or as
otherwise required by applicable law or policy.

21.4 Ifthe Supplier becomes aware of any actual or
suspected breach of the requirements set out in
21.Ato 21.J below, or any other applicable law or
Commonwealth policy, it must:

a) immediately report it to the Customer and
provide a written report on the matter within
three (3) Business Days unless otherwise set
out in these Terms, and

b) comply with any reasonable directions by the
Customer in relation to any investigation or
further reporting of the actual or suspected
breach.

21.A  Access to Supplier's Premises and Records

Al The Supplier must maintain and ensure its
Subcontractors maintain proper business and
accounting records relating to the supply of the
Goods and/or Services and performance of the
Contract.

A.2  The Supplier agrees to provide to the Customer, or
its nominee, access to the Supplier's or its
Subcontractor’s premises, personnel, computer
systems, documents and other records, and all
assistance reasonably requested, for any purpose
associated with the Contract or any review of the
Supplier’s or the Customer’s performance under
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the Contract, including in connection with a D.2  When providing personal information of a natural
request made under the Freedom of Information person under this clause, the Supplier warrants it
Act 1982 (Cth) or an audit or review by the will have obtained the consent of or provided
Australian National Audit Office. reasonable notification to the person in
A3 Unless the access is required for an urgent accordance with the Privacy Act 1988 (Cth).
purpose, the Customer will provide reasonable D.3  Nathing in these clauses limits or derogates from
prior natice to the Supplier. the Supplier’s obligations under the Privacy Act
A4 If requested by the Supplier, the Customer will 1988 (Cth).
reir:l?urse the! Suppl !f*:'fhsugsta:ntiated reasontable 21.E  Confidential Information
cost for complying wi e Customer's request, . .
unless the access is required for the purpose of a E-1 The Supplier agrees not to disclose to any person,
L o L ) other than the Customer, any Confidential
criminal investigation into the Supplier, its officers, . -
Information relating to the Contract or the Goods
employees, agents or Subcontractors. . : : .
] ) and/or Services, without prior written approval
A5 The Sfupplfler mus; not transferh,‘or perrlrlnt thﬁ from the Customer.
transfer of, custody or ownership, or allow the . i . ,
destruction, of any Commonwealth record (as E.2  This obligation WI|‘| not be F)rea.\ched \f/here. '
defined in the Archives Act 1983 (Cth)) without the a) the relevant information is publicly available
prior written consent of the Customer. All (other than through breach of a confidentiality
Commonwealth records, including any held by or non-disclosure obligation), or
Subcontractors, must be returned to the Customer b) the Supplier is required by law, an order of
at the conclusion of the Contract. the court or a stock exchange to disclose the
. . relevant information, but any such request
218 Prwanct 1988 (Cth) Requnrem?nts must be reported by Notice to the Customer
B.1  Inproviding the Goods and/or Services, the without delay and the text of the disclosure
Suppl ier agrees to comply, and to ensure that its _provided in writing to the Customer as soon
offlcelrs, gtmhpifyfg, age/r;ts igg s?&crgntr%ctortst as practicable.
comply wi e Privacy Act and not to ) . .
do anything, which if done by the Customer would E3 I::ﬁgitzr?s: ir;r;agfﬁ(t):rr;y smel gegglsreath:nfsugfller
breach an Australian Privacy Principle as defined in g A » EMployees, & .
that Act Subcontractors to give a written undertaking
' relating to nondisclosure of the Customer’s
21.C Notifiable Data Breaches Confidential Information in a form acceptable to
C.1  If the Supplier suspects that there may have the Customer.
been an Eligible Data Breach in relation to any E.4  The Customer will keep any information in
Persanal Information held by the Supplier as a connection with the Contract confidential to the
result of the Contract, the Supplier must: extent it has agreed in writing to keep such
a) immediately report it to the Customer and specified information confidential.
provide a written report within three (3) E.5 The Customer will not be in breach of any
Business Days, and confidentiality agreement if the Customer
b} carry out an assessment in accordance with discloses the information for the purposes of
the requirements of the Privacy Act 1988 managing the Contract or if it is required to
(Cth). disclose the information by law, a Minister or a
C.2  Where the Supplier is aware that there has been S:g;jnggﬁg?;t:se %ﬁgmirmigé’sor for
an Eligible Data Breach in relation to the . o purp :
Contract, the Supplier must: 21.F Security and Safety
a) take all reasonable action to mitigate the risk F.1  When accessing any Commonwealth place, area or
of the Eligible Data Breach causing serious facility, the Supplier must comply with any security
harm to any individual to whom the Personal and safety requirements notified to the Supplier by
Information relates the Customer or of which the Supplier is, or should
b) take all other action necessary to comply with reasonably be aware. The Supplier must ensure
the requirements of the Privacy Act 1988 that its officers, employees, agentsand
{Cthy, and Subcontractors are aware of, and comply with,
c) take any other action as reasonably directed suc‘h security and safety requirements. .
by the Customer. F.2  If directed by the Customer, the Supplier and its
. officers, employees, agents and Subcontractors
21.D  Personal Information are required to undertake a security briefing prior
D1~ The SUppier agrees 1o provide the CUStomer,; or its - twobeingabtetowork inside aCarmmonweattr
nominee, relevant information {including personal office, area or facility.
information) refating to the Supplier, its officers, F.3  The Supplier must ensure that all information,
employees, agents or Subcontractors, for the material and property provided by the Customer for
purposes of preventing, detecting, investigating or the purpases of the Contract is protected at all
dealing with a fraud or security incident relating to times from unauthorised access, use by a third
a Contract. party, misuse, damage and destruction and is
returned as directed by the Customer.
Date Published: 5 September 2022 Version: 7.0 Page 5 of 6
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F.4  The Supplier acknowledges that unauthorised
disclosure of security-classified information is an
offence. Legislation (including the Criminal Code
Act 1995 (Cth)) contains provisions relating to the
protection of certain information and sets out the
penalties for the unauthorised disclosure of that
information.

21.G  Criminal Code

G.1 The Supplier acknowledges that the giving of false
or misleading information to the Commonwealth is
a serious offence under section 137.1 of the
schedule to the Criminal Code Act 1995 (Cth).

G.2 The Supplier must ensure that its officers,
employees, agents and Subcontractors engaged in
connection with the Contract are aware of the
information contained in this clause.

21.H Fraud

H.1  The Supplier must take all reasonable steps to
prevent and detect Fraud in relation to the
performance of this Contract. The Supplier
acknowledges the occurrence of Fraud will
constitute a breach of this Contract.

H.2  If an investigation finds that the Supplier or its
officers, employees, agents or Subcontractors
have committed Fraud, or the Supplier has failed
to take reasonable steps to prevent Fraud, the
Supplier must reimburse or compensate the
Customer in full.

21.1 Taxation

.1 The Supplier agrees to comply, and to require its
subcontractors to comply, with all applicable laws
relating to taxation.

21  Public Interest Disclosure

J.1  The Supplier must familiarise itself with the Public
Interest Disclosure Act 2013 (Cth) and
acknowledges that public officials, including
service providers and their Subcontractors under a
Commonwealth contract, who suspect wrongdoing
within the Commonwealth public sector may raise
their concerns under the Public Interest Disclosure
Act 2013 (Cth).

1.2 Information for disclosers is available at
bhttps://www.ombudsman.gov.au/Our-
respansibilities/makin isclasure.

N7
OSC)
%’ BY NG ND
The Commonwealth Contract Terms
are licensed under the Creative Commons
Attribution-NonCommercial-NoDerivatives 4.0
International License (CC BY NC ND 4.0 INT).
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Glossary
In the Commonwealth Contracting Suite (CCS):

“Additional Contract Terms" means the terms and conditions set out in the section of the Approach to Market, RFQ or
the Contract as relevant with the heading ‘Additional Contract Terms'.

“Additional DoSO Terms” means the terms and conditions set out in the section of the DoSO with the heading ‘Additional
DoSO Terms'.

“Approach to Market" or “ATM" means the notice inviting Potential Suppliers to participate in the relevant procurement.

“Black Economy Policy” means the Black economy - increasing the integrity of government procurement: Procurement

connected policy guidelines March 2019 available at https://treasury.gov.au/publication/p2019-t369466.

“Business Days" means a day that is not a Saturday, a Sunday or a public holiday or bank holiday in the place
concerned, as defined by the Corporations Act 2001 (Cth), and also excludes the period between Christmas Day and
New Year's Day.

“Closing Time"” means the closing time and date as specified in the Approach to Market.

“Commonwealth Contracting Suite” or “CCS” means the suite of proprietary documents developed for Commonwealth
procurements.

“Commonwealth Procurement Rules” means the legislative instrument issued by the Finance Minister under section
1058 of the Public Governance, Performance and Accountability Act 2013 {PGPA Act), which establishes the framework
under which entities govern and undertake their own procurement.

“Confidential Information” means any information that any Party does not wish to be shared outside those involved in
the Contract or Standing Offer Arrangement. It can include anything that has been acquired, developed or made
available to any of the Parties in the course of the relationship between the Parties. It includes, but is not limited to,
information:

a) specifically identified as confidential in the Contract or DoSO

b) where disclosure would cause unreasonable detriment to the owner of the information or another party, or

¢) where the information was provided under an understanding that it would remain confidential.

“Conflicts of Interest” means any real or apparent situation where the personal interests of the Supplier, its officers,
employees, agents or Subcontractors could improperly influence the Supplier's performance of the Contract or DoSO as
relevant.

“Contract” means the documents (specified in the Commonwealth Contract Terms or the Commonwealth Purchase
Order Terms as relevant) as executed or amended from time to time by agreement in writing between the Supplier and
the Customer.

“Contract Details Schedule” means the section in a Contract issued under the DoS0 with the heading ‘Contract Details
Schedule’.

“Contract Manager' means the ‘Contract Manager’ for the Customer or Supplier representative (as relevant) specified in
the Contract.

“Contract Price” means the maximum contract price specified in the Contract, including any GST component payable,
but does not include any simple interest payable on late payments.

“Correctly Rendered Involce” means an invoice that:

a) s correctly addressed and includes any purchase order number or other Customer reference advised by the
Customer’s Contract Manager and the name and specified contact details of the Customer’s Contract Manager

b) relates only to the Goods and/or Services that have been accepted by the Customer in accordance with the
Contract or a payment or milestone schedule identified in the Contract

c) s correctly calculated and charged in accordance with the Contract

d) isfor an amount which, together with previously Correctly Rendered Invoices, does not exceed the Contract
Price, and

e} isavalid tax invoice in accordance with the GST Act.

“Customer” means the party specified in the Contract as the Customer.

“Deed of Standing Offer” or “DoS0" means the documents (specified in the Commaonwealth DoSO Terms) as executed or
amended by agreement in writing between the Lead Customer and the Supplier.

“Delivery and Acceptance” means the process by which Goods and/or Services are delivered to the Customer and
accepted by the Customer as meeting the terms specified in the Contract.

Date Published: 5 September 2022 Version: 4.0 Page 1 of 4
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“DoS0 Manager” means the ‘DoS0O Manager' for the Lead Customer or Supplier representative {as relevant) specified in
the DoSO.

“Electronic invoicing” or “elnvoicing” means the automated exchange of invoices directly between the Customer and
Supplier's software or financial systems via the Peppol network, as long as both Parties are Peppol elnvoicing enabled.

“Eligible Data Breach” means an ‘Eligible Data Breach’ as defined in the Privacy Act 1988 (Cth).
“End Date” means the date specified in the Contract or DoSO (as relevant) on which the agreement ceases.

“Fraud” means dishonestly obtaining a benefit from the Commaonwealth ar causing a loss to the Commonwealth by
deception or other means and includes alleged, attempted, suspected or detected fraud.

“General Interest Charge Rate” means the general interest charge rate determined under section 8AAD of the Taxation
Administration Act 1953 (Cth) on the day payment is due, expressed as a decimal rate per day.

“Goods and/or Services" means:
a) the Goods and/or Services and any Material, and
b) all such incidental Goods and/or Services that are reasonably required to achieve the Requirement of the
Customer,
as specified in the Contract and, where relevant, offered under a Standing Offer Arrangement.

“GST" means a Commonwealth goods and services tax imposed by the GST Act.
“GST Act” means A New Tax System (Goods and Services Tax) Act 1999 (Cth).

“Indigenous Procurement Policy” means the procurement connected policy as described at the National Indigenous
Australians Agency website https://www.niaa.gov.au/resource-centre/indigenous-affairs/indigenous-procurement-palicy.

“Intellectual Property Rights” means all intellectual property rights which may subsist in Australia or elsewhere, whether
or not they are current or future or registered or capable of being registered, including without limitation in relation to,
copyright, designs, trade marks {including unregistered marks), business and company names, domain names,
databases, circuit layouts, patents, inventions, discoveries, know-how, trade secrets and confidential information, but
excluding Moral Rights.

“Lead Customer” means the party specified in the DoSO as the Lead Customer.

“Material” means any material used or brought into existence as a part of, or for the purpose of producing the Goods
and/or Services, and includes but is not limited to documents, equipment, information or data stored by any means.

“Moral Rights" means the rights in Part IX of the Copyright Act 1968 (Cth), including the right of attribution, the right
against false attribution and the right of integrity.

“Notice” means an official notice or communication under the Contract or DoSO (as relevant) in writing, from one
Contract or DoSO Manager to the other Contract or DoSO Manager (as the case may be), at the postal address, or email
address, or facsimile number set out in the Contract or DoSO or as notified by the relevant Party.

“Peppol” means the Pan-European Public Procurement On-Line framework as described at the Australian Taxation Office

website https://softwaredevelopers.ato.gov.au/elnvoicing.

“Party” or “Parties” means (as relevant) the Customer and Supplier specified in the Contract or the Lead Customer and
Supplier specified in the DoSO.

“Personal Information” means information relating to a natural person as defined in the Privacy Act 1988 (Cth).

“Potentlal Customer” means an Australian Government entity that is identified within the DoSO as being able to use the
Standing Offer Arrangement.

“Potential Supplier” means any entity who is eligible to respond to an ATM.

“Pricing Schedule” means a schedule of maximum pricing rates that a Supplier can offer in an RFQ for Goods and/or
Services as set out in the DoSO. '

“Public Interest Certificate” means a certificate issued under section 22 of the Government Procurement (Judicial
Review) Act 2018 (Cth).

“Referenced Material” means any materials referenced in the ATM, in_cl—udlng but not limited to, reports, plans, drawings
or samples.

“Request for Quote” or “RFQ" means any notice inviting quotations to provide specific Goods and/or Services under the
DoS0.
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“Required Capabilities” means:
a) inthe DoSO ATM, the description of the Lead Customer's required Goods and/or Services. These may be
categorised into several descriptions of Required Capabilities.
b) in the DoSO, the description of the Goods and/or Services that a Supplier is approved to offer.

“Requirement” means the description of the Goods and/or Services in:
a) for the purposes of the Commonwealth ATM Terms, the section of the Approach to Market with the heading ‘The
Requirement’
b) for the purposes of the Commonwealth Contract Terms, the section of the Contract with the heading ‘The
Requirement’, or
c) forthe purposes of the Commonwealth Purchase Order Terms, the Customer’s purchase order or similar
ordering document setting out the Goods and/or Services.

“Response” means information provided by a Potential Supplier or Supplier demonstrating their capacity and capability
to:

a) provide the Requirement under the ATM or Request for Quote, or
b) meet a Required Capability under the DoSO ATM.

“Satisfactory" in relation to the Black Economy Policy only, means the Statement of Tax Record meets the conditions set
outin Part 6.b of the Black Economy Policy or, if the circumstances in Part 6.c of the Black Economy Policy apply, the
conditions set out in Part 8 of the Black Economy Policy.

“Specified Personnel” means personnel specified in the Contract, or who are accepted by the Customer in accordance
with clause C.C.13 [Specified Personnel].

“Standing Offer Arrangement” means the DoSO arrangement, any Contract that is executed under the DoSO and any
other document that applies to it.

“Standing Offer Details" means the section of the DoSO with the heading ‘Standing Offer Details'.
“Statement of Requirement” means the section of the Approach to Market with the heading ‘Statement of Requirement'.

“Statement of Tax Record” means a statement of tax record issued by the Australian Taxation Office following an

application made in accordance with the process set out at https://www.ato.gov.au/Business/Bus/Statement-of-tax-
record/?page=1#Requesting an STR.

“Statement of Work” means the section or schedule of the Contract (as the case may be) with the heading ‘Statement
of Work'.

“Subcontractor” means an entity contracted by the Supplier to supply some or all of the Goods and/or Services required
under the Contract.

“Supplier” means a party specified in the Contract or the DoSO as the Supplier.

“Valid" in relation to the Black Economy Policy only, means the Statement of Tax Record is valid in accordance with Part
7.e of the Black Economy Palicy.
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Interpretation

In the Commonwealth Contracting Suite, unless stated otherwise:

a) if any word or phrase is given a defined meaning, any other part of speech or other grammatical form of that
word or phrase has a corresponding meaning

b) words in the singular include the plural and words in the plural include the singular

c) the words ‘including’, ‘such as’, ‘particularly’ and similar expressions are not used as and are not intended to be
interpreted as words of limitation

d) a reference to dollars is a reference to Australian dollars

e) a reference to any legislation or legislative provision includes any statutory modification, substitution or re-
enactment of that legislation or legislative provision

f) clause headings are for reference only and have no effect in limiting or extending the language of the terms to
which they refer, and

g) the following clause references used in Commonwealth Contracting Suite documents refer to that section or
part of the relevant CCS document listed in the table below:

Clause Reference Section / Part CCS Document

AA.IX] Statement of Requirement CCS Approach to Market (ATM)

AB.[x] Commonwealth Approach to Market (ATM) Terms

A.C.[X] Additional Contract Terms

C.A[x] Statement of Work Commonwealth Contract

C.B.[x] Additional Contract Terms

C.C.[x] Commonwealth Contract Terms NOTE: Where relevant, this aiso forms part of a Contract
- formed under a DoSO.

P.C.Ix] Commonwealth Purchase Order Terms Commonwealth Purchase Order Terms

DA[X] CCS DoSO ATM CCS Deed of Standing Offer (DoSO)

D.B.[X Commonwealth DoSO ATM Terms

D.C.Ix DoSO ATM Response Form

D.D.[x CCS DoSO

D.D.3(x) Additional DoSO Terms

D.E.[X Commonwealth DoSO Terms

R.A.[X Schedule 1 - Statement of Work CCS DoSO RFQ and Contract

R.B.[X Schedule 2 - Additional Contract Terms :

R.C.[x] Schedule 3 - Supplier’s Response Form

R.D.[x] Contract Details Schedule
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The Parties agree that by signing this Commonwealth Contract — Services, they enter into a Contract
comprising:

a) Additional Contract Terms (if any)

b) Statement of Work

c¢) Commonwealth Contract Terms

d) Commonwealth Contracting Suite Glossary and Interpretation
e) Contract Annex 1 — Supplementary Information (if any).

EXECUTED as an Agreement

Signed for and on behalf of the Commonwealth of Australia as represented by Department of Home
Affairs

ABN 33 380 054 835 by its duly authorised delegate in the presence of

Signature of witness

Name of witness |irint|

Signature of delegate
L/
Name of delegate (print)

SAFTIHELS e M

Position of delegate (print)

ASSISTANT S (CrETACT (e 7olcs £ AT

Date:
(F OqToRER 2027

Executed by Internet 2.0 ABN 17 632 726 946 in accordance with Section 127 of the Corporations Act
2001:

Signature of director Signature of company secretary

Name of director (print) Name of company secretary (print)

Date: 17 Oct 2022
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Report Title: Procurement Enquiries & Services Details

Run Date and Time:
Run by:

Table name: u_proc_enquiry

Procurement Enquiries & Services

PRNO0008310

Number:

Requestor:

Requestor Business phone:
Requestor Email:
Requestor Cost center:

Requestor Description:

Short description of enquiry:
Requesting advice on commencing a research procurement

Additional information:

11-09-2024 09:12:54 Australian Eastern Standard Time (New South Wales)

Priority: 4 - Low

Status: Closed

On hold reason:

Escalated: false

Assignment group: Tech and Cyber Security
Assigned to: s, 22(1)(a)(ii)

The Secretary and Deputy Secretary SNR wish to commission a cyber security firm, Internet 2.0, to pull together a research package worth $250,000 on
ransomware/malicious cyber actors to be used as part of our involvement in the Counter Ransomware Initiative. The research needs to be completed in the
next month (can provide more information on dates). The firm in question has unique capabilities and will be able to accomplish the tasking in a short
timeframe without issue, something not possible from government partners at this time. Appreciate advice on how to commence would be appreciated. We
will begin filing out the complex procurement plan document, but as the team is broadly unfamiliar with procurement and time is of the essence, wanted to

flag in advance so we can get the ball rolling. Appreciate your advice.

Procurement details

Procurement type: Procurement (Other)

Procurement group: Strategic Initiatives
Procurement category: Procurement

Advice about conducting/progressing
a procurement

Procurement subcategory:

Proposed procurement methodology: Exempt procurement

Estimated procurement value (AUD 250000

inc. GST):

Estimated contract duration:

Information classification

edom of Infor

Information classification: Official

Personal - Privacy: false
Legal - Privilege: false
Legislative - Secrecy: false

Sub class: No Caveat required

Work notes list:

Work notes:

Estimated procurement timeframe: 1 - 3 months
Procurement team members: NIL

Politically sensitive: No

Service Offering Level:

Cost centre:

WBS code:

TRIM reference: ADF2023/2309140

Parent enquiry:

Home Affairs
on Act 1982

he Departme

Watch list:

Releasad
under the

11-09-2024 09:12:54 Australian Eastern Standard Time (New South Wales)
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18-10-2022 16:55:19 - s:22(1)(@)(ii) | (Work notes)
Contract has been executed. Procurement is finalised.

Have spoken to the business area and requested additional information re the proposed research project. Considering applying Exemption 6.

Additional comments:

Hi 4781
[
Apologies for the delayed reply. See attached Draft CCS Contract for your review and attention.
Please give me a call when you're free to discuss.
Many thanks,
[

HS47F()
As discussed, see attached, Draft ATM for your review and attention. Note section A.A.5 Complaints, please insert details.
Happy to discuss if you need any further assistance.

Thanks,

[

13-09-2022 09:41:54 - S47F(1)  (Additional comments)
As part of the deliverables being prepared for the Australia-led Counter Ransomware Initiative (CRI) Disruption Working Group’s (DWG) participation in the
CRI Summit to take place in Washington DC on 31 October — 1 November 2022, the Department of Home Affairs is looking to commission an Australia
company, Intemet 2.0, to develop targeting products which could be shared with CRI partners to enable joint disruptions. The packs would draw fro@ Co
information available outside of classified intelligence, which would be able to be shared more widely with Disruption Working Group members and Qergcame
some issues we have encountered related to the sharing of threat information in a large multilateral fora.

me
n Act

Internet 2.0 has unique capabilities and expertise with regards to ransomware, and has previously approached Home Affairs to showcase their pro@ts_
With the CRI Summit rapidly approaching, their proven track record and ability to conduct research in the required timeframes, noting the operational. -
capacity of AFP/ASD, allows the government to maintain focus on operational equities while meeting our requirements in the CRI forum.

ento
ormatio

Resolution
o O
Resolution notes: v g
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>
2
©
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—
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L
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11-09-2024 09:12:54 Australian Eastern Standard Time (New South Wales)
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From:

To:

Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable) [SEC=OFFICIAL]
Date: Wednesday, 19 October 2022 7:45:04 AM

Attachments: Amy TRANG 2022-10-17 10-38-52-604.pdf

OFFICIAL
o
See attached for your records — let me know if you need anything else.

Cheers,

OFFICIAL

From:|  s.22(1)(@)())  @homeaffairs.gov.au>

Sent: Tuesday, 18 October 2022 5:13 PM

To:| S47F(1) | S47F(1) @HOMEAFFAIRS.GOV.AU>

Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]

OFFICIAL
i
Please disregard my earlier email.

See attached, reviewed delegate approval, if you haven’t finalised already. Could | please get a
final copy.

Thanks again,

OFFICIAL

From:| SA47F(1) | S47F(l) @HOMEAFFAIRS.GOV.AU>

Sent: Friday, 14 October 2022 1:14 PM

o NN SU22(D) @) Chomes tais gov.u>

Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]

OFFICIAL

Hi

Released by the Department of Home Affairs
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Grateful if you could review my input, tell me what else | need to add, and advise what should be

send alongside this to my FAS (the delegate).
Happy to chat — give me a call whenever suits.

Cheers,

From: [SH 22(D) (@) G homeatiirs covau>

Sent: Friday, 14 October 2022 12:26 PM

To:[ SA47F(1) | S.47F(1) @HOMEAFFAIRS.GOV.AU>

Subject: RE: For Review and Input: Draft Research Contract (please action as soon as practicable)

[SEC=0OFFICIAL]

OFFICIAL
See attached, Complex Delegate Approval form for your attention.
Happy to discuss if you need any further assistance.

Thanks again,

OFFICIAL

OFFICIAL

From:| S.A47F(1) </ S.47F(1) @HOMEAFFAIRS.GOV.AU>

Sent: Friday, 14 October 2022 9:00 AM

Tos I SH22(D)(@ I @homeaitais cov >

Subject: FW: For Review and Input: Draft Research Contract (please action as soon as
practicable) [SEC=OFFICIAL]

OFFICIAL
HEEEEE,
For your awareness — grateful if we could sync later on the next steps.

Kind regards,

Released by the Department of Home Affairs
under the Freedom of Information Act 1982
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OFFICIAL

From: [ S AT (1)

Sent: Friday, 14 October 2022 8:53 AM

To: 8 22M)@)() @homeaffairs.gov.au>; | S.4TF(L)

_@HOI\/IEAFFAIRS GOV.AU>

cc i o tonatais o> ST M
Subject. Re: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=0OFFICIAL]

Hello347F®

Please find the attached Draft, now with the previously highlighted sections containing our
input.

We are satisfied with the ATM proposal (sent Wed 12/10) and have submitted the ATM
proposal this morning to the designated TNS email address.

Regards,

Chief Security Officer & VP Advanced Practices, Internet 2.0
Level 2, 16 National Circuit, Canberra ACT 2600 | 211 N Union St, Suite 100, Alexandria, VA,
22314

wonw nternet2-0.con | SR

Trusted | Resilient | Secure

From: 8: 22(1)@)(i) @homeaffairs.gov.au>

Sent: 13 October 2022 15:08

e saTRQ) . sawm@)
Cc: 8 22(D@)([) @homeaffairs.gov.au>; | SATF(L)

PSHATE(@)N @HOMEAFFAIRS.GOV.AU>; NS R(Z)IN @homeaffairs.gov.au>

Subject: For Review and Input: Draft Research Contract (please action as soon as practicable)
[SEC=OFFICIAL]

OFFICIAL
W SATRQ)

Please see attached for your review and consideration a draft contract as part of an approach to
market. Any concerns you have with the contract, please let me know with any mark-up or
changes as soon as practicable and we will review. | have highlighted sections in yellow for your
input.

Released by the Department of Home Affairs
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As this is a draft contract, you are not required to sign or action the last page at this stage.

Once Internet 2.0 has indicated they are satisfied with the approach to market proposal (sent
Weds 12/10), have reviewed and provided input into the attached contract, and sent through an
updated proposal (as discussed with David Dennison on the phone earlier today), | will progress
further.

Any questions, please let me know.

Kind regards,

S.47F(1)

S.47F(1)
a/g Senior Policy Officer, Cyber Strategic Response Policy

Cyber Policy and Strategy Branch | Cyber, Digital and Technology Policy Division
Department of Home Affairs

P: S.47F(1) M: S.47F(1)

E:[ S.47F(1) @homeaffairs.gov.au

OFFICIAL

Important Notice: The content of this email is intended only for use by the individual or
entity to whom it is addressed. If you have received this email by mistake, please advise
the sender and delete the message and attachments immediately. This email, including
attachments, may contain confidential, sensitive, legally privileged and/or copyright
information.

Any review, retransmission, dissemination or other use of this information by persons or
entities other than the intended recipient is prohibited. The Department of Home Affairs
and ABF respect your privacy and have obligations under the Privacy Act 1988.

Unsolicited commercial emails MUST NOT be sent to the originator of this email.



Complex Procurement
PGPAAs23 Delegate
Approval

Intelligence Summary into the Ransomware Software Ecosystem
through surveillance of Initial Access Brokering platforms
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SECTION 1 - DETAILS OF PROCUREMENT AND REQUESTING OFFICER

Name:

Phone:

Email Address: | S 47} \@homeaffairs.gov.au

Group/Branch/Section: Cyber Strategic Response Policy Section, Cyber Policy and Strategy Branch,
Cyber Digital and Technology Policy Division, Strategy and National Resilience Group

Procurement project title: Intelligence Summary of the Ransomware Software Ecosystem

Description of the goods/services to be procured: An intelligence summary of the ransomware

software ecosystem through surveillance of initial access brokering platforms, and a technical analysis of

available ransomware samples to connect this software across all digital infrastructure.

Term of contract Estimated commencement date: 19/10/2022
Estimated end date: 18/11/2022

Options to extend: No extension options are available.

Contract Value: $307,800.00 (GST Exclusive)
$338,580.00 (GST Inclusive)
FY2022-23: $338,580.00
FY2023-24: $0
FY2025-25: $0

SECTION 2 - BACKGROUND TO THE PROCUREMENT

Was a Procurement Plan and Spending Proposal [C] NO - Provide details of why not:

i ?
previously endorsed Xl YES — Date of approval and/or file reference:

Refer Attachment A

Has a Funds Availability Sign-Off been X YES Funds Availability Sign-Off confirmed
undertaken? Name and signature of cost centre manager /
project manager:

Name:
Signature:

<] Written confirmation from GFP team or AS
MAB is at Attachment B

Released by the Department-of Home Affairs
under the Freedom of Information Act 1982
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Cost Centre Code/WBS: Cost Centre 13695

OPEX (GST exclusive) CAPEX (GST exclusive)
$000 FY2022-23 $nil FY N/A
$000 FY2023-24 $nil FY N/A
$000 FY2025-25 $nil FY N/A
Will foreign exchange rates apply to this procurement? [] YES - Currency
XI NO
Will the procurement result in ownership of an asset? OYES
HKNO
If No: CIYES

Will the procurement result in the right to control the use
of an asset, dedicated for use by the Department, for a
period over 12 months?

INO

Is the intent of this ICT Procurement to enter into, or [[] YES — The ICT procurement delegate will

vary contractual arrangements with SAP, Oracle or need to obtain approval from the Digital
IBM? Transformation Agency in accordance with
Corporate Services Investment Moratorium
2016/24
I NO

Is the arrangement (contract) for ICT Hardware, ICT X NO

ices?
Software and/or Cloud Services? [ YE&-Approval israaired foman

appropriate PGPAAs23(3) — ICT procurement »
delegate = B
g g o
Is the Procurement for a Sponsorship? [] YES - refer to procurement guidance in too@? :
templates & guidance library on Procurement, &
Property and Contracts Division (PP&C) intranet |~
pages qI_ g
O |G
X NO o |S
e
Does the arrangement (contract) involve Official I NO g %
I;f?;tzllédomesnc or international) by a department [] YES —A separate delegation applies for this% :
' Provide details of PGPAAs23(3) — travel delegate. |
and their approval: g é
Delegate: QS
bl 1S

-
A L
Approval details: - |Y
% i
© G
QLo
L C
o S

Complex Procurement PGPAAs23 Delegate Approval Page 3 of 7
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Does the arrangement (contract) involve Official X NO

— . ot
Hospitality involving department officials? ] YES — A separate delegation applies for this.

Provide details of PGPAAs23(3) — hospitality
delegate and their approval:

Delegate:

Approval details:

Does the arrangement (contract) involve the X NO
department providing an indemnity, guarantee or

Wartainty 1o the Coritractor? [ 1 YES — A separate delegation applies for this

and advice should be sought. Please attach
advice from Procurement and Contracts Support
Branch (PCSB) if the arrangement relates to
venue hire, or Commercial Employment and
Information Law Branch for all other
arrangements with contingent liability
(corporate.legal@homeaffairs.gov.au). Provide
details of the PGPAAs6G0 delegate and their
approval:

Delegate:

Approval details:

Is this procurement for Consultancy Services? X NO

[C] YES — The consultancy must be reported with
only one of the following three reasons. If there are
multiple reasons, you should select the most
appropriate reason:

[[] need for independent research or

[] there are discounts associated with makin
the prepayment

v
assessment =N
SO (%0
[] need for specialised or professional skills "'5: 9—1
[ skills currently unavailable within the oS
Department. g Sk
<
= =g [<)
Does the arrangement (contract) involve X NO = g
?
prepayments: over $20,0007 [[] YES — The prepayment is $<insert dollar = g
value(s)>. Prepayments are usually not supported® &
unless (select and complete as appropriate): E =
-
[] it is industry practice to require payment in 8 o
advance -
[[] there are benefits derived by making the %
prepayment Q
e
L
Q
=
4
L -
Q
-
c
>

Released by’the De
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[_] acceptability of the associated risks and any
mitigation strategies (e.g. financial
undertaking/parent company guarantee).

[] other (please specify):

Did the evaluation process depart from the X NO - there were no issues
approved evaluation plan in any way, were there
any conflicts of interest identified throughout the
procurement process or were there any other ethical
or probity issues encountered?

[] YES - please attach details including any
mitigations adopted:

Is this procurement for equipment using x-ray, laser, [ | YES — The procurement may need approval

ultraviolet or other radiation sources or radioactive from the Australian Radiation Protection & Nuclear

material? Safety Agency. Please contact the Radiation
Safety Management team
radiationsafetymanagement@homeaffairs.gov.au

X NO

SECTION 3 - PROCUREMENT METHOD

Please select the procurement method that was applied:

[] Procurement from an indigenous Procurement from a SME with at least 50 per cent
enterprise under the Indigenous Procurement Indigenous ownership, under the Indigenous Procurement
Policy Policy including applying exemption 16 under Appendix A

of the Commonwealth Procurement Rules (CPRs)

[C] Open approach to the market [] Publicly advertised on AusTender
[] Panel or other existing arrangement

[[] Shortlist from an initial open approach to the market
such as an EOI

[[] Limited tender [] YES - Confirm endorsement for Limited tender from
the CPO via the Procurement and Contracts Support
Branch

X] Exemption under Appendix A [X] YES - Confirm written endorsement provided by

Procurement and Contracts Support Branch

Written endorsement is provided at Attachment C.

SECTION 4 — CHILD SAFETY

Will the procurement activity involve

S ; : 3 YES
providing services directly to children or
contact with children by the Department [] Confirm that a full child safety risk assessment has
and/or service provider? been undertaken, and the service provider's child safety

obligations have been included in the agreement.

[[] Confirm that the Child Wellbeing Branch has been
notified by emailing
childwellbeingoperations@homeaffairs.gov.au

Reldased by the Department of Home Affairp
under the Freedom of Information Act 1982
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Delegate:

Signature :
X] NO — Move to Section 5

SECTION 5 - VALUE FOR MONEY

Confirm the spending will be a proper use of public resources and represents value for money as follows:

By directly engaging Internet 2.0 through contractual agreement(s), the Department of Home Affairs (the
Department) will be able to immediately engage Internet 2.0, which can subsequently begin research and
development into the ransomware software ecosystem.

Ransomware is a serious national security threat to Australian interests, impacting government, industry,
and individuals across the nation. Our involvement in the United States-led Counter Ransomware
Initiative, and our leadership of the Initiative’s Disruption Working Group, is a crucial part of the Australian
Government’s approach to preventing, mitigating, and disrupting the threat posed by ransomware to the
national interest. At the Counter Ransomware Initiative Summit in Washington DC to take place on 31
October — 1 November 2022, Australia has committed a number of deliverables on behalf of the Disruption
Working Group, and Internet 2.0's expertise and reliability is required to acquit one of these in the limited
time available before the Summit.

Internet 2.0 has significant experience researching and addressing ransomware. Their proposal is based
on a larger multiple phase strategy intended to outline a program required to investigate ransomware.
Internet 2.0 have previously worked with Australian Government and other international government
partners and have undertaken prior research projects into ransomware and other forms of malware. The
proposed research would leverage this experience, applying it to a national security context appropriate
for the multilateral forum in which it will be shared.

Internet 2.0 will produce an intelligence summary of the ransomware software ecosystem through
surveillance of initial access brokering platforms, and a technical analysis of available ransomware
samples to connect this software across all digital infrastructure. By delivering unclassified, open-source
intelligence from a world-class cyber security firm, Australia will support international collaboration while
also addressing the challenges associated with sharing more sensitive threat information in larger
multilateral fora. The sharing of sensitive and/or classified threat information is difficult for the Department
and domestic intelligence and operational partners, particularly with the full list of Counter Ransomware
Initiative members. The Internet 2.0 summary will be produced using information that would be readily
available and actionable, as needed, to all Counter Ransomware Initiative members.

Negotiation and mutual agreement on what research priorities to focus on, and particulars of the funding
proposals (including evaluation of alignment with departmental priorities), will occur prior to and be included in
each discrete research agreement the Department enters into with Internet 2.0.

SECTION 6 - PGPAAs23(3) DELEGATE APPROVAL

The Public Governance, Performance and Accountability Act 2013 PGPAAs23(3) provides me with
the power to approve commitment of relevant money for goods and/or services.

As the delegate, I:

epartment of Home Affairs

1. approve spending up to the amount of $338,580.00 (Inclusive GST) relating to the engagement of &2
Internet 2.0 for the provision of an intelligence summary into the ransomware software ecosystem
through surveillance of initial access brokering platforms. ;

2. confirm that the funding is available for the contract value GST Exclusive of $307,800.00.

under the Freedom of Information Act 1982

Released by the
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3. confirm that risks identified in the Procurement Plan and Spending Proposal have been addressed
and will be managed;

4. confirm the spending be a proper use of public resources and represents value for money as follows
in Attachment A Evaluation Report:

5. note the draft contract at Attachment D (if Applicable); and

6. Contingent Liability Approval (Not Applicable)

O 1 approve the granting of the contingent liability present in the proposed arrangement on the basis that
the likelihood of the event occurring is remote and the most probable expenditure that would need to be
made in accordance with the arrangement, if the event occurred, would not be significant.

O 1 confirm that | am acting in accordance with the Finance Ministers Delegations, Department’s
Accountable Authority Instructions and within the limits of my PGPAAs60 delegation.

Comments (if any): N/A

Signature:
, Alg Deputy Secretary Strategy and National Resilience Group

Date: ‘gctober 2022

Attachments

Attachment A: Complex Procurement Plan

Attachment B: Funds Availability Calculation Sheet
Attachment C: Endorsement of Exemption under Appendix A
Attachment D: Draft Contract

Attachment E: Evaluation Report

Attachment F: Risk Assessment
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