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Expansion or definition

Application programming interface

30(1), 34(1)(b), 34(4)(a)(ii) I

30(1), 34(1)(b), 34(4)(a)(ii) I

30(1), 34(1)(b), 34(4)(a)(ii) I

34(1)(b), 34(4

30(1), 34(1)(b), 34(4)(a)(ii) _]I

IS IIS Partners and Informction Inteyrity Salutiuns Pty Ltd
IPP Information Privecy Princiizles in th PDPA

4(1)(b), 34 3001, 34(1)0). ?i;_nxii) a

JVO The DTF’s Joint Verture Operator for VicRoads
MVP Minimurn Viak'e Product

oviIC Chice of the Victo.'an Information Commissioner
PDPA Privacy and [Dal= Protection Act 2014

PIA Privacy impact Assessment

QR Code Quick Response Code

R&L Registration & Licensing

The DTP Department of Transport and Planning

VPDSF Victorian Protective Data Security Framework
VPDSS Victorian Protective Data Security Standards
VicPol Victoria Police
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1.  Executive summary

The Department of Transport and Planning (the DTP), its Joint Venture Operator VicRoads (JVO) and
Service Victoria are working to bring digital driver licences (DDLs) to Victorian residents. The DDL will be
made available both through the myVicRoads and the Service Victoria platforms and apps. A DDL will
allow a licence holder to access an electronic version of their licence on a mobile device and present it in
place of the physical licence.

The first phase of the DDL Project is to produce a Minimum Viable Product (MVP), which would be a
replication of the data and attributes from the existing Victorian di-‘er licence to a digital credential in
either the myVicRoads app or the Service Victoria digital wallet. The first release will be tested through an
external pilot (early release program) with three primary use zasas:

e Entitlement to drive

®  Proof of identity

® The customer is over 18.

The DDL products will draw on the JVO’s drivzr iicence registry, which replicates the DTP’s holding of
registration and licencing (R&L) data, and wnicii it oparates o nehalf of the DTP. The quantity and
sensitivity of personal information involvea means .= privacy impacts of the DDL Project need to be
carefully examined.

The DTP has engaged IIS Partnerz (nS) to conduct two Privacy Impact Assessments (PIAs) on the first
phase of the DDL Project. This P15 focussas on the /O and its roles in delivering the DDL project for the
external pilot and for the full DL rollout, axperied in 2024. A separate PIA will update the June 2022 PIA
of Service Victoria’s DDL ao2

The scope of the PIA ccvars privacy risks associated with:

® The back-end integration to the «river licence registry, including APls, for both products
® The design and build of the myVicRoads app

e Data flows between the JVO and the myVicRoads app

® Security of the information

® Onboarding and user experience in the myVicRoads app

® Features and use cases within the first release project scope

® Core privacy requirements under the Information Privacy Principles (IPPs).

In undertaking this PIA, IIS considered:

® Privacy principles in Victorian privacy law

® Relevant legislation such as Road Safety Act 1986 and the Service Victoria Act 2018
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® Guidance materials published by the Office of the Victorian Information Commissioner (OVIC) and
the Office of the Australian Information Commissioner (OAIC)

® Privacy good practice stemming from |IS’s knowledge and experience.

This report:

® Provides background to the project, including key project participants and roles, key systems and
information flows, and the relevant legal framework.

e Sets out IIS’s approach to the risk analysis and factors determining the privacy risk level.
e Discusses relevant privacy risks and issues IIS has identified, along with recommendations to

mitigate risk and improve practice.

The PIA methodology is included in the Appendices.

1.1 IIS’s overall view

IIS has not identified any high-risk privacy issues 1cr the proy2ct with respect to implementation of
appropriate controls to manage the inherent hig* risks. (, rerall, inre DDL is likely to benefit individuals and
it is being designed in a privacy-friendly way 1he issic<s iden!ined arise in the context of the project
stage, which is now turning to implementza:ion and the iull-re!l out, and the complexity of the project
environment.

30(1), 24(1)b), 34(4\A)n,

® There is significant quaniitv and senzitivity 6t personal information involved.
® The project will involve ‘n2 dispiay of R%L data in DDLs via individuals’ devices.
® The data involved includes censitive Liometrics, like driver images as well as R&L details.

e The DDL projec.i is well advancec and has involved considerable consultation, design work,
internal piloic. and independent se:urity assessments. However, some aspects of the build and
assessments are still be comniatad, some documents and governance arrangements remain to be
finalised and the external pilct is still to run.

® The DDL project environment is complex, with both the JVO and Service Victoria offering DDL
apps, under the guidance of the DTP. The apps while developed independently are expected to
meet the DTP’s policy and design standards, and to have a consistent ‘look’ and ‘feel’. However,
the apps vary in some key ways, which individuals might find confusing or difficult to assess from
a privacy perspective.

® The JVO design aims to take account of possible security risks for DDL users. However, these
risks will need to be closely assessed during the pilot and will need to be monitored on an ongoing
basis.

® While Victorians are reasonably familiar with, and interested in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including the differences in the two
apps, or how validators can interact with their devices, or handle personal information shared or
displayed via the DDL — could cause concern and jeopardise uptake of the solution.
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While there is still work to do in some areas, many of the approaches are settled and have been tested.
Taking account of the project stage — moving to the external pilot — the sensitive nature of the personal
information involved, and the likely impact if it is misused (on a small or large scale), IIS considers the
residual privacy risk level is medium.

Privacy risks are likely to be within manageable levels, subject to clear and detailed privacy
communications, the development of privacy coordination and monitoring arrangements, and close
attention to the possible security risks for customers using a DDL.

IIS has identified the following key privacy risks and issues for concideration at this point in the project:

® Transparency

Privacy policies and privacy notices — the JVQ privacy policy is reazonably high-level and
does not include or point to other relevant piivacy info matiori, iar example, more detailed
information about the DDL, the handling of persona’ informazior:, and about QR codes.
Collection notices also need to be finalised.

Public communications have been cevelopeu and shavld provide a good basis for public
awareness about DDL and privecy and s»2uiity approaches. However, in some areas the
current messages lack detail o.- might be over-reassuring. Additional information activities are
planned but not yet finalised - they will iieed to adaress a range of issues to ensure the risks
as well as positives of using = DDl are knowr.

® Security

While there has becr & strong fucus on trivacy and security by design, the potential for
fraudulent or other misuse o f DDLs ramains — ongoing investigation and monitoring of such
risks, as well 2s providina customicrs with advice will help mitigate the risks.

If not alrearry,, privacy risks fc: individuals should be included in project privacy risk registers
and monitored.

® Privacy governance

As more detailed arrangements for ongoing project governance are settled, they need to
ensure there are clear privacy roles and responsibilities, including for monitoring privacy
outcomes. The governance arrangements should also ensure there is ‘no wrong door’ for
privacy complaints.

There are a range of possible developments for the DDL that could have significant impacts
on privacy. Keeping a focus on Privacy [and Security] by Design (PbD; SbD), and conducting
further PIAs as needed, will be important in mitigating the possible risks.
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Released under the Freedom of Information Act 1982
Dept of Transport & Planning

ay
1. EXECUTIVE SUMMARY QK.: ||S Partners

1.2 Recommendations

Our risk analysis takes account of the status of the DDL project and the complex environment in which it
is being developed. The recommendations, which address risks identified, suggests who would be
responsible for carrying out the recommendation (the DTP or JVO, or both) and the timeframe for
completion. We have also noted where Service Victoria might also need to be involved.

We have specifically highlighted the recommendations that in our view must be completed before the pilot
against those that should be completed within the next six months before full rollout or to be carried as an

ongoing risk treatment

Legend:

IS recommended priority to

undertake risk treatment

Before pilot *

Recommendations bQ) . o \ Who Timeframe

Recommendation 1 — Project gcveinance orocesses 13 ensure  JVO & For full rollout and
consistent, best practice privacv messaqgus ior beth the DTPand  ongoing
myVicRoads and Service Viciora angs. Service

Victoria
Recommendation 2 - Frivacy informat.» about the DDL pilot  JVO & For full rollout and
to be prominent and casily accessiblz DTP ongoing
Recommendation 3 — Pilot collection notices to use plain JVO & For external pilot
English and be supported by an overview of the DDL. DTP *
Recommendation 4 — The JVO privacy policy to include JVO & For full rollout and
comprehensive DDL information. DTP ongoing
Recommendation 5—- Ensure DDL privacy and security JVO & For external pilot and
information is accurate and does not overstate benefits. DTP ongoing *
Recommendation 6 — Include privacy issues in pilot JVO & For external pilot

evaluation. DTP *
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Recommendations Who Timeframe
Recommendation 7 — Record DDL related privacy risks on risk = JVO For full rollout and
register. ongoing
Recommendation 8 — Continue to assess security risks for JVO & For full rollout and
individuals and provide up-to-date information on risks and DTP ongoing
mitigations.

Recommendation 9 — Explore options for limiting address JVO & For full rollout and
display on the DDL driver licence view. DTP ongoing
Recommendation 10 — Clarify requirements for the hanuiing ¢f DTP For full rollout and
individuals’ devices for DDL validation. ongoing
Recommendation 11 — Strengthen DDL privacy gover..ance VO For full rollout and
arrangements including by relevant provisicns in the .IVO ongoing

Privacy Management Plan.

Recommendation 12 — Ensure cor.unued PLO approach in the  JVO For full rollout and

DDL’s further development.

ongoing
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2. Introduction

The Department of Transport and Planning (the DTP), its Joint Venture Operator for VicRoads (JVO) and
Service Victoria are working to bring digital driver licences (DDLs) to Victorian residents. The DDL will be
made available both through the myVicRoads and the Service Victoria platforms and apps.

Both the products will leverage data from VicRoads Driver Licence registry, currently operated by the JVO
on behalf of DTP. Both products have integration with DTP’s driver licence registry using the new
technical integration framework that the JVO is implementing as nart of the DDL program. DTP provides
policy oversight and guidance to ensure that the DDL products cre aligned in key areas to deliver a
consistent user experience to Victorian motorists.

The DTP has engaged IIS to conduct two PIAs on the first uiiase of the DDL. Project. This PIA focusses

on the JVO and its roles in delivering the DDL project. A separaie PIA wili update the June 2022 PIA of
Service Victoria’s DDL app.

2.1 PIA scope

30(1), 3a71)(1L), 34(4)(« )(in)

This PIA covers

e JVO’s delivery cf (he APls, uhat will Jeiiver data to the JVO and Service Victoria apps
® The myVicRucas app.

It is out of scope for the PIA to assecs the| sa(1)v), 344|JVO’s activities in managing data and functions in this
regard, or the processes under whici» individuals apply for a myVicRoads account.

The PIA will entail end-to-end consideration of privacy issues that could have an operational impact on
the DDL implementation for the external DDL pilot and the expected full roll-out in 2024, from the
perspective of the DTP and JVO, and for Service Victoria, to the point where the APIs connect with the
Service Victoria app.

The first phase of the project is the development of a Minimum Viable Product (MVP), the first release of
which will be tested in a regional external pilot (early release program) before full roll out. The purpose of
this PIA is to identify any privacy issues that might arise from the project’s design, build and initial
implementation approaches, and to make recommendations to address any potential issues.
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In providing this report, IIS makes the following qualifications:

2.2

The PIA considers possible security issues for the project, but we did not undertake detailed
investigations or reviews of technical or security features.

The PIA is based on information gathered from, and provided by, the DTP and the JVO.

IIS does not provide legal advice; rather we provide strategic privacy and cyber security advice.

About this report

The report is structured to provide an overview of the DDL project, =2xplain 1IS’s approach to risk analysis,
analyse privacy issues according to the project scope, and proviuc additional context to the PIA work:

Project description (Section 3)

Provides background to the DDL Project, key prciect pa ticipants and roles, key systems and
information flows, and the relevant legal framevork.

Approach to risk analysis (Section 4)
Sets out IIS’s approach to the risk ana'ysis and faciors deicrmining the privacy risk level.
Findings and recommendations /Section 5)

Discusses relevant privacy risks o issuce 1S has identified, along with recommendations to
mitigate risk and improve pracicgc.

Appendix A — Methodology’ ;Sectionr §)
Summarises our methad'oiogy, indluding st of documents reviewed and meetings held.
Appendix B — Higt-iavel ascecsmant against the Information Privacy Principles (Section 7)

Provides a high-icvel assessrnent o1 the DDL project against the Information Privacy Principles
(IPPs) in the Frivacy and Data Prawcction Act 2014 (PDPA) and notes risks areas, which are
discussed in detail in Section )
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3. Project description

3.1 Background

The DTP, JVO and Service Victoria are working to bring DDLs to Victorian residents. Digital licences offer
customers a convenient and secure means to present a driver licence, or get their proof of age or identity
details validated, where they are required to do so. Three out of six Australian state and territory
jurisdictions have either trialled or have a legislation-based DDL. According to Service Victoria research,
six million Victorians possess a driver licence and 80% of the licence holders would value a digital
driver’s licence.

The DDL will replicate data and attributes from an existing plestic Victorian driver licence to a digital
credential. Initially there will be three primary use cases:

e Entitlement to drive whilst on the road

e Casual proof of that user is over 18 and phcto ior lic:nced venucs and businesses such as
supermarkets, convenient stores, tobacco r<tailers, cte.

® Proof of identity — It will be up to the thira-party organisation to decide whether or not to accept the
DDL for these use cases.’

The DDL products will support verificaiior zind, for Sarvice Victoria sharing of the information, presented
on various DDL views using QR code scannin‘i (vsing th= niyVicRoads or Service Victoria apps). This
feature will enable individual and business customers 12 validate the details presented by a DDL holder
without requiring specialised haruware or racial recognition.

The project is currently workuic towaids a first reizase, commencing with an external pilot (early release
program). At this stage. the. ODL will he supg'ementary to the physical driver licence and will not replace
it. While most full licenze drivers do not rzeaq to carry a physical licence, where the existing laws do
require this, they remain enforceable. For 2xample, the introduction of DDLs does not change the
obligation of motorists such as learn=r a.1d probationary drivers to card their physical licence with them at
all times.

3.2 Project objectives and scope

3.2.1  Objectives and expected benefits of the project

The DDL is consistent with the Victorian Government’s digital strategy, which is expected to deliver cost
savings, and better, fairer, and more accessible services, and a digital ready economy.

" There will be ID verification circumstances where a DDL will not be sufficient and a DDL might be needed. For example,
the first release will not provide for validator to take a copy of DDL ID details.

Report: 19 June 2023 OFFICIAL: Sensitive 9/47
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The expected benefits of the DDL for Victorian drivers are:

3.3

Freedom — As noted, unless required to by law, most customers will be able to leave their physical
licence and wallet at home (although they might still need a plastic licence, for example, to prove
identity in some circumstances).

Peace of mind — Customers know their DDL is always on their phone as a backup.

Convenience — 89% of the customer Service Victoria consulted indicated that they believe the
DDL to be more convenient than a physical driver licence because they always carry their phone
with them.

Security — No personal information is stored on the custoiner’s device, and setup of the
myVicRoads app includes multi-factor authentication (W"FA) and future use requires a user login,
and a six-digit PIN or biometric.

Privacy — Customers will have a choice of how ic aisplay the DDL < their device depending on
the use case (entitlement to drive, proof of agc. proof 21 ID). If 2 validator seeks to confirm details
displayed on the device via the QR, no personal in“armation, oti.ar than licence number on the
licence view, is shared. The QR code oriiy confirms the dzianc are correct or provides various
limited error codes if for some reason ‘he information cannoi be verified.

Up-to-date data management — Customers using a ’DL have access to up-to-date information
about the status of their licence; 1cr exanmpia whether it is valid or has expired.

Project status

The DTP, JVO and Service Victariia are taking an ‘v ative approach to the DDL project. There has been
considerable ongoing consultaiion and ccllabeative development work, which for Service Victoria
included an internal pilot.?

The project is now ir. t.~ realise’ stage ard is moving towards an external pilot. For the JVO:

20(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

The app development and build are close to finalised. There is some design work still to complete
to take account of the DTP design standards.

There is some further work on implementing the communications and engagement plan,
developing governance structures, and developing privacy statements and other privacy
communications.

2 The internal pilot tested the Service Victoria’s DDL’s end-to-end journey, including identity verification, adding the DDL to

the Service Victoria’s Digital Wallet and the communication between Service Victoria and the DTP systems.
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The external pilot will start in Ballarat in July 2023, with other locations following by the end of October.
The myVicRoads and Service Victoria websites are currently inviting people to register for the pilot.®
Sequential early release in regional locations will allow for feedback, iteration and targets to be achieved
as volumes increase. Starting in July with 250 customers, the program will progressively ramp up until the
5,000 target is achieved (2,500 Service Victoria app and 2,500 myVicRoads app). Subject to outcomes of
the initial pilot period, probationary and learner licence might be added to the pilot later in 2023.

Again, subject to the outcomes of the pilot, there will be a full rollout of DDL in 2024. The DDL steering
committee will decide on the acceptance and rollout of the DDL products.

3.4 About the DDL

The DDL is the first product in the VicRoads app and will be available through the MyVicRoads portal.
DDL Customers will be able easily show an identical digitai versinn of their univer licence, and to have
certain details verified, via their myVicRoads app. Initial’v, the CDL could he used in three cases:

e Entitlement to drive
®  Proof of identity

e Verification that the customer is over 15.

The DDL acts in a similar fashion to a hvsical licence hovweever some details can be hidden by default to
respect the user’s privacy. The DDL eifsctively ~ontain< uree cards. The myVicRoads app landing
screen provides customers with tha opporti:niyy to seleo. the digital card that best suits the context. The
customer has the ability to show and verify subsets a7 their DDL details. For example, a validator
scanning an age card, only secs the faci thiey’re cver 18, rather than their exact birthdate, driver licence
number, address and other i~formatian, which is all apparent on a physical licence. Similarly, a scan of
the identity view only indicaies ‘idertuy veri‘iled” rather than sharing any details from the licence.

The DDL will contain ceatures, such as nn.ograms, manual refresh, display of the last refreshed date and
time and a watermark, that are digiailv equivalent to the features that indicate a plastic licence is
legitimate. The DDL will also include a QR code that validators (organisations seeking to rely on a DDL)
can scan to verify the licence is valid. The scan displays a green tick for valid cards or an error message
(for example, QR code expired, invalid QR code). The DDL also contains a bar code, which contains only
the customer’s licence number, and for Victoria Police (VicPol) use.

3 See https://www.vicroads.vic.gov.au/licences/digital-driver-licence and https://service.vic.gov.au/early-access/digital-driver-
licence/home
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The JVO is taking a cautious approach to privacy and security in this first iteration of the DDL.[n, 34(1)(b), 34(4)(a

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(@)(i) | This means that personal information will be displayed on a customer’s device when

they activate the app but no personal information will be stored on the device.| 3001, 34(1)), 344)a)ii |

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

While there are differences in approach, 1S considers that bour the JVO and Service Victoria products
have been designed and implemented with emphasis or. date security and privacy (privacy and security
by design). The DTP will also ensure the digital driver lirenze experience, Jlecsign, functionality and
features will be same across both DDL channels.

At this point, the products are not interoperable[ ) ) 3001, 34(1)(c}. 3164 (a)(i) | This means that
the JVO QR code can only be scanned with tha SO app and visa -versa. 30(1), 34(1)(b), 34(4)(a)(ii) |

Su(1), 54(1)(b), S« e )(il) = I

30(1), 34(1)h); 34(4)(a)(i) |

To set up a myVicRoads DDL, custo’ii=is mus tst have = myVicRoads account| 3o, 34)e), 3a@@yiy |

I 30(1), 34(1)(b), 34(4)(a)(ii) jj

DDLs are protected by the user'z rnone ncacsworc /if used) and are only accessible by logging into the
JVO app via a user login, bicmetric identivication, or six-digit PIN, and an additional authentication step
(multi-factor authentication (vrA)).

3.5 Participants in the DCL Project MVP

This section sets out the participants .v. the DDL project at the external pilot and full roll out phases.

3.5.1  The Department of Transport and Planning

The DTP operates and coordinates Victoria’s transport network, the delivery and upgrade of transport
infrastructure, as well as the reforms to road safety policy, regulatory and legislative environment. The
DTP will remain the owner of the R&L data.

The DTP is also the policy owner of driver licensing policy. All the elements that relate to licence
information, entitlement to drive, safety and roads will stay with the DTP. The user’s licence features and
potential changes (e.g., addition of a licence, expiration, suspension) are managed on the DTP’s side,
and the JVO and Service Victoria only reflect those changes through the DDL.

The DTP provides policy oversight and guidance to ensure that the DDL products are aligned in key
areas to deliver a consistent user experience to Victorian motorists.
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3.5.2 JVO

The JVO is providing registration and licensing services under a Concession Deed (the Deed) on behalf
of the DTP. In summary it is responsible for customer service and operational activities | so(1), 34(1)0), 344 |
| 30(1), 34(1)(b), 34(4)(a)(ii) |initia| customer complaints, and management of the IT systems.

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii) The APIs will allow
near-real time driver licence data to be retrieved by the front-enci mubile apps developed by the JVO and

Service Victoria.

The JVO is also responsible for the DDL app solution desian and build and viill host the DDL in the
myVicRoads app on the myVicRoads portal. It is respcisivle for the maintenance of the app and, subject
to the Deed and the DTP policy and design standard.. for en<uririg that the right security, privacy and
compliance features are in place. The JVO is also rasponsible ‘or the communications with customers
and will provide a digital channel for customer fzedback about thz LDOL and pass complaints in relation to
the DDL to the DTP.

3.5.3  [1).34(1)b). 34(4)(a

20%), 34(1)(hY 34l 4)(a)(ii)

3.5.4 Service Victoriz

Service Victoria will, as ncted, be a supplier oi a DDL app. 30(1), 34(1)(b), 34(4)(a)(ii

I 30(1), 34(1)(b), 34( 3(=)(ii) I

3.5.5 Validators — Victoria Foiice

VicPol is a key stakeholder for the DDL and is working with DTP to identify and resolve any issues.

The external regional pilot will be used to test the efficacy of, and seek feedback on, the VicPol app
already available to check the barcode, which |IS understands contains only the licence number. VicPol
will only be checking the DDL as an initial check. 30(1), 34(1)(b), 34(4)(a)(ii) |

| 30(1), 34(1)(b), 34(4)(a)(i) |The pilot will help identify any
needed modifications of police processes if/when the DDL is a legally binding driver licence,

30(1), 34(1)(b), 34(4)(a)(ii)
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3.5.6 Validators — other
For the external pilot, a number of businesses that need to validate licences or identification will be
selected in Ballarat, these will include:

® National Retailers Licensed venues such as bars, pubs, nightclubs and restaurants

® Hotels

® Petrol service stations

® Supermarkets and grocery stores

® Convenience stores

® Tobacco retailers

® Licensed premises, parcel pickup and delivery businesses, retailers «feiing click and collect,
credit options and equipment hire.

IIS notes that the initial focus will be on small businesses that 05 not riced to retain documentary

evidence of identity. Such requirements might b= considered In funner iterations of the DDL.

3.5.7 Victorian citizens using a DDL

The external pilot will take place in the retional cenwe of Rellarat, only for drivers with a full licence
including car, motorcycle, light, heavy venicles LTP estimaces that the early adopters of the DDL will
represent around 25% of the Ballara: bopulaii 1 with a Tl licence, which means approximately 25,056
users for the external pilot.

The DTP expects the DDL il be extenraed to ali licence holders including probationary drivers and
learner drivers in further stuges of the project.

3.6  Nature o1 systems and information flows
3.6.1 Key system components

3.6.1.1 The DTP

30(1), 34(1)(b), 34(4)(a)(ii)
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3.6.1.2 JVO

=aV
\~' IS Partners
-

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(i)

3.6.1.3 Licence holders

Licence holders will use their own devices to et up, cr use, a i3y VicRoads account, and to add a DDL to
the myVicRoads app.

3.6.2

3.6.2.1

Kinds of information invoived

Personal information

The kinds of personal information JVO wil dispiay on the DDL is the same as that which currently
appears on the plastic licerice. As ¢ ituined, rot all the information will be displaced for all views. The full
set of personal informaticn is:

Report: 1

Full name

Date of birth

Address

Signature

Photo

License number

License expiry date

Licence type (car/bike/dual)

Licence proficiency (full/probationary)
Licence category (heavy vehicle categories)

Licence conditions

9 June 2023 OFFICIAL: Sensitive
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e Card Number (if allocated)
® |ssue Date

® Licence Status.

3.6.2.2 Sensitive information and health information

Depending on the licence view, the JVO DDL could also display some limited medical information about
licence holders. This is in the form of conditions included on driver licences (e.g., use of glasses when
driving). While the conditions are not described, the meaning of the codes is readily available. IS
considers the codes that are associated with a medical condition n.2et the definition of health information.

The JVO DDL will also display biometric information in the forii: of the licence photo and signature.
Biometric information is not currently explicitly contained in tha definition of sensitive information in the
Privacy and Data Protection Act 2014. However, it is corsinered sensitive imarnation under the Privacy
Act 1988 (Cth) and OVIC advises organisations to considzr treating biometric information as ‘delicate
information’ and to handle it cautiously.*®

3.6.3 Overview of information flows

At a high level, the arrangements for the JV DDL aic expected to involve the following:

® The DTP will share its R&L data wvith JVO under the Dv.-:edl 30(1), 34(1)(b), 34(4)(a)(ii)

I \ ’)_U\‘:4(1)(b), "4(_“"4)(“) I
° £001), 34(1)(b;, 5474 )5a)(i) |

), 34(1)(b), 34(4)(

® New customers will be @vle te siari-up icr a myVicRoads account and login using the in-app
workflows provided b the movile apy.. | 30(1), 34(1)(b), 34(4)(a)(ii I

I 30(1), 34(1)(b), w4 (a)(ii) I

([ ] I 30(1), 34(1)(b), 34(4)(a)(ii)

I 30(1), 34(1)(b), 34(4)(a)(ii) I
I 30(1),24(1)(b), 34(4)(a)ii) I The purpose of QR code to
verify licence details are accurate as per the registry. When the app ‘activated’, DDL information
and images are retrieved using QR code| 30(1), 34(1)(b), 34(4)(a)(ii) |and displayed on device.

® Customers can choose to show their DDLs to validators (law enforcement agencies, or
businesses seeking proof of identity or age).

® Validators can also scan the QR code which will return a green tick or an error message.

® VicPol can scan the barcode, which contains the licence number, and this comes up with licence
number.

The following diagram provides an overview of the DDL architecture.

4 Please refer to the definition given by OVIC: “‘Delicate information’ refers to personal information that is of a private or
personal nature, or information that the individual it is about would likely regards as requiring a higher degree of
protection.”, available at https://ovic.vic.gov.au/book/key-concepts/#Sensitive_and_delicate_information

5 See https://ovic.vic.gov.au/privacy/biometrics-and-privacy-issues-and-challenges/
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Diagram 1 — Solution overview — JVO DDL

30(1), 34(1)(b), 34(4)(a)(iiy

The table below sets out the expected intormaticn rlows tor the creation of a DDL in the myVicRoads app.
It also describes the information flov's ‘when a QR Corie s generated and validated using the
myVicRoads app (both by the customer arid the validaior).

@, R
Steps for the user 0_) 9\0 Back-end processes
() & X

Log into the app / creaw> il accounu

The customer must 1rst have, or set u», 2 The process of setting up a myVicRoads account

myVicRoads, | 30(1), 34(1)(b), 34(4 a)ii) | is outside the scope of the PIA.

| 30(1), 34(1)(b), 34(4)(a)ii) ) |

TR If an account is created, email address and mobile
phone (if provided) are verified via the use of a

The path to the DDL is via the myVicRoads one-time password. | 30(1), 34(1)(b), 34(4)(a)(ii)

portal — it is relying on established identities.

When they have a myVicRoads account the
customer would download the myVicRoads
app and login.

30(1), 34(1)(b), 34(4)(a)(ii)
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Steps for the user
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\Q' IS Partners
-

Back-end processes

Linking customer record to licence

To access a DDL for the first time, the
customer will have to enter key attributes
(licence no. surname, other names, address,
card serial no. if affected by data breach, date
of birth) into the app.

30(1), 34(1)(b), 34(4)(a)(ii)

Adding the DDL to the wallet

The customer can now access the DNOL frora
the JVO app.

QR Code generation and vaiication

Generating a QR Codle:

The user will be given the choice to daii<e on
different sharing options. This wil' anow them to
determine how much of their driver icence
information they’d like to show to non-law
enforcement validators.

As noted, the JVO is not storing any personal

information on mobile device.| 30¢1), 3a¢1)b), 34(4))i)

30(1), 34(1)(b), 34(4)(a)(ii)

Validating a QR Code:

Businesses that require proof of age, proof or
ID, or proof of eligibility to drive will be able to
scan the QR code to verify its validity and the
validity of the details in question.

30(1), 34(1)(b), 34(4)(a)(ii)

Report: 19 June 2023

OFFICIAL: Sensitive

18 /47



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

ay
3. PROJECT DESCRIPTION QK.: ||S Partners

Steps for the user Back-end processes

Law enforcement agencies checking licences
will focus on licence number. The DDL will
contain a barcode that contains the licence
number

30(1), 34(1)(b), 34(4)(a)(ii)

3.7 Legal framework

3.7.1  Victorian laws

The DDL project must comply with the following rzlevant laws.

3.7.1.1 Privacy and Data Protection Act 2014

The Privacy and Data Protection Act 2014 (PDPA) regulates thc nandling and protection of personal
information by Victorian public sector crgarisations. Organizauons subject to the PDPA must comply with
the IPPs that contain requirements arrces the infarmatior, litfecycle. Part 4 of the PDPA gives the Victorian
Information Commissioner the power 10 presciize secury, requirements pertaining to public sector
information and information sysit>ms through the Victorian Protective Data Security Framework (VPDSF)
and the Victorian Protective D4ia Security Stand«rds (VPDSS).

Section 84(3) of the PDPA provides far organications to be declared subject to the PDPA. Gazette S523
4/10/22 declares the J\', ‘o be a body to which Part 4 of the PDPA applies.

3.7.1.2 Health Records Act 2001

The Health Records Act 2001 (HRA) and its Health Privacy Principles (HPPs) regulate the collection,
handling and protection of health information, which includes information or opinion about the physical or
mental health or disability of an individual.®

3.7.1.3 Road Safety Act 1986

The Road Safety Act 1986 (RSA) is the main piece of legislation that regulates the use of roads,
registration of vehicles and driver licensing in Victoria.

6 The HPPs are substantially similar to the IPPs. For the purposes of our privacy analysis in Section 5, IS has focused on
the IPPs.
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Part 7B contains the protective framework for R&L information, including the allowed purposes for use
and disclosure of relevant information, the exceptional circumstances for the use and disclosure of
relevant information, the uses of relevant information for verification purposes, etc

3.7.1.4 Charter of Human Rights and Responsibilities Act 2006

The Charter of Human Rights and Responsibilities Act 2006 (the Charter) is a Victorian law that sets out
the protected rights of all people in Victoria as well as the corresponding obligations on the Victorian
Government. The DTP will be conducting a Charter assessment with particular focus on engagement or
limitation of the right to privacy.

3.7.1.5 Road Safety (Drivers) Regulations 2019

Regulation 63 of the Road Safety (Drivers) Regulations »0 12 describes the (erxils that driver licence or
learner permit documents must contain, including the ice.nuficat.on number, the person's first name,
second and third initials (if any) and family name; a nho’ogranii o) the nerson; the person's residential
address; the person's date of birth; a reproductio. of \he parsc:i's signature; the category or categories of
driver licence; its expiry date; and the code of a:1; condition to which tne licence or permit is subject.

3.8 Project governance

The project governance arrangements icke accc'nt of thz fact that the JVO is providing services to the
DTP under a Concession Deed (the Jead), anu the DLL project is authorised by Cabinet. The Deed sets
out the JVO’s and DTP’s role and chligatioric. including “or privacy and security. The DTP is effectively
the regulator of the JVO under the Deed. rhe forme. yovernance arrangements include:

e Ministerial oversigh* sia monthiy ministerial meetings

e Steering commiuce with seniur staft from the DTP and Service Victoria

® Working grours sitting under the sieering committee with weekly meetings; the JVO participates in
relevant working groups (but nut the steering committee).
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4. Approach to risk analysis

In undertaking this PIA, IIS considered:

® The IPPs in the PDPA
® Guidance materials published by the OVIC and the OAIC
® Privacy good practice stemming from |IS’s knowledge and experience.

The PIA focuses on privacy risks that are introduced or heightened by the DDL Project, rather than
privacy risks for existing processes to issue and use driver licence.s.

This section assesses the project’s residual privacy risk level, v weighing the inherent privacy risks
against the existing privacy positive aspects.

The following section discusses the project’s privacy issues anc risks identiiied in detail and makes
recommendations to mitigate the risks.

4.1 Inherent privacy risks
IIS’s risk analysis approach begins with idenufng the innerent rivacy risks. Inherent privacy risks arise
from:
® The nature of the personal information (2 ue col'ected and managed — for example, its quantity,
sensitivity, and the potentia! (1 cludina value) ior. and consequences of, misuse
® The range of people fron. whom {he informeaon may be collected

® The context in which ueisonai intormatior is handled — for example, senior management
commitment to orivacy, sta® privacy ckils and experience, the technical systems involved and the
nature of the proact

® The extent to which information 1s accessed or handled by third parties

® The likely community and/or madia interest in the privacy aspects of the project.

30(1), 34(1)(b), 34(4)(a)(ii)

® The quantity and sensitivity of personal information involved, as noted for example, in the DTP’s
Information Value Assessment.

® The project will involve the display of R&L data in DDLs via individuals’ devices.
® The data involved includes driver images as well as R&L details.

e The DDL project is well advanced and has involved considerable consultation, design work,
internal pilots, and independent security assessments. However, some aspects of the build and
assessments are still be completed, some documents and governance arrangements remain to be
finalised and the external pilot is still to run.
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4.2

The DDL project environment is complex, with both the JVO and Service Victoria offering DDL
apps, under the guidance of the DTP. The apps while developed independently are expected to
meet the DTP’s policy and design standards, and to have a consistent ‘look’ and ‘feel’. However,
the apps vary in some key ways, which individuals might find confusing or difficult to assess from
a privacy perspective.

The JVO design aims to take account of possible security risks for DDL users. However, there is
still potential for risks to be greater than expected or for unforeseen risks to arise and so for a
need for risks to be closely assessed during the pilot and monitored on an ongoing basis.

While Victorians are reasonably familiar with, and interest.d in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — ircluding the differences in the two
apps, or how validators can interact with their devices, o1 handle personal information shared or
displayed via the DDL — could cause concern and j2opardise uptake of the solution.

Positive privacy aspects

IIS considers that the DDL Project has important vos:tive aspects that cupport privacy and minimise the
inherent risks associated with the project. These are outlined belew:

Positive privacy aspects with the project/s~iution %esign

The JVO has followed the key r.rivacy ennancing sirategy of data minimisation — there will be
minimal personal information uansferred to dispiay on the customer’s device and data is retrieved
afresh and displayed each time a cucterner uses the device; no personal information is stored on
the device. There is no gercistence o1 data in the networks, and data is encrypted at all stages,
from the APls, through *a: ‘pine:s™ onto ‘he app.

The DDL project design ape=ars to avaid the risk of a new digital footprint, in that neither the JVO
or the DTP will have any detailed recn:ds that would enable them to track when, or to whom, a
customer pre:s2iits their DDL for chpcking.| 30(1), 34(1)(b), 34(4)(a)ii) |

30(1), 34(1)(b), 34(4)(a)(ii)

The DDL does not rely on the creation of duplicate stores of personal information. o). 34(1)(b). 34(4)(ai

30(1), 34(1)(b), 34(4)(a)(ii) | This means the DTP

data remains the single ‘source of truth’ for driver licence information.

The device does not hold any personal information. Each time a customer uses or refreshes the
DDL, the relevant information is retrieved from the server. When a QR Code is scanned, it
requests a verification of the licence and its data from the VicRoads servers, and a response is
returned, which confirms but does not provide the details on the licence. The QR code is
generated by a call to the DTP, and, following validation, is only available for display without
refresh for two minutes.

JVO and DTP express a strong commitment to privacy and privacy appears to have been in mind
for the project design and for the implementation, although some steps remain implement
appropriate governance arrangements and to support privacy requirements.
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® The arrangement between DTP and JVO are governed by privacy legislation and by the Deed,
which includes the roles and responsibilities of both parties as far as privacy and security
obligations.

Privacy advantages for DDL users over the existing plastic driver licence

e The DDL is potentially more secure in that it is protected by device and JVO app security
measures, including MFA as the app is set up on a device and password or PIN or biometric
protection for each use.

e The DDL includes a range of other security features.

e |f an individual's device is lost or stolen, this does not mean the information is lost. A user can,
with relative ease, add their DDL to another device.

® A customer’s DDL can be validated in real-time. "nis means data czn te instantly verified using
by scanning the QR code displayed on the DDL w:thin the ."vO anu.

e DDL users will have some choice about wia. information they display to validators — the app will
have three ‘cards’, which will display onlv reievant deiails, 1cr axample, the identity card will
display the customer’s photo, date of tinis, and aduiess, but not their driver licence details.

4.3 Residual privacy risk evel

Overall, the DDL is likely to benefit ind'viduals ar.d 1t is being designed in a privacy-friendly way. Rather,
the issues identified arise in the coni2xu of the vroject stace, which is now turning to implementation and
the full-roll out, and the complexity of the pro;act environment.

While there is still work to do i1 some e2roas, mary or the approaches are settled and have been tested.
Taking account of the project slage — imoving to e external pilot — the nature of the personal information
involved, and the likely impect if it ia misused (cn a small or large scale), IS considers the residual
privacy risk level is meu‘uin. Privacy riske are likely to be within manageable levels, subject to clear and
detailed privacy cornriunications, the davelopment of privacy coordination and monitoring arrangements,
and close attention to the possible cac ity risks for customers using a DDL.
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5. Findings and recommendations

This section discusses relevant privacy risks and issues that IS has identified during the PIA.

The recommendations focus on mitigating privacy risks and improving practice during the final
development stages, including the external pilot and full rollout of the myVicRoads DDL. ). 34(1)), 34¢4)

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

5.1 IPP issues or risks
A high-level analysis of phase 1 of the DDL project against th !PPs is at Appendix B. IIS considers that
the DDL project would be mostly consistent with the IPPs. !n particular:

® The project operates within the existing DTP’s |zijai fran:e vork.

® The Deed authorises the JVO to collect, use and diszluse personai information consistent with its
roles in providing DDL infrastructure and tre myVicRoads acy.

® Anonymity is not practicable.

® The project will operate within Victcrian borders.

The main IPPs where IIS has identifiec icsues ai<e 11 relatiun to openness, security, and access and
correction, and privacy complaint hanaiing.

5.1.1  Transparency — IPR> i anc I’P 5

Transparency provisions in ftie IPPs aim to allow individuals to make informed choices about providing
information or using a serv.ce ana o have 2 general understanding of how information about them is
being handled. Transparency is both a matter of compliance as well as key to building public confidence
and trust in the DDL.

The IPPs provide two transparency /mechanisms:

e Specified details, usually a collection notice, provided at the point personal information is collected
or as soon as possible thereafter (IPP 1.3)

® General information, usually via a privacy policy, about the type of personal information agencies
collect and hold and how it is managed (IPP 5.1).

The Deed, at clause 39.6, mirrors these requirements and adds specific requirement to specify any law
that requires collection of personal information by the State, or that personal information may be
disclosed to the State. Clause 39.7 provides that collection notices must be provided to, or approved by,
the Secretary [of DTP].
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In keeping with its policy and oversight roles for the DDL and the ‘one licence, two channels’ approach,
the DTP will be seeking to ensure consistency in collection notices for the myVicRoads and Service
Victoria apps. IIS was advised that the JVO has not yet finalised its collection statements. IS understands
that the JVO and Service Victoria will collaborate as the notices are finalised.

The 1IS assessment drew on information provided, including terms and conditions (T&C) for myLearners,
and what we have seen of the JVO’s approaches in other contexts (for example, viewing the VicRoads
website). IIS has noted the following factors that we understand are relevant to the development of
collection notices:

e Customers will need to have a myVicRoads account and = ‘ull licence to participate in the pilot;
the pilot will involve limited or no additional collection cf personal information.

® To use the myVicRoads app, customers have to nave, or set up, a mv\vicRoads account. The
account is the point at which JVO is collecting personal ‘mormation, there is no additional
collection of personal information for the pilot, other thaii 1o indicate interest, or to set up or use
the myVicRoads app.

® The JVO’s disclosure of personal inform.=cion for 2DLs, c<her than displaying driver licence
information to the customer, is very liniited. The crily psreonal information it will disclose will be
when a validator scans the QR cocle or bar coac for the driver licence view; in this case if the

licence is valid,| ¢ 30(1), 24(1)(b), 34(4)(a)(ii |

| 30(1), 34(1)(b), 34(4)(a)(ii | Custcmiers My also choose to allow a validator to see, and take notes
of, the information on their device.

We understand JVO’s general coproach {o orovidiii2 orivacy information, including collection notices, for
the pilot and the full DDL rollou: will be as tollorws.

® Provide link to the Piivacy oolicy on tiio VicRoads website’

® For myVicRoac's account, provide a link to the T& C, which include a privacy statement —
effectively a cmiiection notice — cne a link to the VicRoads privacy brochure

® Registering for the pilot:

Provide general advice, including FAQs, about the privacy and security features of the DDL,
for example: ‘with digital ID, you control what information you share, and who you share it
with’, ‘having a digital driver licence in our myVicRoads app means your identity is kept safe
using state-of-the-art security and privacy features’, and the DDL is an ‘easy, secure and
private way’ to access a licence, ‘privacy and security of personal information is the highest
priority in the digital driver licence’s development’.®

Provide link to T&C at the point a customer logs into myVicRoads account to register for the
pilot

® When setting up the app, providing a link to T&C and the privacy brochure

7 https://www.vicroads.vic.gov.au/website-terms/privacy viewed 11 June 2023

8 https://www.vicroads.vic.gov.au/licences/digital-driver-licence viewed 11 June 2023
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e Within the myVicRoads app, the Settings menu includes ‘help and info’ section, with links to T&C
and privacy policy

e Within the app, message on screen alerting customers to what QR code will show and validate if
scanned, for example ‘the person who scans this code will only validate your licence number [or
‘your age/identity’, or ‘your age’]. No other data will be shared’.®

IIS considers that this approach is likely to be consistent with the IPPs. It provides the necessary
information and adopts a ‘layered’ approach, particularly with the short privacy messages below the QR
code. However, if the JVO approach in other context is used for the DDL, the language is fairly formal and
there is no easily available comprehensive plain English detail on ue DDL process and handling of
information.

We have identified some areas where additional action wo:1l¢ contribute to ¢uad privacy practice.

30(1), 34(1)'b), T4(4)(@)(i

® Privacy information is not prominent on the JVO website - a cearch is needed to find the privacy
policy

® The JVO privacy policy we viewed orovides fairly generai information only about the JVO’s
handling of personal informaticn. V2 consinor it would be good practice to include specific
information about the JVO’s role in managing R&!. data, and about the DDL, in the policy, or
provide links to comprehensive informaiion elsewnere.

This might include:
Collection and haraing ¢f informaacn tor identity verification
Data security, inzluding sweps te icke if a device is lost or stolen
QR Codez, including what they contain and how refreshed
Licence or credential valia=tor nandling a device
How to report a device as lost or stolen to the JVO and/or to VicPol.

® The current information about the DDL pilot provides high-level assurances about privacy and
security and some additional information, but it is not clear that the JVO will be providing
comprehensive, detailed information about the operation of DDL’s including the handling of
personal information, security issues and protecting against risks, how the QR code works and so
on.

e  While privacy information will be available once a customer enters the myVicRoads portal, there
appear to be no privacy links or information (other than, as noted, high-level assurances) from the
initial pages about the pilot (or the myVicRoads account).

® MyVicRoads Digital Driver Licence Feature: QR Code, images on page 5
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In the first PIA IIS undertook of Service Victoria’s DDL approach, we reviewed a draft collection notice for
the pilot. IIS supported the clarity of the notice and did not find any issues under IPP 1.3. The draft notice
used plain English and gave a reasonably detailed overview of the Service Victoria DDL. IS understands
the JVO is aware of this notice and will take it into account in further work collection notices.

We make the following recommendations to address the issues identified.

Recommendation 1 — Project governance processes to ensure consistent, best practice privacy

messages for both the myVicRoads and Service Victoria apps

Establish project governance arrangements that include processcs to ensure that privacy messages
delivered by the DTP, the JVO and Service Victoria are cons.ictent, comprehensive and adopt best
practices approaches. Make clear in the governance proceszes who is responsible for signing-off on
privacy materials and monitoring their use.

Who: The DTP, the JVO and Service Victoria

Timeframe: For full rollout and ongoing

Recommendation 2 — Privacy infor

accessible. Q

Include comprehensive, plain Fnglish infarmatior acout the operation of the DDL made available from
the public web pages about tbe pilot. This shecuid include information about the handling of personal
information, security issues an1d pretecting against risks, how the QR code works and so on.

Who: The JVO and the: UTP

Timeframe: For the external pilot
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Recommendation 3 — Pilot collection notices to use plain English and be supported by an

overview of the DDL.

In developing privacy collection notices for the pilot, adopt a ‘good practice’ approach, consistent with
Service Victoria’ notice, which should include using engaging plain English and provide, in addition to
the requirements of IPP 1.3, an overview of the JVO’s DDL, including the information handling, the
server retrieval process and the QR Code.

Who: The JVO and the DTP

Timeframe: For the external pilot

Recommendation 4 — JVO’ i i i sle ehensive DDL information.

Include comprehensive DDL information for the tu!l public rotiout in thiz JVO’s privacy policy, or in links
from the privacy policy.

Include an additional ‘extra privacy inforri:ation’ section in the policy or in relevant links on the
information handling for DDLs, which ~t,2uld ccver matters such as:

® Collection and handling of intcrmatior: for identiy verification

® Data security, including si2ps to 1ake if a unvice is lost or stolen

® QR Codes, including wnat tl:2y contain and how refreshed

® Licence or crederdal valiuater handiing a device

® How to repeit & device as lost or w*olen to Service Victoria and/or to VicPol.
Who: The JVO and the DTP

Timeframe: For full rollout and ongoing

5.1.2 Transparency — public communications and education

In addition to the specific requirements in the IPPs, active public awareness and education for DDL users
and validators will support transparency about the project, and support individuals’ ability to exercise their
privacy rights and to use a DDL safely.

IIS is encouraged by the work DTP, JVO and Service Victoria have done to date in this area. In keeping

with its role in ensuring the DDL experience, design, functionality and features will be same across both
channels, DTP is taking the lead on DDL communications and engagement.
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The DTP, in collaboration with the JVO and Service Victoria, has developed a Communications and
Engagement Plan (the C&E Plan). '° The C&E includes the narratives and key messages for the regional
pilot as well as communications and engagements tactics and timings in preparation for the full rollout.
The narratives and key messages provide a good high-level overview of the solutions offered by both
Service Victoria and the JVO.

The Communications Team is also working on other collateral to promote public awareness and
educations which includes FAQs, Factsheets, an instructional video for users as well as briefing packs.
IIS considers these efforts to be important in not only driving uptake but also in ensuring that Victorians
are adequately informed about the DDL and its processes.

As noted, invitations to register for both products have been or=2pared and have recently gone live on the
websites.

The DTP, the JVO, and Service Victoria will continue 13 wuild ~intent to sunport business awareness of a
DDL and how they could use it in practice, including the step< to validate the licence, identity or age
cards. DTP is also working closely with VicPol on operationar and wochaical needs.

In general, 1S considers the C&E Plan is taning a privecy and c.2:urity friendly and focussed approach.
Both issues are prominent in the discussini» and auproachec outlined. IS has some observations about
the Plan content, which it considers, if aduressed it the firther implementation work, will add to the clarity
and accuracy of privacy messages.

Noting that the DTP, the JVO ard Servicz Victoria are working on privacy materials, it also is important
that there is a clear process for coordiraung ard ahproving the privacy materials across the DDL project.
In addition, the privacy mess.ayges deiivered Dy both DTP, JVO and Service Victoria should reflect the
specifics of each app anu, where appropriate, be consistent. [IS has addressed the coordination issue in
Recommendation 1 ab<v. It makes the (ollowing additional comments:

® The C&E plan alludes to, bi:t no<s not specifically make clear, some of the key differences
between the two apps, in pariicular, what information is shared with validators and whether or not
an Internet connection is needed. Customers are encouraged to adopt whichever app is best for
them but it will be more difficult for them to make an informed choice if the differences are not
clear.

® The C&E plan and information about the DDL on both Service Victoria and VicRoads websites
emphasise the privacy and security benefits of the DDL. IS considers that it is important the
benefits are not overstated, given, as |IS understands that there are still risks of fraud, misuse, or
data breach. In the interests of transparency and helping DDL customers to protect themselves,
IIS encourages the DTP and the JVO to develop security advice for customers, which is updated
as any threats emerge.

10 Communications and Engagement Plan April 2023
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® The question of whether law enforcement bodies, or other validators, are able to request to hold a
customer’s device to view a DDL has been an issue in other jurisdictions. The C&E Plan does not
currently provide advice on this for customers or validators. 1IS understands that there will be no
requirement for customers to hand over their devices. We consider this should be made clear to
all parties.

e |IS also considers that it should be clear to customers that DDLs might not be accepted in all
circumstances at least initially, including overseas. For example, validators might not take up the
QR code scanning option, or they might need to take a copy of a licence. While it might be ok to
‘leave your plastic in your pocket’, it might be clearer to ercourage customers to have the plastic
card with them during the pilot period."" In addition, while 1S understands that customers do not
need to have a licence with them, except where there i a legal requirement to carry, e.g. learners
and probationary drivers, it might be helpful to make wis clear.

The C&E Plan includes communications evaluation n:ec surec For customers, the measure identified
is an ‘overall customer satisfaction score of >95%’. 1.S uncerstands tha approach to measuring
customer satisfaction is still being developed. W encouiraga the D' w include privacy ‘satisfaction’
in the approach. This could include questions acout wheurar cusicn.ers has sufficient information to
make an informed choice about using a DDL, #nd if tnoy were confident that privacy and security
would be protected.

Recommendation 5 — Ensure DD information is accurate and does not

overstate benefits.

Ensure that communications ior tne DN pilot:

® Provide clear information anout the Jifferences between the JVO and the Service Victoria apps,
in particular what iiifformation is shered with validators and whether or not an Internet
connection is nceded.

® Do not overstate the privary cnd security benefits of the DDL, for example, by using unqualified
language or not mentioning rossible security risks.

® Make it clear that customers are not required to hand over their devices to law enforcement or
other validators.

® Provide accurate advice about whether a plastic licence must be carried and the circumstances
in which a plastic card might still need to be shown.

Who: Both the JVO and the DTP

Timeframe: For the external pilot and ongoing

1 https://www.vicroads.vic.gov.au/licences/digital-driver-licence/register viewed 11 June 2023
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Recommendation 6 — Include privacy in pilot evaluation.

Include privacy ‘satisfaction’ in the evaluation of pilot communications. Issues to consider could include
understanding of the QR code content, whether customers had sufficient information to make an
informed choice about using a DDL, and if they were confident that privacy and security would be
protected.

Who: The DTP

Timeframe: For the external pilot

5.1.3 Security — IPP 4

IPP 4 requires agencies to take reasonable steps to proicci the parsonal infarmation they hold from
misuse and loss and from unauthorised access, modif:cation ¢r a'sclosure. The DTP and the JVO will
also be subject to the VPDSF and VPDSS. The V'PL3S prescrioes a minimum set of mandatory
requirements across all security areas including governance, informauon, personnel, ICT and physical
security. The VPDSF provides direction to Victwian public sector agencies or bodies, or in the case of the
JVO, brought in under s 84(3) of the PDPA, o~ their acta security obligations.

As noted in the PIA scope (Section 2.7) the PIA carnisiders Lossible security issues for the project, but we
did not undertake detailed investigations or revicws of tacnnical or security features.

The DTP has undertaken an Inforniation Value Assscsment (IVA)| 30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

Factors taken into azce it include that:

e The DTP is sharing images aina R&L data together, which it would usually only do in limited
circumstances because of the sensitivity and high value of the data

® The potential volume of data to be shared with the JVO and Service Victoria

® The impact on public confidence and community safety if the integrity of drivers licence is
impacted.

IIS has not validated this assessment as part of the PIA, but has not noted any issues.

5.1.3.1 System security

30(1), 34(1)(b), 34(4)(a)(ii)
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The JVO has noted a number of design features for the project that aim to mitigate the risks. It has also
taken steps, including as required under the Deed, to manage its security approaches. The IVA and the
protected designation require rigorous assessment of systems and processes to determine what more is
needed. IIS understands that the JVO has addressed the security recommendations in the first Service
Victoria DDL PIA.

Security actions that are relevant for this PIA include:

® Incorporation of Security by Design in the development of the DDL

o The DDL has been designed with privacy and security recommendations from 1ISO 18013-5 in
mind. The recommendations include: minimising data wherever possible; embedding privacy
in design, flows, and architecture; keeping opera:ions visible and transparent to the customer;
designing for user-centricity and user control.

30(1), 34(1)(b), 34(4)(a)(ii)

® Security assessments

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(1). 34 (4)(a)(ii)

Although [IS has not done a security assescment, wo consiu=r the security approach for the myVicRoads
is likely to limit both privacy and security tisks. It has not igantified any issues of concern. However, if not
already the case, it encourages the v to ensure that s security risk processes take account of risks to
individuals.

Recommendation 7 — Re N ¢ : Wwacy risks on the project risk register

Include privacy risks tc n.dividuals using a UOL in the risk register and ensure that these risks are
continuously moniwred.

Who: The JVO

Timeframe: Before full roll out

5.1.3.2 Security for DDL customers

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

IIS agrees that a number of features of the JVO DDL appear to offer security advantages, possibly more
than a plastic licence. These include:
e A DDL will quickly fail to display if the DTP has been notifi_d that a licence has been lost or stolen.

e MFA is mandatory as part of setting up a DDL on a device, and when re-logging into a
myVicRoads account.

e Data is updated regularly, meaning changes of ariuress or licence canditions are easily refreshed.
® Customers can delete the DDL from their devic 2.

® The inclusion of a card number on licences wnich can be easi'v replicated on either the
myVicRoads or Service Victoria app, dewznding ~n whick it L2ing used provides an additional
element to protect identity in the ever.{ or a data hrzach

30(1), 34(1)(b), 34(4)(a)(ii)

12 https://service.vic.gov.au/early-access/digital-driver-licence/home
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30(1), 34(1)(b), 34(4)(a)1)

Overall, 1IS has not identified =y signi‘icant ar=ac of concern from a privacy perspective with the JVO’s
security approach for the Ct.... The apuroach seems consistent with privacy and security by design and is
positive and comprehens:.e. Our recommenaations identify areas where some additional steps could
enhance the securitv response.
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Recommendation 8 — Continue to assess security risks for individuals and provide up-to-date

information on risks and mitigations.

Continue to assess and monitor risks of identity fraud or other misuse of DDL that might pose risks to

individuals. 30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

Provide up to date information for customers on possible seurity risks and how to mitigate them.
Who: The JVO

Timeframe: For the full rollout and ongoing

N NS
Recommendation 9 — Explore options&*ﬁmitin ddre;ﬁfsplay on the DDL driver licence

A Q)

Explore options for allowing differertia! display of add:ess on the driver licence view.
Who: DTP and JVO

Timeframe: For the full rel’ cut

Recommendation

validation.

Clarify whether validators may take an individual’s device when checking a DDL, including if necessary,

by considering legislative change.

Who: DTP

Timeframe: For the full roll out
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5.2 Governance

5.2.1 Project governance

While some development work remains, the DDL Project is now moving to its implementation phases,
commencing with the external pilot in July. [IS has been impressed with the emphasis to date on both
privacy and security by design in the design and built phases of the DDL. Strong privacy and security
protective measures have been included.

However, IIS is less convinced about the more general privacy management for the project. In particular
we note that:

® The Steering committee receives privacy reports and updat2s on privacy but does not have
member with a direct privacy responsibility.

® Privacy notices have not yet been developed anc tire JVO seemed uicartain of the coordination
and approval processes that might be needed givcr bot't DTP and Service Victoria will have an
interest. 1IS understands that the DTP will be ¢'icouraginiy consistency and will pointing to Service
Victoria’s privacy information as the standarn, subjec: «c differences in approach for the two apps.
IIS considers standard information will be particularly .elevant for the pilot. However, the ongoing
operation for the myVicRoads app — wiaie individuals sigrn up for the myVicRoads app via their
myVicRoads account, and use of the myVicRczas app =<i se involves limited collection or sharing
of personal information — means tha! the Scrvice Viearia collection notices might not be directly
applicable. Consistency, to the e.7ent pocsinle, be:wveen the collection notices for the two apps is
preferable.

® There does not appear tc be a governance grocess that would consider or monitor privacy
approaches and issues acioss the three crganisations that, for example, might arise in relation to
privacy collection noticcs, privacy messages for the pilot or more generally, issues arising from the
external pilot, or the nandling o privac, complaints.

® The Deed reaurzs the JVO to ha.e a privacy management plan. IS was advised that the plan is
currently benizt ueveloped. It is ctitside the scope of the PIA to comment on the JVO's privacy
management more general'y. -iowever, |IS considers the privacy management plan could help
ensure a coordinated best practice approach and for privacy to remain a priority in
implementation, evaluation, and monitoring phases of the DDL.

IIS also notes that the JVO and the DTP have some shared responsibilities in the handling of customer
enquiries and complaints including privacy complaints. These are subject to the Deed and to processes
and work flows that will be developed. IIS understands these would also address any requests for access
to or correction of personal information. The DTP will remain the responsible for requests relating to R&L
data but there may be cases for the JVO or where there is a shared responsibility.

The JVO customer channels should guide customers to the appropriate source of help. However, given
that Service Victoria is also offering DDLs there is a (possibly low) risk that customers will approach the
wrong organisation to seek help or make a complaint. IS encourages the organisations to ensure, via
governance arrangements, that there are arrangements in place to ensure that there is ‘no wrong door’
and customers are directed and assisted to the right place.
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Recommendation 11 — Strengthen DDL privacy governance arrangements including by relevant

provisions in the JVO privacy management plan.

Identity or establish a process that will allow coordination and monitoring of privacy approaches
relevant to the DTP, the JVO and Service Victoria. Ensure these processes are effective so that there
is ‘no wrong door’ for requests for access and correct, or for lodging privacy complaints.

In completing the JVO privacy management plan, include strategies to ensure a coordinated best
practice approach, and to ensure that privacy remains a priority .. implementation, evaluation, and
monitoring phases of the DDL.

Who: The JVO

Timeframe: For the full DDL roll out

5.2.2 Privacy by Design and future cavelopmeiits

As noted, PbD has been a feature of the CDL project cevelopn.ent to date. In part, this has been driven
by the JVO’s customer first focus, recen’ zata breaches an 150 and other international standards.

IIS encourages the JVO to continue tiis app’ cach, wkict will clearly remain relevant as the DDL is
implemented and as further enhancements are intreduced. 11S understands these might include:

30(1), 34(1)(b), 34(4)(a)(ii)

e DDLs available for learners anJ probationary permits

e Displaying the number of demerit points a person has accrued (preferably this would be displayed
‘below the fold’)

e Alerts or notifications that a learner permit and/or driver licence is due to expire, or that a future
ban is about to commence.

IIS encourages the JVO to consider undertaking further PIAs at relevant points in the development
process. It also encourages the JVO to consider if any additional processes, for example, via the privacy
management plan, or governance arrangements, are needed to ensure the PbD approach continues to
be strong feature of the JVO DDL.
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Recommendation 12 — Take steps to ensure continued PbD approach in the DDL’s further

development.

Continue the current PbD approach for the DDL, including by conducting further PIAs before making
changes to the DDL, for example sharing licence information with validators, or introducing
notifications, or display of status or demerit points, which could impact on individuals' privacy.

Ensure privacy management processes, such as the privacy management plan, or other project
management or governance processes, are in place to ensure the PbD approach continues to be
strong feature of the JVO DDL.

Who: The JVO

Timeframe: Full roll out and ongoing
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6. Appendix A — Methodology
6.1 PIA approach

IIS took the following steps to carry out the PIA:

® Planning with the DTP and JVO to confirm the approach, scope and deliverables of the PIA

® Gathering information by reading documents and meeting with personnel from the DTP and the
JVO

® Analysing the information against privacy obligations and rai-ing account of possible broader
privacy issues, regulator guidance, and privacy good praciice

® [dentifying privacy risks and developing ways to mifiaate those risks

® Developing a preliminary findings note summarisino the Ky findings o the information
gathering stage

® Drafting the PIA report and providing this ‘0 the DT® ard JVC 1cr comment
® Finalising the PIA report following feedbzci: from e DTF 2ha JVO.

6.2 Documents reviewed

DTP documents

1. Communications ana £ngagemant Plen ~pril 2023

2. Concession Dred, privacy| 30(1), 2 (1)(b), 34(4)(a)(ii) |
3. | 30(1), 34(1)(b), 34(4)a)i) :
4. | 30(1), 34(1)(b), 34(4)(a)(ii) |

5. Department of Transport & Planning, Information Value Assessment

6. DTP Privacy Policy

7. DTP Risk Matrix

8. Establishing an identity with VicRoads

9. Separation model, JVO and State

10. Victorian Government Gazette, No. S 523, October 2022, application of PDPA to JVO
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Documents reviewed

The JVO documents

1. | 30(1), 34(1)(b), 34(4)(a)(ii)

2. | 30(1), 34(1)(b), 34(4)(a)(ii)

3. myLearners T&C

4. | 30(1), 34(1)(b), 34(4)(a)(ii)

5. | 30(1), 34(1)(b), 34(4)(a)(ii) __7 J
6. | 30(1). 34(1)(b). 34(4)(a)(i) ~>

7. I 30(1), 34(1)(b), 34(4)(a)(ii) I X N D

8. MyVicRoads T&C for use https://www.vicraads.vic.;ov.au/vehsiie-terms/individual-terms-and-
conditions

9. Privacy policy at https://www.vicroeds vic.gov au/websiic terms/privacy

10. Protecting Your Privacy Brochure ‘availac!e from 'nyVicRoads website, including by search or link
in T&C)

11. Rough scope of high-level essessment

12. Service Victoria draft nrivacy callection .0tice (from May 2022 PIA)

13. 30(1), 34(1)(b). 5~ Da)(ii) |

Relevant Service Victoria docur:av.ts

1. Draft Service Victoria Privacy Collection Notice for DDL pilot (May 2022)

2.

30(1), 34(1)(b), 34(4)(a)(ii)

3. Service Victoria DDL FAQs https://service.vic.gov.au/early-access/digital-driver-licence/home
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6.3 Meetings held

Meetings held Date

Kick-off meeting: 23 May 2023
® |IS personnel
® the DTP and JVO personnel

PIA information gathering meeting — 30(1), 34(1)(b), 34(4)(a)(ii) |(JVO) 16 May 2023
and DTP:

® |IS personnel

® the DTP and JVO personnel

PIA information gathering meeting —(J /C): 19 May 2023

® |IS personnel

® the DTP and JVO personnel

PIA information gathering meeting —| 30(1), 34(1, b), 34(4)(a)(i) | 22 May 2023
(1), 34(1)(b), 34(4)(@){ (JVO)

® |IS personnel

® the DTP and JVO personnel

PIA information gathering mactiag — 1), 34(1)(0) z4<4?>2n](JVO): 23 May 2023
® |IS personnel

® the DTP personnei

PIA progress update meeting: 1 June 2023
® |IS personnel

® the DTP and JVO personnel

PIA information gathering meeting —| 30(1), 34(1)(b), 34(4)(a)(ii) | 7 June 2023

4(1)(b), 34(

® |IS personnel

® JVO personnel

PIA progress update meeting: 8 June 2023
® |IS personnel

® the DTP and JVO personnel
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7. Appendix B — Assessment against the IPPs

The following table sets out IIS’s high-level assessment of the first release of the JVO DDL against the
IPPs in the context of the external pilot and the expected full roll-out in 2024. This PIA focuses on the
information flows for the myVicRoads app as described at Section 3.5.3. The information flows between
DTP, JVO and Service Victoria will be assessed in a separate PIA.

In making our assessment, we note that:

® The JVO app will display some health information in form <f licence codes. This would be subject
to the HPPs in the HRA. 1IS notes that the HPPs cover s'mi'ar issues to the IPPs and for this PIA
has not undertaken a separate assessment.

® The JVO is handling R&L data on behalf of the DTI?, which retains ownership of the data. The
DTP continues to be responsible under privacy laws for ti.e data. The JVO has specific privacy
obligations under the Deed and separately is aisc dire~ty subjecc i privacy laws.

® The JVO DDL approach (where data is dispiayed t.ut not storca on an individual’'s device, and is
not shared with validators (other than for ‘aw enfcrcernent vaiiaation where driver licence number
is contained in the bar code)) involves lirvited diract disclosure of personal information. However,
the process would generally involve the indiviaaal in showing the DDL on their device to a
validator. There is also a small. ku. not imoassible, chaice that data would be inadvertently
disclosed if the device is subject tJ fraucticnt mistis.

IIS also notes that where our assecsrient bas riot idenwied specific issues for this PIA, that is not meant
to indicate there is no privacy work to be uone. IIS anticipates that usual privacy compliance and
monitoring would occur.
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Summary of privacy principle High level assessment against IPPs for DDL

project for DTP and JVO

IPP 1 — Collection The DDL involves a re-use of existing information

the DTP holds, not a new collection for DTP.
An organisation can only collect personal

information if it is necessary to fulfil one or more ' Under the Deed, the JVO will be collecting and

of its functions. It must collect information only handling some personal information on behalf of the
by lawful and fair means, and not in an DTP.

unreasonably intrusive way. It must provide
notice of the collection, outlining matters such
as the purpose of collection and how individuals
can access the information. This is usually done
by providing a Collection Notice, which should
be consistent with an organisation’s Privacy
Policy.

The introducucn of DDL is a new way of providing
driver licen~es — it would be at least good practice to
update bath the DTP’s and JVO'’s privacy policies
and 1> ensure privacy cc'lection notices are
avaravle ar.d relevant ot point of use, for example
within the inv /icRoads app. The Deed states the
Secretary nust apurove JVO collection notices and
privecy policy. W= also understand that the DTP
poli~v intent is what the privacy information for the
my VicRoacs and Service Victoria apps will be
cunsistent.

Sec d:scussion at Section 5.1.1.

IPP 2 — Use and disclosure The DTP and JVO'’s use of R&L data for DDLs

) ) licence is consistent with the purpose of collection.
Personal information can oy be used and

disclosed for the primary urpose for whichi i Privacy law obligations, as well as the Deed, ensure
was collected, or for ¢ “econdary purpo:e that that JVO must only use or disclose personal
would be reasonab:y expected. It can cls» be information as permitted under the Deed.

used and disclosed in other limiter:
circumstances, such as with the inaividual’s
consent, for a law enforcement purpose, or to
protect the safety of an individual or the public.

In general, as noted above, the JVO is taking a
cautious approach to disclosures of personal

information for the myVicRoads app.|1), 34(1)b), 344)(a)

30(1), 34(1)(b), 34(4)(a)(ii)

No issues identified.
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Summary of privacy principle
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\.' IS Partners
-

High level assessment against IPPs for DDL

project for DTP and JVO

IPP 3 — Data quality

Organisations must keep personal information
accurate, complete and up to date. The
accuracy of personal information should be
verified at the time of collection, and periodically
checked as long as it is used and disclosed by
the organisation.

IPP 4 — Data security

Organisations need to protect the perscrel
information they hold from misuse, locs.
unauthorised access, modification v disclost.re.
An organisation must take reasonaule steps 10
destroy or permanently de-idenufy perscnal
information when it is no lor:ger neeed.

The DDL should not diminish and may enhance data
accuracy of driver licence information.

Changes to driver licence details or status will be
subject to pilots and roll-out and will be reflected in
the DDL quickly.

The DTP’s rzg'nrements, and the JVO design are
such the mvVicRoads app does not collect or hold
identifieu nersonal information. The one source of
truth >t Jiiver licence inforniation remains with the

DT 2(17.34(1)(b), 34(4)(a)(i) |

30(1), 34(1)(b), 34(4)(a)(ii) |

No issues identitian.

Tus TP and JVO have in place detailed security
manage nent processes and have commenced or
undertaxen detailed security risk assessments for
the C!uL.

A1 tnis point, there are some issues to work through
--see discussion at Section 5.1.3.

IPP 5 — Openness

Organisations must have clearly exprecsad
policies on the way they manage 7ersonal

information. Individuals can ask to view an

organisation’s Privacy Policy.

Both the DTP and the JVO have in place or will be
updating or developing privacy policies, privacy
notices and other privacy information. The intention
is that the materials will be consistent and that
individuals are easily able find relevant information
to inform their decisions. 1IS also considers that best
practice would be to support more formal material
with engaging, plain English information about DDLs
and possible risks or issues.

See Section 5.1.1 and Section 5.1.2
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Summary of privacy principle
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4

High level assessment against IPPs for DDL

project for DTP and JVO

IPP 6 — Access and correction

Individuals have the right to seek access to their
own personal information and to make
corrections to it if necessary. An organisation
may only refuse in limited circumstances that
are detailed in the PDP Act. The right to access
and correction under IPP 6 will apply to
organisations that are not covered by

the Freedom of Information Act 1982 (Vic).

The introduction of the DDL should not affect current
processes for access and correction. However, JVO
Service Victoria and the DTP should ensure
respective responsibilities are clear and that
processes are built with a ‘no wrong door’ approach.

See Section < 2.1

IPP 7 — Unique identifiers

A unique identifier is an identifier (usually a
number) that is used for the purpose of
identifying an individual. Use of unique
identifiers is only allowed where an organisa.ion
can demonstrate that the assignment is
necessary to carry out its functions eficizantly.
There are also restrictions on how crganisations
can adopt unique identifiers assigrn.2d to
individuals by other organisations.

IPP 8 — Anonymity

Where lawful and prasiicable, individuals should
have the option of irziisacting with an
organisation without identifying themcelves.

Drivar Licence aumberz are unique identifiers in
iemas of us PDPA.

Driver licence nuruoers will appear on the DDL.
Howeer, the DL project does not involve the
assignmen or new unique identifiers.

Wo iss'ics identified.

Not relevant for the DDL — identification is a required
part of acquiring or using a DDL.

IPP 9 — Transborder data flows

If an individual’'s personal information travels
outside Victoria, the privacy protection should
travel with it. Organisations can only transfer
personal information outside Victoria in certain
circumstances, for example, if the individual
consents, or if the recipient of the personal
information is subject to a law or binding
scheme that is substantially similar to the
Victorian IPPs.

As far as |IS understands, the DDL processes are
contained within Victoria.

No issues identified.
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Summary of privacy principle High level assessment against IPPs for DDL

project for DTP and JVO

IPP 10 — Sensitive information Driver licence processes do not involve the
collection of sensitive information as defined, but do
involve some biometric and health information (See
Section 3.6.2). Such information is part of the R&L
data that the DTP has already collected.

The PDP Act places special restrictions on the
collection of sensitive information. This includes
racial or ethnic origin, political opinions or
membership of political associations, religious
or philosophical beliefs, membership of No issues ide tified.
professional or trade associations or trade

unions, sexual preferences or practices, and

criminal record. Organisations can only collect

sensitive information under certain

circumstances.
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Glossary

Abbreviation or term | Expansion or definition

A

Pl Application programming interface

G
w

| 30(1), 34(1)(b), 34(4)(a)(ii) |
|

1(1)(b), 34 | 30(1), 34(1)(b), 34(4)(a)(i) |

(1)), 34 | 30(1), 34(1)(b), 34(4)(a)(ii) |
| [N A _
DTP Department of Transport ar« Flanrir g
4(1)(b), 34 | 30(1), 34(1)(b), 34(4)(a)(ii _7
| -l NN
s IIS Partners and 'niarmaticn iniegrity Solutions Pty Ltd
IPP Information Piivecy Prindinles in the PDPA
I & N &
Ba(1)0). 34( L 3001), 34(1 ) BN |
JVO The T, T”’s Joint Ventura Cperator for VicRoads
I L . (N 4.
MVP wWinimum Viaole F:aduct
oVvIC Office of the Victorian Information Commissioner
I -
PDPA Privacy anc Data Protection Act 2014
PIA Privacy Impact Assessment
I
QR Code Quick Response Code
R&L Registration & Licensing
|
VPDSF Victorian Protective Data Security Framework
VPDSS Victorian Protective Data Security Standards
I
VicPol Victoria Police

Report: 24 November 2023 OFFICIAL: Sensitive 1/56



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

1. EXECUTIVE SUMMARY ?: I1S Partners

1.  Executive summary

The Department of Transport and Planning (DTP), its Joint Venture Operator VicRoads (JVO) and
Service Victoria are working to bring digital driver licences (DDLs) to Victorian residents. A DDL will allow
a licence holder to access an electronic version of their licence on a mobile device and present it in place
of the physical licence. The DDL will be made available both through the myVicRoads and the Service
Victoria platforms and apps.

The first phase of the DDL Project was producing a Minimum Viable Product (MVP), which replicated the
data and attributes from the existing Victorian driver licence to a ¢iqital credential in either the
myVicRoads app or the Service Victoria digital wallet. The secor.d phase was testing the Minimum
Marketable Product (MMP) via an external regional pilot in B2'larat, which commenced in July 2023. The
agencies are now working towards a state-wide release of u.2 DDL, starting in 2024

The current DDL solution focuses on three primary use “zses:

® Entitlement to drive
® Proof of identity (i.e., the customer’s nan.2 and aduress)

® Proof of age (i.e., the customer is over 18).

The DDL products draw on the JVO'’s ¢.iver licer ce registry. which contains the DTP’s holding of
registration and licencing (R&L) data. and whic it operates on behalf of the DTP. The quantity and
sensitivity of personal information invulved means the privacy impacts of the DDL Project need to be
carefully examined.

[IS Partners (1IS) had previuisly conducted two Privacy Impact Assessments (PIAs) on the first phase of
the DDL Project (prior tn te externa! pilot) -- cne for Service Victoria and one for the JVO. This PIA
report, which focuses cr, the JVO DDL sc!'tion, is an update of the initial PIA (dated June 2023), taking
into account JVO'’s rc:es in delivering the DDL project for the state-wide release. A separate report will
update the June 2023 PIA of Servire \/ictoria’s implementation of the DDL.

The scope of the PIA covers privacy risks associated with:

® The back-end integration to the driver licence registry, including APls, for both products
® The design and build of the myVicRoads app

® Data flows between the JVO and the myVicRoads app

® Security of the information

® Onboarding and user experience in the myVicRoads app

® Features and use cases within the initial release scope

® Any product changes made to the DDL since the pilot

® Core privacy requirements under the Information Privacy Principles (IPPs)
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® Potential negative use cases and mechanisms to address them.

In undertaking this PIA, 1IS considered:

® Privacy principles in the Privacy and Data Protection Act 2014

® The Victorian Protective Data Security Framework (VPDSF) and the Victorian Protective Data
Security Standards (VPDSS)

® Relevant legislation such as Road Safety Act 1986 and the Service Victoria Act 2018

® Guidance materials published by the Office of the Victoria» Information Commissioner (OVIC) and
the Office of the Australian Information Commissioner (CAIT)

® Privacy good practice stemming from 1IS’s knowledgr: and experience.

This report:
® Provides background to the project, including “ey preiact narticinants and roles, key systems and
information flows, and the relevant legal fiarnework.
® Sets out lIS’s approach to the risk analveis and factors determining the privacy risk level.

® Discusses relevant privacy risks and 1z<ues II€ nas ider uiied, along with recommendations to
mitigate risk and improve practice.

The PIA methodology is included in thie Apper Hices.

1.1 IIS’s overall view

Privacy and security have be<i a key focus for ure JVO in project design and implementation. IIS has not
identified any high-risk privacy isstiez for the uroject with respect to implementation of appropriate
controls to manage the inirerent high risks. Cverall, the DDL is likely to benefit individuals and it is being
designed in a privacy-"riendly way. The iscues identified arise in the context of the project stage, which is
now turning to implementation and the iull-roll out, and the complexity of the project environment.

30(1), 34(1)(b), 34(4)(a)(ii)

® There is significant quantity and sensitivity of personal information involved.
® The project will involve the display of R&L data in DDLs via individuals’ devices.
® The data involved includes sensitive biometrics, like driver images as well as R&L details.

® The DDL project environment is complex, with both the JVO and Service Victoria offering DDL
credentials via their respective apps, under the guidance of the DTP. The apps while developed
independently are expected to meet the DTP’s policy and Design Standards, and to have a
consistent ‘look’ and ‘feel’. However, the apps vary in some key ways, which individuals might find
confusing or difficult to assess from a privacy perspective.

® The JVO design aims to take account of possible security risks for DDL users. However, these
risks will need to be monitored on an ongoing basis.
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® While Victorians are reasonably familiar with, and interested in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including the differences in the two
apps, or how verifiers can interact with their devices, or handle personal information shared or
displayed via the DDL — could cause concern and jeopardise uptake of the solution.

Overall, the DDL has benefited from being designed in a privacy-friendly way. Taking into account the
positive privacy aspects such as the emphasis on data minimisation, the avoidance of a new digital
footprint, the DDL security features, and expected detailed governance arrangements, we consider that
the residual privacy risk level is medium. Privacy risks are likely to be within manageable levels, subject
to clear and detailed privacy communications, the development o’ orivacy coordination and monitoring
arrangements, and close attention to the possible security risks ‘or customers using a DDL.

In our previous June 2023 PIA, IIS identified key privacy risis and issues in the following areas:

® Transparency and privacy complaint handling
® Security

® Privacy governance.

[IS has retained our analysis in relation to th» abovericmioned areas and added to the analysis any
updated information that we have receivec from JVQ and the: D1P.

1.2 Recommendations

[IS made a total of 12 recommei.dation in uur previc'is PIA. Since then we note that JVO and the DTP
have implemented a number ¢ our recornmenda’ions. The status of implementation is displayed in the
table below. For this PIA, IIS ¥Yos a fu. thei 10 recommendations for the JVO and the DTP’s consideration
as it continues to rollout tho CDL ctate-wide. Far your ease of reference, the recommendations for this
PIA have been listed as Recommendation A, 3, C and so forth.

Status of previous recommend=z‘inons

Recommendations Status
Recommendation 1 — Project governance processes to JVO, DTP & Implemented
ensure consistent, best practice privacy messages for both Service

the myVicRoads and Service Victoria apps Victoria

Recommendation 2 — Privacy information about the DDL JVO & DTP Retained — see
pilot to be prominent and easily accessible Recommendation A

Recommendation 3 — Pilot collection notices to use plain JVO & DTP Implemented
English and be supported by an overview of the DDL
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Recommendations ‘ Who ‘ Status
Recommendation 4 — The JVO privacy policy to include JVO & DTP Retained — see
comprehensive DDL information Recommendation B
Recommendation 5— Ensure DDL privacy and security JVO & DTP Retained — see
information is accurate and does not overstate benefits Recommendation C
Recommendation 6 — Include privacy issues in pilot 2/O & DTP Implemented
evaluation
Recommendation 7 — Record DDL related privacy risks ¢n JVO Implemented

risk register

Recommendation 8 — Continue to assess security risks ‘cr JVO & DTP Implemented
individuals and provide up-to-date information o:1 risks «.nd

mitigations

Recommendation 9 — Explore option: ror limitiig address JVO & DTP Implemented

display on the DDL driver licence vig:v:

Recommendation 10 — Clarify reguirenients for ‘rc nandling DTP Implemented
of individuals’ devices for DL validation

Recommendation 11 — Swrengthen DDL piivacy governance  JVO Retained — see
arrangements incli:ding oy relevant prcvisions in the JVO Recommendation G
Privacy Management Plan

Recommendation 12 — Ensure continued PbD approach in JVO Implemented
the DDL’s further development

New / retained recommendations

Recommendations Timeframe
Recommendation A — Make privacy-related JVO & DTP State-wide release
information about the DDL prominent and easily and ongoing
accessible
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Recommendations

Y
!5. IIS Partners

Timeframe

Recommendation B — JVO'’s privacy policy to JVO & DTP State-wide release
include or link to comprehensive DDL and ongoing
information

Recommendation C — Ensure DDL JVO & DTP State-wide release

communications, including privacy and security
information, are accurate, consistent and fit-for-
purpose

Recommendation D — Continue to support
engagement with businesses during state-wide
release

DTP, JVO % Service
Victona

and ongoing

State-wide release
and ongoing

Recommendation E — Continue to monitor

CDTP, JVD & Serv.ce

State-wide release

customer feedback Victoria and ongoing
Recommendation F — Monitor the effectiveness | svC Ongoing

of the processes when engaging the DTF ‘

Vulnerable Customers Team ‘

Recommendation G — Strengthen DL privacy  JV/O For post ‘Delivery’
governance arrangements incliiuing by rclevant mode

provisions in the JVO privacy rnanageinait plan |

Recommendation H — Communicais to JVO & DTP Ongoing

I 30(1), 34(1)(b), 3ﬂ+)'_j)(7.) |on ‘he

importance of keepirg their personal c=tzils

updated

Recommendation | — Consult with DTP JVO & DTP Ongoing
Vulnerable Customer Team and other relevant

I 30(1), 34(1)(b), 34(4)(a)(ii) I

Recommendation J — Review current materials | JVO & DTP Within 3-6 months of

for licence checkers to identify if more guidance
is needed to mitigate against potential fraud
cases

initial state-wide
rollout
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2. Introduction

The Department of Transport and Planning (DTP), its Joint Venture Operator for VicRoads (JVO) and
Service Victoria are working to bring digital driver licences (DDLs) to Victorian residents. The DDL will be
made available both through the myVicRoads and the Service Victoria platforms and apps.

Both the products will leverage data from VicRoads Driver Licence registry, currently operated by the JVO
on behalf of DTP. Both products have integration with DTP’s driver licence registry using the new
technical integration framework that the JVO is implementing as part of the DDL program. DTP provides
policy oversight and guidance to ensure that the DDL products ere aiigned in key areas to deliver a
consistent user experience to Victorian motorists.

[IS had previously conducted two PIAs on the first phase <t tiie DDL Project - - tiie first for the MVP for the
internal pilot (June 2022) and the second for the MMP ‘¢ the exterral pilct i~ Ballarat. This PIA report is
an update from the previous MMP PIA (dated June 2023), tel«na into account JVO's roles in delivering
the DDL project for the state-wide release in 202- A sepaate ieport ! update the June 2023 PIA of
Service Victoria’s implementation of the DDL.

2.1 PIA scope

S001), 34(1)(F), 34{%)(a)(ii)

The first phase of the DD, Froject was procucing an MVP which replicates the data and attributes from
the existing Victorian driver licence to a c:qital credential in either the myVicRoads app or the Service
Victoria digital wallet. | ne first release was tested through an external pilot that took place in Ballarat,
which commenced in July 2023. Trei2 iave been certain changes to the DDL since the external pilot.

This version of the PIA is an update to the previous PIA which covers JVO'’s delivery of the AP|S,M

30(1), 34(1)(b), 34(4)(a)(i) and additionally
include the assessment of any changes or development made to the DDL post external pilot release that
may affect privacy compliance and introduce new privacy risks.

The scope of this PIA will include the following additional developments:

® DDL product changes

30(1), 34(1)(b), 34(4)(a)(ii)

o Channel limiting (allowing only 2 instances of a person’s credential via each channel)

® Updates to privacy policies, websites and communications .
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The PIA will also discuss potential negative uses of the DDL as well as consider any risks/issues in
anticipation of the planned state-wide rollout in 2024.

30(1), 34(1)(b), 34(4)(a)(ii)

In providing this report, [IS makes the following qualifications:
® The PIA considers possible security issues for the project, but we did not undertake detailed
investigations or reviews of technical or security features.
® The PIA is based on information gathered from, and proviaed by, the DTP and the JVO.

® |IS does not provide legal advice; rather we provide ctategic privacy and cyber security advice.

2.2 About this report

The report is structured to provide an overview of the DDL project, explain [IS’s approach to risk analysis,
analyse privacy issues according to the project scope, and provide acoitional context to the PIA work:
® Project description (Section 3)

Provides background to the DDL Prciect, key project participants and roles, key systems and
information flows, and the relevant iegel frariework.

® Approach to risk analysis (Scoction 5
Sets out IIS’s approach t) the risk analysis cnd factors determining the privacy risk level.
® Findings and recommsandatians (Seciion 5)

Discusses relevar t privacy risi<s and issues IS has identified, along with recommendations to
mitigate risk an4 in.prove practice

® Appendix A — Methodology (SE<ciion 6)
Summarises our methodologyv. including list of documents reviewed and meetings held.
® Appendix B — High-level assessment against the Information Privacy Principles (Section 7)

Provides a high-level assessment of the DDL project against the IPPs and notes risks areas,
which are discussed in detail in Section 5.
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3. Project description

3.1 Background

The DTP, JVO and Service Victoria are working to bring DDLs to Victorian residents. Digital licences offer
customers a convenient and secure means to present a driver licence or have their proof of age or
identity details verified, where they are required to do so. Three out of six Australian state and territory
jurisdictions have either trialled or have a legislation-based DDL. According to Service Victoria research,
six million Victorians possess a driver licence and 80% of the licence holders would value a digital
driver’s licence.

The DDL replicates data and attributes from an existing plasti. \ictorian driver licence to a digital
credential. Initially there will be three primary use cases:

® Entitlement to drive whilst on the road.

® (Casual proof of that user is over 18 and photo ior licen:sd venues and businesses such as
supermarkets, convenient stores, tobacco r-tailers, cte.

® Proof of identity (comprising a custome.’s name anu addrecs).

It will be up to the businesses and organis:tions who ave relving parties to decide whether or not to
accept the DDL for these use cases.’

The DDL products support verifications whera 1€ infcrmation is presented on various DDL views using
QR code scanning (using the mv'/icRoads cr Service Victoria apps). This feature enables individual and
business customers to verify the aetails niasented Ly a DDL holder without requiring specialised
hardware or facial recognitint..

A first release of the DI5:_ came in the form or an external pilot which commenced in July 2023. The DTP,
JVO and Service Victoria are now working towards a state-wide release, planned for 2024. At this stage,
the DDL will be supplementary to the cnysical driver licence and will not replace it. While most full licence
drivers do not need to carry a physica! licence, where the existing laws do require this, they remain
enforceable. For example, the introduction of DDLs does not change the obligation of motorists such as
learner and probationary drivers to always carry their physical licence with them.

3.2 Project objectives and scope

3.2.1  Objectives and expected benefits of the project

The DDL is consistent with the Victorian Government’s digital strategy, which is expected to deliver cost
savings, and better, fairer, and more accessible services, and a digital ready economy.

' There will be circumstances where a DDL will not be sufficient and a physical driver licence DDL might be needed. For
example, the first state-wide release will not allow a business to easily retain a copy of DDL ID details as part of their
existing legal or operational requirements.
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v

The expected benefits of the DDL for Victorian drivers are:

3.3

Freedom — As noted, unless required to by law, most customers will be able to leave their physical
licence and wallet at home (although they might still need a plastic licence, for example, to prove
identity in some circumstances).

Peace of mind — Customers know their DDL is always on their phone as a backup.

Convenience — 89% of the customers Service Victoria consulted indicated that they believe the
DDL to be more convenient than a physical driver licence because they always carry their phone
with them.

Security — No personal information is stored on the custor~er’s device, and setup of the
myVicRoads app includes multi-factor authentication (v'"FA) and requires a user login, and a six-
digit PIN or biometric.

Privacy — Customers will have a choice of how ‘¢ aisplay tae DDL 1. their device depending on
the use case (entitlement to drive, proof of age. proof or D). If a varifier seeks to confirm details
displayed on the device via the QR, no personal information, ctriar than licence number on the
licence view, is shared. The QR code oriv confirivis the d=ianc are correct or provides various
limited error codes if for some reason ‘he information cannoi be verified.

Up-to-date data management — Cuxztomers vsing a DL nave access to up-to-date information
about the status of their licence: tcr exampie, whether it is valid or has expired.

Project status

The DTP, JVO and Service Victoria are taking an i«rative approach to the DDL project. JVO and the DTP
have undertaken significant dzav<siopment work since the initial MVP in 2022. The design and build of the
JVO DDL are complete.

3.3.1

Completicr <f external pilavand pilot feedback

The external pilot started in July 2023 ia Ballarat. JVO and Service Victoria promoted the pilot via their
websites. The JVO sent out email invitations to its customers in the Ballarat area, requesting their
participation. Service Victoria on the other hand asked people to sign up, checked to ensure that there
was no duplicate between Service Victoria and JVO and only sent out invitations specifically to those
people. At the time of this PIA, there were approximately 11,000 active Victorian DDLs across both

channels.

Both Service Victoria and JVO reported that they received positive feedback on the DDL, with no negative
feedback about the product itself.| 30(1), 34(1)(b), 34(4)(a)(i) |

30(1), 34(1)(b), 34(4)(a)(ii) |

The JVO in particular has planned to release a survey that will go out to users to gain their feedback,
including on how well the DDL protects privacy and personal information as well as general feedback on
how to improve the DDL. This is discussed in Section 5.1.2.
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3.3.2 State-wide release

The project is now moving towards state-wide release in 2024. 1IS has not identified any crucial issues
that needs to be addressed prior to the state-wide release. Our recommendations are not time sensitive
and should be considered by JVO and the DTP in their future planning of the DDL.

30(1), 34(1)(b), 34(4)(a)ii)

3.4 About the DDL

The DDL is the first product in the myVicRoads app and will be available through the myVicRoads portal.
DDL customers will be able to easily show an identical digite’ varsion of their driver licence, and to have
certain details verified, via their myVicRoads app. Initially. the DDL can be used in three cases:

® Entitlement to drive
®  Proof of identity

e Verification that the customer is over 18.

The DDL acts in a similar fashion to a physica: iicence However. some details can be hidden by default
to respect the user’s privacy. The DDL efizciively contains thi22 cards. The myVicRoads app landing
screen provides customers with the ogoo-tunity te celect “he digital card that best suits the context. The
customer can show and verify subse.s of their LIL detcils. For example, a verifier scanning an age card,
only sees the fact they’re over 18, rather tharn tneir exact birthdate, driver licence number, address and
other information, which is all anparent ¢ a physica licence.

To set up a myVicRoads DCL, custrmiars muzt first have a myVicRoads account | 3001), 34(1)b). 34@)@)i) |
| 30(1). 34(1)(). 34NNy | DDs, are further protected by the customer’s phone password
(if used) and are only aczessible by logging into the myVicRoads app via a user login, biometric

identification, or six-digit PIN, and an adiaitional authentication step (multi-factor authentication (MFA)).

The JVO has taken a cautious approach to privacy and security in the development of the DDL.|). 34(1)®). 34(4)(]

| 30(1), 34(1)(b), 34(4)(a)(ii) I

| 30(1), 34(1)(b), 34(4)(a)(ii) IThis means that personal information will be displayed on a customer’s device when
they activate the app but no personal information will be stored on the device. The verifier will still, with
the customer’s permission, be able to view the image and the details the customer chooses to display on
the device.

The DDL will contain features such as holograms, manual refresh, display of the last refreshed date and
time and a watermark, that are digitally equivalent to the features that indicate a plastic licence is
legitimate. The DDL will also include a QR code that verifiers (organisations seeking to rely on a DDL)
can scan to verify the licence is valid. The scan displays a green tick for valid cards or an error message
(for example, QR code expired, invalid QR code). This is currently being updated to align with Service
Victoria’s solution. The DDL also contains a bar code, which contains only the customer’s licence
number, for Victoria Police (VicPol) use.

Report: 24 November 2023 OFFICIAL: Sensitive 11/56



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

3. PROJECT DESCRIPTION s: “S Partners

[IS considers that both the JVO and Service Victoria products have been designed and implemented with
emphasis on data security and privacy (privacy and security by design). The DTP will also ensure the
digital driver licence experience, design, functionality and features will be same across both DDL
channels.

A customer may choose to have both the Service Victoria and myVicRoads apps on their device, from
which they can access the DDL. 30(1), 34(1)(b), 34(4)(a)(i)

30(1), 34(1)(b), 34(4)(a)(ii)

At this point, the products are not interoperablel 30(.), 34(1)(b), 4@~ l This means that
the JVO QR code can only be scanned with the JVO apn and vice versa with the Service Victoria app.

3.5 Participants in the DDL Project MVF

This section sets out the participants in the DDL o1 oject.

3.5.1  The Department of Transpcrt and Plannin

The DTP operates and coordinates Victoiia’s trar.cport network, the delivery and upgrade of transport
infrastructure, as well as the reforms (1 road satety policy, regulatory and legislative environment. The
DTP will remain the owner of the RaL date.

The DTP is also the policy ownrer of driver licencing policy. All the elements that relate to licence
information, entitlement to d:ive, safaty and rcads will remain with the DTP. The user’s licence features
and potential changes (e.a., addition of a licance, expiration, suspension) are managed on the DTP’s
side, and JVO and Service Victoria only raiact those changes through the DDL.

The DTP provides policy oversight anc' guidance to ensure that the DDL products are aligned in key
areas to deliver a consistent user experience to Victorian motorists.

3.5.2 Joint Venture Operator

The JVO provides registration and licensing services under a Concession Deed (the Deed) on behalf of
the DTP and VicRoads. In summary, it is responsible for customer service and operational activities

I 30(1), 34(1)(b), 34(4)(a)(ii) I initial customer complaints, and management of the IT
systems.
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30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)i| The APIls will allow near-real time driver licence data to be retrieved by the front-end
mobile apps developed by the JVO and Service Victoria.

The JVO is also responsible for the DDL solution design and build and will host the DDL in the
myVicRoads app on the myVicRoads portal. It is responsible for the maintenance of the app and, subject
to the Deed and the DTP policy and Design Standards, for ensuriiig that the right security, privacy and
compliance features are in place. The JVO is also responsible for the communications with customers
and will provide a digital channel for customer feedback aboui the DDL and pass complaints in relation to
the DDL to the DTP.

3.5.3 ] 34 344

30(1) 34(1)(b), 34, Ma)(ii)

3.5.4 Service Victoria

Service Victoria will, as noted, be a supplier ot u:2 DDL thyough its own channel. 30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(i1) _]

3.5.5 Checkers — Victoria Pclice

VicPol is a key stakehold 2r for the DCL and iz working with DTP to identify and resolve any issues.

The external regiona! viiot was used to tast the efficacy of, and seek feedback on, the VicPol app already
available to check the barcode, whizh 'S understands contains only the licence number. VicPol only
checks the DDL as an initial check. | 30(1), 34(1)(b). 34(4)(a)(ii) |

| 30(1), 34(1)(b), 34(4)(a)(ii) I

[IS understands that no issues were raised VicPol during the pilot and that they were generally pleased
with the ease of using the solution. The DTP will continue to engage with VicPol to identify any needed
modifications of police processes iffwhen the DDL becomes a replacement for a hard copy driver licence.

3.5.6 Checkers — other organisations
There will be a number of businesses that need to verify licences or identification. These include:

® National Retailers Licensed venues such as bars, pubs, nightclubs and restaurants
® Hotels

® Petrol service stations

Report: 24 November 2023 OFFICIAL: Sensitive 13 /56



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

3. PROJECT DESCRIPTION s: “S Partners

® Supermarkets and grocery stores
® Convenience stores

® Tobacco retailers

® Pharmacies

® Banks

® Australia Post

® |icensed premises, parcel pickup and delivery businesses, retailers offering click and collect,
credit options and equipment hire.

[IS notes that the initial focus will be on small businesses thac do not need to retain documentary

evidence of identity. Such requirements might be considarad 'n further iterations of the DDL.

3.5.7 Victorian citizens using a DDL

At the time of writing, there were approximately 11,J00 acuve Victoria.x DDLs across both the Service
Victoria and JVO channels. The current DDL sclut'on is «nlv avaianle for drivers with a full licence
including car, motorcycle, light, heavy vehicles. The stawc wide: release is planned for 2024.

The DTP expects the DDL will be extenced to all li.once hc'ders including probationary drivers and
learner drivers in further stages of the vroject.

3.6  Nature of systeins ana information flows
3.6.1 Key system conponents

3.6.1.1 The DTP

30(1), 34(1)(b), 34(4)(a)(ii)

3.6.1.2 JVO

30(1), 34(1)(b), 34(4)(a)(ii)

Report: 24 November 2023 OFFICIAL: Sensitive 14/ 56




Released under the Freedom of Information Act 1982
Dept of Transport & Planning

3. PROJECT DESCRIPTION %’: “S Partners

30(1), 34(1)(b), 34(4)(a)(ii)

3.6.1.3 Licence holders

Licence holders will use their own devices to set up, or use, 2 n.YVicRoads account, and to add a DDL to
the myVicRoads app.

3.6.2 Kinds of information involved

3.6.2.1 Personal information
The kinds of personal information JVO will disnleyy on the 0DL is i-e same as that which currently
appears on the plastic licence. As outlined, :.2t all the in.formaiion will be displaced for all views. The full
set of personal information is:

® Full name

® Date of birth

® Address

® Signature

® Photo

® Licence numbsi

® |icence expiry date

® Licence type (car/bike/dual)

® Licence proficiency (full/probationary)

® Licence category (heavy vehicle categories)

® Licence conditions

® Card Number (if allocated)

® |[ssue Date

® Licence Status.
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3.6.2.2 Sensitive information and health information

The DTP will also share conditions included on driver licences (e.g., alcohol interlock device, driver aids
or vehicle modifications, etc.). One of the conditions is a letter ‘S’ that indicates glasses or corrective
lenses. IIS considers that in this limited circumstance, the condition could meet the definition of health
information in the Health Records Act 2001, although practically speaking the privacy risk is low.

The JVO DDL will also display biometric information in the form of the licence photo and signature.
Biometric information is not currently explicitly contained in the definition of sensitive information in the
Privacy and Data Protection Act 2014. However, it is considered sensitive information under the Privacy
Act 1988 (Cth) and OVIC advises organisations to consider treating oiometric information as ‘delicate
information’ and to handle it cautiously.? 3

3.6.3 Overview of information flows

At a high level, the arrangements for the JVO DDL arz gapectar! t¢ involve tne following:

L 30(1), 24(1)(b), 34(4)(<)\'i) |
30(1), 34(1)(b), 34(4)(a)(ii) _—‘
® | 5001), 34(1)(b), H4(4)(a)(ii) |
34(1)(b), 34(4
°

Customers who decide to opt in for a DDLU are rencirad to sign-up for a myVicRoads account and
login using the in-app workflcws proviced by the 1. obile app.l 30(1), 34(1)(b), 34(4)(a)(ii) |

| 30(1), 34(:\b), 34(4)(a)(ii) |

4(1)(b), 34(

30(1), 34(1)(b), 34(4)(a)(ii)

| a 30(1), 34(1)(;. 34(4)(a)(i) | The purpose of QR code to

verify licence Jetails are accuraic us per the registry. When the app is ‘activated’, DDL information
and images are retrieved using QR code | 2001). 34(1)0). 344)2)i) |and displayed on device.

® Customers can choose to show their DDLs to verifiers (law enforcement agencies, or businesses
seeking proof of identity or age).

e Verifiers can also scan the QR code which will return a confirmation screen.

® VicPol can scan the barcode, which contains the licence number, and this comes up with licence
number.

The following diagram provides an overview of the DDL architecture.

2 Please refer to the definition given by OVIC: “‘Delicate information’ refers to personal information that is of a private or
personal nature, or information that the individual it is about would likely regards as requiring a higher degree of
protection.”, available at https://ovic.vic.gov.au/book/key-concepts/#Sensitive_and_delicate information

3 See https://ovic.vic.gov.au/privacy/biometrics-and-privacy-issues-and-challenges/
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Diagram 1 — Solution overview — JVO DDL

30(1), 34(1)(b), 34(4)(a'(ii)

The table below sets out the expected informaticn ilows for the creation of a DDL in the myVicRoads app.
It also describes the information flov's when a QR Cocie = generated and verified using the myVicRoads
app (both by the customer and {ixe verifier;.

Steps for the user Back-end processes

Log into the app / creaw> ai1 account

The customer must nrst have, or set un, 4 The process of setting up a myVicRoads account

myVicRoads account, | 30(1), 34( (b), - 4(4)(a)i) | is outside the scope of the PIA.

| 30(1), 34(1)(b), 34(4)(a)ii) |

If an account is created, email address and mobile
phone (if provided) are verified via the use of a
The path to the DDL is via the myVicRoads one-time passcode. | 30(1), 34(1)(b), 34(4)(a)(ii)

portal — it is relying on established identities.

B4(1)(b), 34(

30(1), 34(1)(b), 34(4)(a)(ii)

When they have a myVicRoads account the
customer would download the myVicRoads
app and login.
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Steps for the user ‘ Back-end processes

30(1), 34(1)(b), 34(4)(a)(ii)

Linking customer record to licence

30(1), 34(1)(b), 34(4)(a)(ii) ‘
|
\

30(1), 34(1)(b), 34(4)(a)(ii)

Adding the DDL to the wa'ie:

The customer can 10w access the DD!_ irom
the JVO app.
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Steps for the user ‘ Back-end processes

QR Code generation and verification

Generating a QR Code: As noted, the JVO is not storing any personal
information on mobile device.| 30(1), 34(1)(b), 34(4)(a)(ii)

The user will be given the choice to decide on
different sharing options. This will allow them to
determine how much of their driver licence
information they’d like to show to non-law

enforcement verifier.
30(1), 34(1)(b), 34(4)(a)(ii)

Verifying a QR Code:

Businesses that require proof of age, proof o
ID, or proof of eligibility to drive will be evie to |
scan the QR code to verify its validity and the |
validity of the details in question.

Law enforcement agencies checning liceices
will focus on licence number 7he DDI_ vni |
contain a barcode that cora2ins the licence
number.

30(1), 34(1)(b), 34(4)(a)(ii)

3.6.4 Product changes since pilot release

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)

3.7 Legal framework

3.7.1 Victorian laws

The DDL project must comply with the following relevaiit lav's.

3.7.1.1 Privacy and Data Protection Act 2014

The Privacy and Data Protection Act 2014 (PCRA) reguJlates th= nandling and protection of personal
information by Victorian public sector orgenizations. Crganisations subject to the PDPA must comply with
the IPPs that contain requirements acras: the iniarrnatior: lii=cycle. Part 4 of the PDPA gives the Victorian
Information Commissioner the powe: to prescribs secuiitv requirements pertaining to public sector
information and information systems throuch the Vicicrian Protective Data Security Framework (VPDSF)
and the Victorian Protective Date Securit/ Standaics {(VPDSS).

Section 84(3) of the PDPA truvides for orgar.'sations to be declared subject to the PDPA. Gazette S523
4/10/22 declares the JVO i be a body to which Part 4 of the PDPA applies.

3.7.1.2 Health Records Act 2001

The Health Records Act 2001 (HRA) and its Health Privacy Principles (HPPs) regulate the collection,
handling and protection of health information, which includes information or opinion about the physical or
mental health or disability of an individual.*

3.7.1.3 Road Safety Act 1986

The Road Safety Act 1986 (RSA) is the main piece of legislation that regulates the use of roads,
registration of vehicles and driver licensing in Victoria.

4 The HPPs are substantially similar to the IPPs. For the purposes of our privacy analysis in Section 5, 1IS has focused on
the IPPs.
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Part 7B contains the protective framework for R&L information, including the allowed purposes for use
and disclosure of relevant information, the exceptional circumstances for the use and disclosure of
relevant information, the uses of relevant information for verification purposes, etc

3.7.1.4 Charter of Human Rights and Responsibilities Act 2006

The Charter of Human Rights and Responsibilities Act 2006 (the Charter) is a Victorian law that sets out
the protected rights of all people in Victoria as well as the corresponding obligations on the Victorian
Government. The DTP will be conducting a Charter assessment with particular focus on engagement or
limitation of the right to privacy.

3.7.1.5 Road Safety (Drivers) Regulations 2019

Regulation 63 of the Road Safety (Drivers) Regulations 2212 describes the cet:ils that driver licence or
learner permit documents must contain, including the icie nuficat.on number, the person's first name,
second and third initials (if any) and family name; a paotogranu o' the person; the person's residential
address; the person's date of birth; a reproductio:' cf \1e parsecri's signature; the category or categories of
driver licence; its expiry date; and the code of ari: condition to wkich tne licence or permit is subject.

3.8 Project governance

The project governance arrangements iake aczo'in: of thz fact that the JVO is providing services to the
DTP under a Concession Deed (the Nead), anu the DD project is authorised by Cabinet. The Deed sets
out the JVO’s and DTP’s role and chligatior.c. iiicluding tor privacy and security. The DTP is effectively
the regulator of the JVO under the Deed. rhe forme! governance arrangements include:

® Ministerial oversight \1a monthiy ministeriai meetings

® Steering commitice with seniur staff frem the DTP and Service Victoria

® Working grouee sitting under the sicering committee with weekly meetings; the JVO participates in
relevant working groups (but nct (he steering committee).
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4. Approach to risk analysis

In undertaking this PIA, IS considered:

® The IPPs in the PDPA
® Guidance materials published by the OVIC and the OAIC
® Privacy good practice stemming from 1IS’s knowledge and experience.

The PIA focuses on privacy risks that are introduced or heightened by the DDL Project, rather than
privacy risks for existing processes to issue and use driver licence 3.

This section assesses the project’s residual privacy risk level, 2v weighing the inherent privacy risks
against the existing privacy positive aspects.

The following section discusses the project’s privacy issi.es ana risks idertiied in detail and makes
recommendations to mitigate the risks.

4.1 Inherent privacy risks
[IS’s risk analysis approach begins with ideriifving the ‘niherent giivacy risks. Inherent privacy risks arise
from:
® The nature of the personal inforuation (1 1,e collected and managed — for example, its quantity,
sensitivity, and the potentia! (includira value) fc., and consequences of, misuse
® The range of people fron, wnom e informau>n may be collected

® The context in which vesonal .n1tormation is handled — for example, senior management
commitment to privic.y, staf crivacy cki's and experience, the technical systems involved and the
nature of the proiact

® The extent to which informatior. 1s accessed or handled by third parties

® The likely community and/or m:2dia interest in the privacy aspects of the project.

30(1), 34(1)(b), 34(4)(a)(ii)

® There is significant quantity and sensitivity of personal involved.

® The project will increase likelihood of potential exposure of sensitive personal information data to
the Internet via apps and APIs.

® The project will involve the display of R&L data in DDLs via individuals’ devices.

® The data involved includes driver images as well as R&L details.
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® The DDL project environment is complex, with both the JVO and Service Victoria offering DDL
credentials via their respective apps, under the guidance of the DTP. The apps while developed
independently are expected to meet the DTP’s policy and Design Standards, and to have a
consistent ‘look’ and ‘feel’. However, the apps vary in some key ways, which individuals might find
confusing or difficult to assess from a privacy perspective.

® The JVO design aims to take account of possible security risks for DDL users. However, there is
still potential for risks to be greater than expected or for unforeseen risks to arise and so calls for a
need for risks to be monitored on an ongoing basis.

® While Victorians are reasonably familiar with, and intereste 1 in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including the differences in the two
channels, or how verifiers can interact with their deviccs, or handle personal information shared or
displayed via the DDL — could cause concern and jzopardise uptake cf the solution.

4.2 Positive privacy aspects

[IS considers that the DDL Project has important wos:tive aspccts that cupport privacy and minimise the
inherent risks associated with the project. These are outlined oelow:

Positive privacy aspects with the project/s~iution “esign

® The JVO has followed the key p.ivacy enhancing strategy of data minimisation — there will be
minimal personal information aansferred tu disp’ay on the customer’s device and data is retrieved
afresh and displayed each timg a cucterner uses the device; no personal information is stored on
the device. There is no peicistence o data in the networks, and data is encrypted at all stages,
from the APls, onto the anp.

® The DDL project des'on app«ars to avaid the risk of a new digital footprint, in that neither the JVO
or the DTP will have any detailed records that would enable them to track when, or to whom, a

customer presaiits their DDL for chccking.l 30(1), 34(1)(b), 34(4)(a)(ii
| 30(1), 54(1)(b), 344)@)(i) —I
[ | 30(1), 34(1)(b), 34(4)(a)(ii) |
I 30(1), 34(1)(b), 34(4)(a)(ii) | This means the DTP

data remains the single ‘source of truth’ for driver licence information.

® The device does not retain any DDL personal information on the device, it is only displayed. Each
time a customer uses or refreshes the DDL, the relevant information is retrieved from the server.
When a QR Code is scanned, it requests a verification of the licence and its data from the
VicRoads servers, and a response is returned, which confirms but does not provide the details on
the licence. The QR code is generated by a call to the DTP, and, following verification, is only
available for display without refresh for two minutes.

e JVO and DTP express a strong commitment to privacy and privacy appears to have been in mind
throughout project design and for the implementation.
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® The arrangement between DTP and JVO are governed by privacy legislation and by the Deed,
which includes the roles and responsibilities of both parties as far as privacy and security
obligations.

Privacy advantages for DDL users over the existing plastic driver licence

® The DDL is potentially more secure in that it is protected by device and JVO app security
measures, including MFA as the app is set up on a device and password or PIN or biometric
protection for each use.

® The DDL includes a range of other security features and further work is being undertaken to
identify if other measures are needed.

e |f anindividual’s device is lost or stolen, this does not mean the information is lost. A user can,
with relative ease, add their DDL to another devica.

® A customer’s DDL can be verified in real-time. This mezns rata can ve instantly verified using by
scanning the QR code displayed on the DDL. witain t'ie J%O app

® DDL users will have some choice about what informarion thav cisplay to verifier — the app will
have three ‘cards’, which will display or!v relevaint uetails, for example, the identity card will
display the customer’s photo, date o: hirih, and addresc, *.ut not their driver licence details.

4.3 Residual privacy riskleve!

Overall, the DDL is likely to benefit individuals aid it is L=ing designed with privacy and trustworthiness
as key considerations. Rather, the iscues i<‘entified arize in the context of ensuring that privacy continues
to be front of mind through the s.at2-widc reiease ani beyond.

In summary, with a number » impo:tant issu.< to manage both during and after state-wide rollout, IIS
considers the residual piivacy risk level is macium. Privacy risks are likely to be within manageable
levels, subject to clear arnd detailed privacy communications, continuous privacy coordination and
monitoring arrangements, and close o 2aniion to and monitoring of the possible security risks for
customers using a DDL.
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5. Findings and recommendations

This section discusses relevant privacy risks and issues that IIS has identified during the PIA.

IIS has retained our analysis from the previous June 2023 PIA and added to the analysis any updated
information that we have received from JVO and the DTP.

IIS made a total of 12 recommendation in our previous PIA. Since then, we note that JVO and the DTP
have implemented a number of our recommendations. The status of implementation is displayed in each
recommendation box. In key areas where we have included furthe - recommendations, these are titled as
Recommendation A, B, C and so forth.

[IS has not identified any areas of non-compliance with privacy or other legislation. The recommendations
focus on ensuring privacy best practice.| 30(1), 34(1)(b), 3442 |

30(1), 34(1)(b), 344, a)ii) |

5.1 IPP issues or risks
A high-level analysis of the DDL project agair.zt the IPF: is at Appendix B. 1IS considers that the DDL
project is consistent with the IPPs. In particular:

® The project operates within the existing DTF’s legal ‘ramework.

® The Deed authorises the JVC 0 collect, use a2 cisclose personal information consistent with its
roles in providing DDL invastructure and the myVicRoads app.

®  Anonymity is not practicable.
® The project will opzrata within Victorian: borders.

The main IPPs where |'5 has identified isv'1es are in relation to transparency and openness, disclosure,
security, access and correction, and privecy complaint handling.

5.1.1 Transparency — IPP 1 and IPP 5

Transparency provisions in the IPPs aim to allow individuals to make informed choices about providing
information or using a service and to have a general understanding of how information about them is
being handled. Transparency is both a matter of compliance as well as key to building public confidence
and trust in the DDL.

The IPPs provide two transparency mechanisms:

® Specified details, usually a collection notice, provided at the point personal information is collected
or as soon as possible thereafter (IPP 1.3).

® General information, usually via a privacy policy, about the type of personal information agencies
collect and hold and how it is managed (IPP 5.1).
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The Deed, at clause 39.6, mirrors these requirements and adds specific requirement to specify any law
that requires collection of personal information by the State, or that personal information may be
disclosed to the State. Clause 39.7 provides that collection notices must be provided to, or approved by,
the Secretary [of DTP].

5.1.1.1 Privacy collection notice and privacy policy

In keeping with its policy and oversight roles for the DDL and the ‘one licence, two channels’ approach,
the DTP will be seeking to ensure consistency in collection notices for the myVicRoads and Service
Victoria apps. IIS was advised that the JVO has not yet finalised i:3 collection statements. 1IS understands
that the JVO and Service Victoria will collaborate as the notices are finalised.

The IIS assessment drew on information provided, including terms and conditions (T&C) for myLearners,
what we have seen of the JVO’s approaches in other cornitexts (for example, vizwing the VicRoads
website) as well as DTP’s feedback letter to JVO’s terns and condidons 21,1 privacy materials.

We understand JVO'’s general approach to proviuirg privasy iniormeuai,, including collection notices, for
the state-wide release will be as follows:

® Provide link to the privacy policy on v»e VicRoaclz webgiie ©

® For myVicRoads account, provide: aiink to the T&C. which include a privacy statement —
effectively a collection notice — and a link » the Vickoads privacy brochure.

® Registering for the DDL

o Provide general advice including FAQs about the privacy and security features of the DDL,
for example: ‘with aa.tal ID, you contre! what information you share, and who you share it
with’, ‘having a J:¢ital driver iicer~e in our myVicRoads app means your identity is kept safe
using state-of-*n2-art security and arivacy features’, and the DDL is an ‘easy, secure and
private way’ (¢, access a licenc2. ‘privacy and security of personal information is the highest
priority in che digital driver liccrice’s development’.®

Provide link to T&C at ure noint a customer logs into myVicRoads account to register for the
DDL.
® When setting up the app, providing a link to T&C and the privacy brochure.
® Within the myVicRoads app, the Settings menu includes ‘help and info’ section, with links to T&C
and privacy policy.

® Within the app, message on screen alerting customers to what QR code will show and verify if
scanned, for example ‘the person who scans this code will only verify your licence number [or
‘your age/identity’, or ‘your age’]. No other data will be shared’.”

5 https://www.vicroads.vic.gov.au/website-terms/privacy

6 https://www.vicroads.vic.gov.au/licences/digital-driver-licence

7 MyVicRoads Digital Driver Licence Feature: QR Code, images on page 5.
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v

[IS considers that this approach is likely to be consistent with the IPPs. It provides the necessary
information and adopts a ‘layered’ approach, particularly with the short privacy messages below the QR
code. IIS also agrees with the DTP’s suggestion in its feedback letter to JVO’s terms and conditions and
privacy materials.

Additionally, we have identified some areas where additional action would contribute to good privacy
practice.

® Privacy information is not prominent on the JVO website — a search is needed to find the privacy
policy

® |IS notes that the JVO is currently updating the privacy ooiicy to address the feedback from DTP.
At the time of writing this report, 1IS has not reviewed the draft privacy policy. One of the feedback
items given was to include details regarding QR cade scanning on th: ©DL. 1IS is under the
assumption that the updated privacy policy will co1.tain & aistinct section about DDL. We consider
it good practice to include specific information #bout thc '/O’s rcle in managing R&L data, and
about the DDL, in the policy, or provide lirks v compietensive intormation elsewhere.

This might include:
Collection and handling of informatiun for iocntity ve rification
Data security, including steps. "¢ wake if a aevice is lost or stolen
QR Codes, including what ey cortain and how refreshed
Licence or credential verif.er haiding a device
How to report a devize as lo=u r stolen to the JVO and/or to VicPol.

® The current informaizr about the DCI. on the website provides high-level assurances about
privacy and securitv and sore additioral information. 11S notes that a Guide for Licence Checkers
has been publicted to support liconce checkers. However, there is still a lack of JVO
comprehensiva, detailed informaticn about the operation of DDLs including the handling of
personal information, security issues and protecting against risks, how the QR code works etc, on
the website.

® While privacy information will be available once a customer enters the myVicRoads portal, there
appear to be no privacy links or information (other than, as noted, high-level assurances) from the
initial pages about the DDL.

IIS reviewed the collection notice currently available on Service Victoria's website which will be updated
to reflect state-wide release (noting that it now currently only refers to the pilot).

[IS supports the clarity of the notice and did not find any issues under IPP 1.3. The notice uses plain
English and gives a reasonably detailed overview of the Service Victoria DDL. 1IS understands the JVO is
aware of this notice and will take it into account in further work collection notices.

We make the following recommendations to address the issues identified.
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Recommendation A — Make privacy-related information about the DDL prominent and easily

accessible

Make available comprehensive, plain English information about the operation of the DDL available in
public web pages about the DDL. This should include information about the handling of personal
information, security issues and protecting against risks, how the QR code works and so on.

Who: JVO and DTP

Timeframe: For state-wide release and ongoing

Retained from previous PIA

Recommendation B — JVO’s privacy policy tg il‘g%de

Include comprehensive DDL information for the full pubnc rollout i the JVO's privacy policy, or in links
from the privacy policy.

Include an additional ‘extra privacy iniatination’ seciion in ure policy or in relevant links on the
information handling for DDLs, whici: siould covar matiais such as:

® Collection and handling 2f informzian for ia=niity verification
® Data security, includiny steps ‘o ‘ake i” a device is lost or stolen
® QR Codes, includina what they contain and how refreshed

® Licence or creazniial verifier har iling a device

® How to repori a device as lost 21 stolen to Service Victoria and/or to VicPol.
Who: JVO and DTP
Timeframe: For state-wide release and ongoing

Retained from previous PIA

Status of recommendations from previous PIA

IIS notes that the DTP, the JVO and Service Victoria have implemented the following transparency
recommendations from the previous PIA.

Report: 24 November 2023 OFFICIAL: Sensitive 28 /56



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

~
5. FINDINGS AND RECOMMENDATIONS a. | |S Partners

Recommendation 1 — Project governance processes to ensure consistent, best practice privacy

messages for both the myVicRoads and Service Victoria apps

Establish project governance arrangements that include processes to ensure that privacy messages
delivered by the DTP, the JVO and Service Victoria are consistent, comprehensive and adopt best
practices approaches. Make clear in the governance processes who is responsible for signing-off on
privacy materials and monitoring their use.

Who: DTP, the JVO and Service Victoria

Timeframe: For full rollout and ongoing

Status: Implemented

Recommendation 3 — Pilot collection notices<({ Eng@and be supported by an

overview of the DDL
- Q

In developing privacy collection notices for the pilot, adopt a ‘gcod practice’ approach, consistent with
Service Victoria’s notice, which should \rc'ude vsung engaing plain English and provide, in addition to
the requirements of IPP 1.3, an overviaw of the 1'vO’s NDL, including the information handling, the
server retrieval process and the Qi Code.

Who: JVO and DTP

Timeframe: For the exteimai pilct

Status: Implemenlec:

5.1.1.2 Public communications and education

In addition to the specific requirements in the IPPs, active public awareness and education for DDL users
and verifiers will support transparency about the project, and support individuals’ ability to exercise their
privacy rights and to use a DDL safely.

IIS is encouraged by the work DTP, JVO and Service Victoria have done to date in this area. In keeping

with its role in ensuring the DDL experience, design, functionality and features will be same across both
channels, the DTP is taking the lead on DDL communications and engagement.
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The DTP, in collaboration with the JVO and Service Victoria, has developed a Communications and
Engagement Plan (the C&E Plan).2 The C&E Plan includes the narratives and key messages for the
regional pilot as well as communications and engagements tactics and timings in preparation for the full
rollout. The narratives and key messages provide a good high-level overview of the solutions offered by
both Service Victoria and the JVO.

The Communications Team is also working on other collateral to promote public awareness and
educations which includes factsheets, an instructional video for users as well as briefing packs. IIS
considers these efforts to be important in not only driving uptake but also in ensuring that Victorians are
adequately informed about the DDL and its processes.

IIS notes that the JVO has implemented some of the items ir \e C&E Plan, such as updating its
webpage on the DDL to include FAQs, and publishing a Guiaz for Licence Ct.eckers to support business
awareness of DDLs and how they could use it in practice, inclucing the stens ‘o verify the licence, identity
or age cards.

In addition, as part of the broader rollout of the DDL, IIS unde.stands that the DTP and Service Victoria
are planning to increase their engagement with vusinesses (that aie licence checkers) in order to guide
and support them. IS supports this initiative ond recominends 2 the DTP to continue its engagement
with customers to better understand their uain points and ne 2ds but also as an opportunity to educate
businesses about the licence verificaticiy viocess.

Additionally, IIS makes some further suggesticris whic.ii would enhance the clarity and accuracy of
privacy messages:

® The C&E Plan alludzs to, but aces not specifically make clear, some of the key differences
between the two erges, in panicular, what information is shared with verifiers. Customers are
encouraged to auopt whichever & is best for them but it will be more difficult for them to make
an informed chwuice if the differeinces are not clear.

® The JVO have included cerain security advice for customers on the DDL webpage. In the
interests of transparency and helping DDL customers to protect themselves, IIS encourages the
DTP and the JVO to continue to update these as any threats emerge.

® The question of whether law enforcement bodies, or other verifiers, are able to request to hold a
customer’s device to view a DDL has been an issue in other jurisdictions. The C&E Plan does not
currently provide advice on this for customers or verifiers. 1IS understands that there will be no
requirement for customers to hand over their devices. Although this has been made clear in the
Guide for Licence Checkers, we consider this should also be made clear to all users (i.e. by
including this in the FAQ).

8 Communications and Engagement Plan (April 2023).
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The above suggestions and those listed in Recommendation C below are based on best practice
considerations. JVO and DTP should continue to bear them in mind as they develop and update the
relevant communications materials.

The C&E Plan includes communications evaluation measures. For customers, the measure identified is
an ‘overall customer satisfaction score of >95%’. As previously mentioned, the JVO has not received any
negative feedback since the pilot release, however there is no empirical measure of customer satisfaction
yet. IIS understands surveys which includes a privacy satisfaction question have recently been sent out to
users to obtain their feedback on the DDL.

As an ongoing practice, it is important for the JVO and Service Victoria develop a mechanism to continue
to monitor customer feedback during the state-wide rollout. Customer feedback will assist the agencies in
its continuous improvement work for the DDL.

Please also see Section 5.3.2.2 where we discuss frevauient 1sc cases ana the importance of
communications as a control measure.

Recommendation C — Ensure DDL com@tio@clud& privacy and security information,

are accurate, consistent and fit-for-purp% Ny, Q

Ensure that communications for the CD! :
® Provide clear information aiout the ariferences c=tween the JVO and the Service Victoria apps,
in particular what inforn,ation is shicred with verifiers.
® Continue to monitor security riska and update the security advice as needed.

® Provide clear infonreiion tc licence users that there is no requirement for them to hand over
their devices to \'.cnce checkers, (1.2, include in the FAQs)

® Provide acc'i.ate advice about wr ether a plastic licence must be carried and the circumstances
in which a plastic card might ¢il. need to be shown.

Who: JVO and DTP
Timeframe: For state-wide release and ongoing

Retained from previous PIA
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Recommendation D — Continue to support engagement with businesses during state-wide

release

Continue to support engagement with businesses to better understand their pain points and needs, as
well as educating them about the licence verification process.

Who: DTP, JVO and Service Victoria

Timeframe: For state-wide release and ongoing

Recommendation E — Continue to monitor customer feeghac

Develop a mechanism to continue monitoring customer facauback (including on: privacy matters) during
the state-wide rollout.

Who: DTP, JVO and Service Victoria

Timeframe: For state-wide release and ongeirg

Status of recommendation from ni=2vious #1A

IIS notes that the following recommenaation has been implemented.

~

Recommendation 6 — Incluin
(/

Include privacy ‘satisfacticr.” in the caiuaticn of pilot communications. Issues to consider could include
understanding of the QR ~ude conwent, whether customers had sufficient information to make an
informed choice abnout using a DDL, ana f they were confident that privacy and security would be
protected.

Who: DTP
Timeframe: For the external pilot

Status: Implemented

5.1.2 Disclosure —IPP 2

IPP 2 states that personal information may only be disclosed for the primary purpose for which the
information was collected. Under OVIC Guidance, it is considered a disclosure when others are allowed
to view personal information even though it remains in the possession or control of its original collector. In
this instance, we are discussing the scenario where licence information on the DDL is being disclosed to
licence checkers which meets the primary purpose test of IPP 2.
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During the period of preparing this PIA, IS understands that there has been significant discussion
between DDP, Service Victoria and JVO regarding the amount and kinds of information that should be
disclosed. IIS notes that the JVO is strongly in favour of minimal information being displayed on the
verifier side.

For the pilot, the JVO'’s disclosure of personal information for DDLs, other than displaying driver licence
information to the customer, was very limited. The only personal information disclosed when a verifier
scans the QR code or bar code for the driver licence view was (i) the licence number and (ii) the green
tick and message that the licence is verified. Customers may also choose to allow a verifier to see, and
take notes of, the information on their device. The approach taker: v the JVO was different to Service
Victoria’s where more information is disclosed to licence verifiers depending on the specific use case
(including the image of the licence holder).

[IS understands that the DTP has made a policy decision ir reg=i 1 to the ahoe matter, taking into
account trade-offs between usability and privacy. The D7TP’s position is 4 ‘middle ground’ between the
Service Victoria and JVO positions. The kinds of information that will Ee displayed on the verifier's app,
upon scanning the customer’s DDL QR Code, are tie followi.g:

® Verification of licence — photo, first a~a iast naive, licence status, proficiency.

® Verification of age — indication of *whcther the custoricr is over 18 (green tick for yes, red cross for
no), photo.

® Verification of identity — phoic first ar.c iast nain=, address.

[IS notes that minimal information 15 invelved in the verification of age, which is privacy positive. This
would occur in the context of eitering pubs and clubs, and which would pose a heightened privacy risk to
patrons if more of the persori 5 inforination w s to be revealed (e.g., to an unscrupulous bouncer).

[IS understands that thc inclusion of the mi.~to as part of the information being displayed to verifiers is a
mitigation against spocfing of the DDL. /i.c , where a person alters the appearance of the credential on a
jailbroken phone). In such scenarics, \he verification process may return a correct verified status even
though the DDL has been tampered with; the correct customer photo that is displayed to the verifier
would enable them to identify that the person has changed the photo on their side.

Overall, IIS considers that the information proposed to be disclosed on the verifier side is appropriately
limited to the verification use case and that the DTP has achieved a good balance between usability and
privacy.

Additionally, as part of our discussion with the DTP, JVO and Service Victoria, it was acknowledged that

there continues to be a need for certain businesses to retain some or all licence information as part of
their legislative or operational requirements.
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We note that certain matters such as policy decisions, privacy decisions, and product design will require
further consideration to address these requirements in the context of the DDL. It is beyond the scope of
this PIA to assess these issues. However, IIS cautions against conflating the time-limited sharing of
personal information for DDL verification purposes with the broader sharing (and subsequent collection)
of such information for business retention purposes.

513 Security — IPP 4

IPP 4 requires agencies to take reasonable steps to protect the personal information they hold from
misuse and loss and from unauthorised access, modification or d.sclosure. The DTP and the JVO are
also subject to the VPDSF and VPDSS. The VPDSS prescribes a 11inimum set of mandatory
requirements across all security areas including governance, ‘niaormation, personnel, ICT and physical
security. The VPDSF provides direction to Victorian public sactor agencies or bodies, or in the case of the
JVO, brought in under s 84(3) of the PDPA, on their date sacuritv obligatiors.

As noted in the PIA scope (Section 2.1) the PIA considers possitie secunity issues for the project, but we
did not undertake detailed investigations or reviews. of technical or sty features.

Business Impact Levels (BIL) are used to detcrmine *he cecurivy value of public sector information. BlLs
describe the potential harm or damage to «wovernment operatior.s, organisations or individuals if there
were a compromise to the confidentiality, integrity n: availayility of public sector information. The DTP has

undertaken an Information Value Asses<rnent /1v/4) __ 30(1), 34(1)(b), 34(4)(a)(i) |

| 30(4), G4(1)(b), T4 i) |

I 30(1), 34(1)(b), 34(4)(a)(ii) I

Factors taken into account incit.de thot

® The DTP is sharn.a images and R&L “ata together, which it would usually only do in limited
circumstances because of the sensiuvity and high value of the data

® The potential volume of dat= -, ke shared with the JVO and Service Victoria

® The impact on public confidence and community safety if the integrity of drivers licence is
impacted.

[IS has not validated this assessment as part of the PIA, but has not noted any issues.

5.1.3.1 System security

30(1), 34(1)(b), 34(4)(a)(ii)
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The JVO has noted a number of design features for the project that aim to mitigate the risks. It has also
taken steps, including as required under the Deed, to manage its security approaches. The IVA and the
protected designation require rigorous assessment of systems and processes to determine what more is

needed. IIS understands that the JVO has addressed the security recommendations in the first Service
Victoria DDL PIA.

Security actions that are relevant for this PIA include:

® Incorporation of Security by Design in the development of the DDL

o The DDL has been designed with privacy and security recommendations from ISO 18013-5 in
mind. The recommendations include: minimising data wherever possible; embedding privacy
in design, flows, and architecture; keeping operations visible and transparent to the customer;
designing for user-centricity and user control.

30(1,, 34(1)(b), 34(4)(a)(ii)

® Security assessments

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

301, 34(1) (b)Y S4(<)(a)(ii)

Although IIS has no* ¢orie a security asscssment, we consider the security approach for the myVicRoads
is likely to limit both privacy and security ncks. We have not identified any issues of concern.

Status of recommendation from previous PIA

Recommendation 7 — Record DDL related privacy risks on the project risk register

Include privacy risks to individuals using a DDL in the risk register and ensure that these risks are
continuously monitored.

Who: JVO

Timeframe: Before full roll out

Status: Implemented
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5.1.3.2 Security for DDL customers

25

IIS agrees that a number of features of the JVO DDL anrnear to ofier securily advantages, possibly more
than a plastic licence. These include:
e A DDL will quickly fail to display if the DT2 has been riotifica *at a licence has been lost or stolen.

® MFA is mandatory as part of setting ', 2 DDL o1, & devize, and when re-logging into a
myVicRoads account.

® Data is updated regularly, meariny chenges of adaress or licence conditions are easily refreshed.
® Customers can delete the D)L from thi2ir devics.

® The inclusion of a card number on 'iccnces, which can be easily replicated on either the
myVicRoads or Service Victoria anp, depinduing on which is being used provides an additional
element to protect icantity in the event of o data breach.

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 24(1,), 34(4) (@)

Overall, IIS has not identified any significant areas of concern from a privacy perspective with the JVO’s
security approach for the DDL. The approach seems consistent with privacy and security by design and is
positive and comprehensive. IS understands that the JVO and DTP have implemented our security
recommendations, noting that at the time of writing the DTP and JVO are actively considering options for
limiting address display. We make no further recommendations.
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Status of recommendations from previous PIA

Recommendation 8 — Continue to assess security risks for individuals and provide up-to-date

information on risks and mitigations

Continue to assess and monitor risks of identity fraud or other misuse of DDL that might pose risks to
individuals. 30(1), 34(1)(b), 34(4)(a)(i)

30(1), 34(1)(b), 34(4)(a)(ii)

Provide up to date information for customers on possibla security risks and now to mitigate them.

Who: JVO

Timeframe: For the full rollout and ongoing

Status: Implemented

view

Recommendation 9 — Explore o@ons@iti g~@ldress display on the DDL driver licence

Explore options for allowina diriferenaal display ¢f address on the driver licence view.
Who: DTP and JVO
Timeframe: For the full roll out

Status: Implemented
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Recommendation 10 — Clarify requirements for the handling of individuals’ devices for DDL

validation

Clarify whether validators may take an individual’s device when checking a DDL, including if necessary,
by considering legislative change.

Who: DTP
Timeframe: For the full roll out

Status: Implemented

30(1), 34(1)(b), 34(4)(a)(ii)
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5.1.4 Access and correction — IPP 6, and privacy complaint handling

IIS notes that the JVO and the DTP have some shared responsibilities in the handling of customer
enquiries and complaints including privacy complaints. These are subject to the Deed and to processes
and workflows developed. IIS understands these would also address any requests for access to or
correction of personal information. The DTP will remain the responsible for requests relating to R&L data
but there may be cases for the JVO or where there is a shared responsibility.

The JVO customer channels should guide customers to the appropriate source of help. However, given
that Service Victoria is also offering DDLs there is a (possibly low) risk that customers will approach the
wrong organisation to seek help or make a complaint. IIS encourages the organisations to ensure, via
governance arrangements, that there are arrangements in plaze to ensure that there is ‘no wrong door’
and customers are directed and assisted to the right place.

Additionally, IS understands that there are existing esco:auon processes in nlace for JVO to engage with
the DTP’s Vulnerable Customers Team when interac:iiig with cus:omers wno are facing

| 300, 340)e), 4@ | IS was told that these prcaesses will also be auplied in relation to any | 34¢)o). 344)
I 30(1), 34(1)(b), 34(4)(a)(ii |with the DDL. The DT? Vulnerable Customer's Team assist clients that are

affected by family violence with their registration and licansing requirements, which includes changing
number place and licences due to family violei.ce. We recommanrd for the JVO to monitor the
effectiveness of these processes, to ens'w e that r_ 20(134(1)(b). 34(4)(a)(ii) | continue to receive
the appropriate support and assistance. 1xcludirg ir the con‘ext of the DDL.

Recommendation F — Monit tQBff nessQ%‘?ne processes when engaging the DTP

Vulnerable Customers Team & (b,

Monitor the effectiveness 27 t1e pracasses ~hen engaging the DTP Vulnerable Customers Team, to

ensure that| 20(12 24(1)(b), 34(4)2)(ii) _jreceive the appropriate support and assistance when
faced with issues relating to the DDL.

Who: JVO

Timeframe: Ongoing

5.2 Governance

5.2.1 Project governance

The DDL Project is now moving to its state-wide implementation phase. 1IS has been impressed with the
emphasis to date on both privacy and security by design in the design and built phases of the DDL.
Strong privacy and security protective measures have been included. 1IS understands that for the as long
as the project is under ‘Delivery’ mode, project governance including in relation to privacy will be led by
the Steering Committee.
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Additionally, 11S notes that the Deed requires the JVO to have a privacy management plan. It is outside
the scope of the PIA to comment on the JVO'’s privacy management more generally. However, 1IS
considers the privacy management plan could help ensure a coordinated best practice approach and for
privacy to remain a priority in implementation, evaluation, and monitoring phases of the DDL. We are
under the assumption that the JVO’s privacy management plan will dictate the governance arrangements
post ‘Delivery’ mode.

At the time of writing the report, 1IS did not review the privacy management plan as we were advised that
the plan was still being finalised. For that matter, we have retained the relevant recommendation.

U
Recommendation G — Strengthen DDL privacy governa&arrangements including by relevant

provisions in the JVO privacy management plan

) O\

Identity or establish a process that will allow coordina’icn and inoritoring o privacy approaches
relevant to the DTP, the JVO and Service Victoria. E’isure theze processes are effective so that there
is ‘no wrong door’ for requests for access and ccrreci, or for lodging miivacy complaints.

In completing the JVO privacy management nlan, include; strategies to ensure a coordinated best
practice approach, and to ensure that privacy remain. a prioriwv in implementation, evaluation, and
monitoring phases of the DDL.

Who: JVO

Timeframe: For post ‘Delivery” mode

Retained from previous 11

5.2.2 Privacy by Design and fiture developments

PbD has been a feature of the DDL project development to date. In part, this has been driven by the
JVO'’s customer first focus, recent data breaches and ISO and other international standards. In
stakeholder consultations, the JVO demonstrated that privacy remain key consideration of DDL design
and development.

IIS encourages the JVO to continue this approach, which will clearly remain relevant as the DDL is
implemented and as further enhancements are introduced. 1IS understands these might include:

30(1), 34(1)(b), 34(4)(a)(ii)

® DDLs available for learners and probationary permits
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® Displaying the number of demerit points a person has accrued (preferably this would be displayed
‘below the fold’)

® Alerts or notifications that a learner permit and/or driver licence is due to expire, or that a future
ban is about to commence.

11S also notes that the JVO is committed to ensure that PIAs are conducted at relevant points in the
development process. As such, we are satisfied that the JVO has implemented Recommendation 12 from
the previous PIA.

Status of recommendation from previous PIA

Recommendation 12 — Take steps to ensure continued@ approach in the DDL’s further

development

a a
Continue the current PbD approach for the DDL, incivaing by r.cnducting turther PIAs before making

changes to the DDL, for example sharing licence, inifarmaticn viith vaiidators, or introducing
notifications, or display of status or demerit points, which could impact on individuals' privacy.
Ensure privacy management processes, such as the miivacy r2zniagement plan, or other project
management or governance processes. are in plzce to ensiire the PbD approach continues to be
strong feature of the JVO DDL.

Who: JVO

Timeframe: For full rollout ar.1 ongning

Status: Implemented
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Additional considerations — negative use cases

The assessment of privacy risks and identity theft/fraud risks have been specifically considered in this PIA
by reference to use cases concerning | 30(1), 34(1)(b), 34(4)(a)(ii

5.3.1

30(1), 34(1)(b), 34(4)(a)(ii)

o0!1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(*}/b), 34(4)(a)(™
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30(1), 34(1)(b), 34(4)(a)(ii)

5.3.2 Fraudulent use cases

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4) a)(i,

On balance, the risks of fiavdulent aniivity exict for both the DDL and physical licence cards. Overall, 11S
considers the potential for misuse by bac actors to create a false DDL credential is mitigated to a
significant extent by uxe DDL controls including for example, real time verification and the capacity to
respond quickly to identified security iasues. These are real advantages compared to the status quo of
physical cards, which have their own risks with fraudulent use cases.

9 https://www.vicroads.vic.gov.au/licences/digital-driver-licence/verify#:~ text=need %20further%20verification.-
.The%20most%20secure%20way%20t0%20check%20a%20digital%20driver%20licence,one %20the %20customer%2
0is%20using.
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30(1), 34(1)(b), 34(4)(a)(ii)
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6. Appendix A — Methodology
6.1 PIA approach

IIS took the following steps to carry out the PIA:

® Planning with the DTP and JVO to confirm the approach, scope and deliverables of the PIA

® Gathering information by reading documents and meeting with personnel from the DTP and the
JVO

® Analysing the information against privacy obligations and taiing account of possible broader
privacy issues, regulator guidance, and privacy good praciice

® [dentifying privacy risks and developing ways to mitiozte those risks

® Drafting the PIA report — in this case, updating the June 2923 PIA report in relevant places, and
providing this to the DTP and JVO for commer:

® Finalising the PIA report following feedback frcm the TP and V0.

6.2 Documents reviewed

Documents reviewed

DTP documents

1. Communications and Engagem=rt Flan /April 2023

2. Concession Deed, trivacy anG! o, s, saweri |

3. | 30(1), 34(1)‘b;, S4(4)(a)(ii)

4. | 30(1), 34(1)(b), 34(4)(a)ii) ,

5. Department of Transport & Planning, Information Value Assessment

6. DTP Privacy Policy

7. DTP Risk Matrix

8. Establishing an identity with VicRoads

9. Separation model, JVO and State

10. Victorian Government Gazette, No. S 523, October 2022, application of PDPA to JVO

11. 30(1), 34(1)(b), 34(4)(a)(ii)
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Documents reviewed

12. | 30(1), 34(1)(b), 34(4)(a)(ii)

13. | 30(1), 34(1)(b), 34(4)(a)(ii) |

The JVO documents

1. | 30(1), 34(1)(b), 34(4)(a)(ii) |

2. | 30(1), 34(1)(b), 34(4)(a)(ii)

3. mylLearners T&C

4. 30(1), 34(1)(b), 34(4)(a)(ii) __; __J

5. | 30(1),34(1)(b),34(4)(a)(il o - Q |
0. | 30(1), 34(1)(b), 34(4)(a)(ii) 194 _7j S

7. | 30(1), 34(1)(b), 34(4)(a)(ii) - \ T

8. MyVicRoads T&C for use https://vi v vicroags.vic.gso v cu/website-terms/individual-terms-and-

conditions

9. Privacy policy at https://wwx. vicroads.vic.gov.at/website-terms/privacy

10. Protecting Your Privacy Rrochu.2 {2vailaoie from myVicRoads website, including by search or link
in T&C)

11. Rough scope of hiit.-level assessment

12. Service Victoria draft privacy cc'ieedon notice (from May 2022 PIA)

13. | 30(1), 34(1)(b), 34(4)(a)(ii) |

14. Response from JVO re privacy conditions, Oct23

15. | 30(1), 34(1)(b), 34(4)(a)(ii) |

16. | 30(1), 34(1)(b), 34(4)(a)(ii)

17. | 30(1), 34(1)(b), 34(4)(a)(ii) |

18. Signed letter to JVO - DDL TCs and privacy materials

19. Use cases DDL for IIS (revised with Service Victoria comments)
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Documents reviewed

Relevant Service Victoria documents

1. Draft Service Victoria Privacy Collection Notice for DDL pilot (May 2022)

2.

30(1), 34(1)(b), 34(4)(a)(ii)

3. Service Victoria DDL FAQs https://service.vic.gov.au/early-accass/digital-driver-licence/home

6.3 Meetings held

Meetings held Q)Q) (b @ate
[ N -

Pre kick-off meeting: 10 October 2023
® IS personnel

® the DTP personnel

Kick-off meeting with the JVO 18 October 2023
® |IS personnel

® the JVO personnel

PIA information gathering mceting —[ a1, 5200)0), 4@ 23 October 2023

® |[IS personnel
® DTP personnel

® JVO personnel

PIA information gathering meeting — 30(1), 34(1)(b), 34(4)(a)(ii) 25 October 2023

® |IS personnel

® JVO personnel

PIA information gathering meeting — 30(1), 34(1)(b), 34(4)(a)(ii) 31 October 2023
(DTP)

® |IS personnel

® DTP personnel
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7. Appendix B — Assessment against the IPPs

The following table sets out 11S’s high-level assessment JVO DDL against the IPPs in the context of the
expected state-wide full release in December 2023. This PIA focuses on the information flows for the
myVicRoads app as described at Section 3.5.3. The information flows between DTP, JVO and Service
Victoria will be assessed in a separate PIA.

In making our assessment, we note that:

® The JVO app will display very limited health information ir. the form of licence codes. This would
be subject to the HPPs in the HRA. 1IS notes that the HPPs cover similar issues to the IPPs and
for this PIA has not undertaken a separate assessmer.t.

® The JVO is handling R&L data on behalf of the DTF, v/hich retains ow:ership of the data. The
DTP continues to be responsible under privacy lawvs for ti.e data. The JVO has specific privacy
obligations under the Deed and separately is zis¢ dire by subject ia privacy laws.

® The JVO DDL approach (where data is dico'ayed tut nst storca 2on an individual’s device, and is
not shared with verifiers (other than for Iav enfor~rement vernication where driver licence number
is contained in the bar code)) involves linited divect disclosuie of personal information. However,
the process would generally involve the indiviadal in shcewing the DDL on their device to a verifier.
There is also a small, but not impossible, ciiance that data would be inadvertently disclosed if the
device is subject to fraudulent risuse.

[IS also notes that where our assecsriient hos rot ideniured specific issues for this PIA, that is not meant
to indicate there is no privacy worn to be 4one. |IS cniicipates that usual privacy compliance and
monitoring would occur.
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!s. IIS Partners

High level assessment against IPPs for DDL

project for DTP and JVO

IPP 1 — Collection

An organisation can only collect personal
information if it is necessary to fulfil one or more
of its functions. It must collect information only
by lawful and fair means, and not in an
unreasonably intrusive way. It must provide
notice of the collection, outlining matters such
as the purpose of collection and how individuals

can access the information. This is usually done

by providing a Collection Notice, which should
be consistent with an organisation’s Privacy
Policy.

IPP 2 — Use and disclosure

Personal information can only be usad and
disclosed for the primary purpose for which it
was collected, or for a secondzry purpoce that
would be reasonably expectes. It cAn also be
used and disclosed in otnzr limited
circumstances, such as with the individu al’s
consent, for a law eriuicement purpos 2. or to
protect the safety of an individual =i ti:< public.

The DDL involves a re-use of existing information
the DTP holds, not a new collection for DTP.

Under the Deed, the JVO will be collecting and
handling some personal information on behalf of the
DTP.

The introduction of DDL is a new way of providing
driver licences — and as such both the JVO’s privacy
policy and collection notice is being updated. The
Deeo sicles the Secretaiv imust approve JVO
col'ecuon notices and urivacy policy. We also
n~darstanu that the 1P policy intent is that the
privac intcrmaticn for the myVicRoads and Service
Victoria apps win he consistent.

See discusasion at Section 5.1.1.

The [112 and JVO'’s use of R&L data for DDLs
licence: is consistent with the purpose of collection.

rrivacy law obligations, as well as the Deed, ensure
inat JVO must only use or disclose personal
information as permitted under the Deed.

In general, as noted above, the JVO is taking a
cautious approach to disclosures of personal

information for the myVicRoads app.

30(1), 34(1)(b), 34(4)(a)(ii)

See additional discussion of disclosure in the
context of QR code verification at Section 5.1.2.
Overall, IIS considers that the information proposed
to be disclosed on the verifier side is appropriately
limited to the verification use case and that the DTP
has achieved a good balance between usability and
privacy.
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!5. IIS Partners

High level assessment against IPPs for DDL

project for DTP and JVO

IPP 3 — Data quality

Organisations must keep personal information
accurate, complete and up to date. The
accuracy of personal information should be
verified at the time of collection, and periodically
checked as long as it is used and disclosed by
the organisation.

IPP 4 — Data security

Organisations need to protect the perscpal
information they hold from misuse, loss,
unauthorised access, modification 2 disclos..re.
An organisation must take reasonauie steps o
destroy or permanently de-idenufy perscnai
information when it is no lor.ccr neeled.

The DDL should not diminish and may enhance data
accuracy of driver licence information.

Changes to driver licence details or status will be
subject to pilots and roll-out and will be reflected in
the DDL quickly.

The DTP’s reg'niements and JVO'’s design are such
that the myVicRoads app does not collect or hold
identifieu nersonal information. The one source of
truth ot driver licence infermation remains with the
DT-. i_ 31: 34(1)b), 34¢4)a)) |

30(1 ;,7’*4(1 )(b), 34(4)(a)(ii) |

No issue:s identitica.

The OTP and JVO have in place detailed security
management processes and have commenced or
underfaren detailed security risk assessments for
the C'oL.

Al tnis point, there are some issues to work through.
See further discussion at Section 5.1.3.

IPP 5 — Openness

Organisations musi have clearly exprecs.d
policies on the way they manage neirscnal
information. Individuals can ask to view an
organisation’s Privacy Policy.

Both the DTP and the JVO have in place or will be
updating or developing privacy policies, privacy
notices and other privacy information. The intention
is that the materials will be consistent and that
individuals are easily able find relevant information
to inform their decisions. 1IS also considers that best
practice would be to support more formal material
with engaging, plain English information about DDLs
and possible risks or issues.

See further discussion regarding transparency and
public communications at Section 5.1.1.
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Summary of privacy principle High level assessment against IPPs for DDL

project for DTP and JVO

IPP 6 — Access and correction The introduction of the DDL should not affect current
processes for access and correction. However, JVO
Service Victoria and the DTP should ensure
respective responsibilities are clear and that
processes are built with a ‘no wrong door’ approach.

Individuals have the right to seek access to their
own personal information and to make
corrections to it if necessary. An organisation
may only refuse in limited circumstances that
are detailed in the PDP Act. The right to access  See further di-cussion at Section 5.1.4.
and correction under IPP 6 will apply to

organisations that are not covered by

the Freedom of Information Act 1982 (Vic).

IPP 7 — Unique identifiers Dri ra1 Licence iumbeis are unique identifiers in

‘ermis of ue PDPA.
A unique identifier is an identifier (usually a

number) that is used for the purpose of Driver licence nunioers will appear on the DDL.
identifying an individual. Use of unique Howe'rer, the LDL project does not involve the
identifiers is only allowed where an organisaiion | assignmen: ui new unique identifiers.

can demonstrate that the assignment is

necessary to carry out its functions eficizntly.

There are also restrictions on how crganisations

can adopt unique identifiers assign24 to

individuals by other organisations

o issries identified.

IPP 8 — Anonymity Not relevant for the DDL — identification is a required

part of acquiring or using a DDL.
Where lawful and prar.i'cable, individuals. should

have the option of (rz.isacting with an
organisation without identifying themcalves.

IPP 9 — Transborder data flows As far as |IS understands, the DDL processes are

S ) ] contained within Victoria.
If an individual’s personal information travels

outside Victoria, the privacy protection should No issues identified.
travel with it. Organisations can only transfer

personal information outside Victoria in certain

circumstances, for example, if the individual

consents, or if the recipient of the personal

information is subject to a law or binding

scheme that is substantially similar to the

Victorian IPPs.
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Summary of privacy principle High level assessment against IPPs for DDL

project for DTP and JVO

IPP 10 — Sensitive information Driver licence processes do not involve the
collection of sensitive information as defined, but do
involve some biometric and health information (See
Section 3.6.2). Such information is part of the R&L
data that the DTP has already collected.

The PDP Act places special restrictions on the
collection of sensitive information. This includes
racial or ethnic origin, political opinions or
membership of political associations, religious
or philosophical beliefs, membership of No issues idetified.
professional or trade associations or trade

unions, sexual preferences or practices, and

criminal record. Organisations can only collect

sensitive information under certain

circumstances.
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1. Executive summary

The Department of Transport (the DoT) and Service Victoria are working to bring digital driver licences
(DDLs) to Victorian residents; the DDL will be made available through the Service Victoria platform. A
DDL will allow a licence holder to access an electronic version of their licence on a mobile device and
present it in place of the physical licence for two primary use cases.

The first phase of the DDL Project is to produce a Minimum Viabic Froduct (MVP), which will be tested
via an internal and external pilot. The MVP would be a replication of the data and attributes from the
existing Victorian driver licence to a digital credential througl: the Service Victoria digital wallet, with two
primary use cases:

® Entitlement to drive

® Casual proof of age and photo.

The DoT will share its driver licence data with C<rvice Victuria in order to deliver this product. Service
Victoria is responsible for the design and release of thie DDL. Cut to the quantity and sensitivity of
personal information that will be shared wiu: and used by Se:ivice Victoria, the privacy impacts of the DDL
Project need to be carefully examined. rhe DeT has engay2d IS Partners (11S) to conduct a Privacy
Impact Assessment (PIA) on the first biiase of ure DDL Pioject. The scope of the PIA covers privacy risks
associated with:

® Data flows between the 00T ana Service ictoria

® Security of the informetion

® Onboarding anr user experience in the Service Victoria digital wallet

® Features and use cases within tho MVP project scope

® Core privacy requirements undar the Information Privacy Principles (IPPs).
In undertaking this PIA, 1IS considered:
® Privacy principles in Victorian privacy law,

® Relevant legislation such as Road Safety Act 1986 and the Service Victoria Act 2018

® Guidance materials published by the Office of the Victorian Information Commissioner and the
Office of the Australian Information Commissioner

® Privacy good practice stemming from 1IS’s knowledge and experience.

This report:

® Provides background to the project, including key project participants and roles, key systems and
information flows, and the relevant legal framework.
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® Sets out lIS’s approach to the risk analysis and factors determining the privacy risk level.

® Discusses relevant privacy risks and issues IIS has identified, along with recommendations to
mitigate risk and improve practice.

The PIA methodology is included in the Appendices.

1.1 IIS’s overall view

30(1), 34(1)(b), 34(4)(a)(ii)

® The project will involve the transfer of R&L data — whicii is considered very valuable and sensitive
— from the DoT to Service Victoria to display DDLs.

® The DoT will be combining and transferring driver images as well as Rx. details. The DoT
considers that this adds to the project risks. IS agrees tris s a risx 1 the extent that it could be
compromised (even if very unlikely)

® The project is in its initial phases Service ‘/ictoria has undziteken considerable consultation and
design work in collaboration with the Co7. The D' futiire airections are now subject to formal
agreement and approval on matters inciuding 1:nal desi¢n, security and governance, and on the
outcome of two planned pilots.

30(1), 342k}, 34(4)(a)(i)

® The DoT is seeking further iricrinaticr from Service Victoria so that it can assess its security
approaches ana iz« management ir tr e context of the DDL.

® Service Victori2’s design has take account of possible security risks for DDL users. However,
DoT is currently conducting fuither security assessment processes. IIS notes these would be
concluded before the projec: oroceeds for the external pilot.

® While Victorians are reasonably familiar with, and interested in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including how checkers can interact with
their devices, or handle personal information displayed via the DDL — can have a significant
impact on them and jeopardise uptake of the solution.

[IS has not identified any show-stopping privacy issues for the project. Overall, the DDL is likely to benefit
individuals and it is being designed in a privacy-friendly way. Taking into account the positive privacy
aspects such as the emphasis on data minimisation, the avoidance of a new digital footprint, the DDL
security features, and expected detailed governance arrangements, we consider that the residual privacy
risk level is medium. Privacy risks are likely to be within manageable levels, subject to the decisions
made about security levels, governance, etc. and to systems being in place.
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IIS has identified the following key privacy risks and issues for consideration at this point in the project:

® Transparency and privacy complaint handling

o Public communications are planned but are yet to be developed — they will need to address a
range of issues to ensure the risks as well as positives of using a DDL are known

® Security

o There are important security issues, including in relation to identity verification, data
classification and security approaches, to resolved before the pilots and full roll out of a DDL —
privacy and workability for DDL users need to be consiiered

o If not already, privacy risks for individuals should k< included in project privacy risk registers
and monitored.

® Privacy governance

o As more detailed arrangements for ongoing nrojec: jcvernai'ce are settled, they need to
ensure there are clear privacy roles a’id responsiuilides, including for monitoring privacy
outcomes

There are future product decisiors Vet to be made these should be made with privacy by
design in mind.

o Continuing the use of privaz, sy desian will be inportant as the DDL project proceeds.

1.2 Recommendations

Our risk analysis acknowledges hat the DDLU proiect. although well advanced in product development, is
in its early stages in other resr<cts. ['2r each recornmendation, we have suggested who would be
responsible for carrying ot “he reccmimendadon (the DoT, Service Victoria, or both) and the timeframe
for completion. We have iuentified some issues that should be addressed for the external pilot. However,
most issues should %e 1250lved before the [ull launch of the DDL, or are matters that require ongoing
attention.

NV

Recommendations Timeframe
Recommendation 1 — Ensure that project agreements and Service For MVP and ongoing
governance arrangements provide for a process for ensuring Victoria &
that privacy messages are consistent and adopt best privacy DoT
practice
Recommendation 2 — Service Victoria and DoT privacy Service For MVP and ongoing
policies to include comprehensive DDL information Victoria &

DoT
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Recommendations Timeframe
Recommendation 3 — Public communications should provide Service For MVP and ongoing
comprehensive privacy and security information Victoria &

DoT
Recommendation 4 — Ensure decisions on security posture Service For MVP and Ongoing
are made before the external pilot and are reflected in DDL Victoria &
customer information | DoT

1

Recommendation 5 — Record DDL related privacy risks oniisk = Service
register Victoria &
DoT

Before the DDL design
and go-live decisions
are finalised

Recommendation 6 — Clarify and communicate requiremeris Sayvice

For MVP and ongoing

for the handling of individuals devices for DDL checking i vivoria &
‘ DoT
Recommendation 7 — Ensure project ¢ovarnance Service For MVP and ongoing
arrangements include clear privacy rnie<, and responsihiities, Victoria &
including for monitoring privacy ouicomes DoT

Recommendation 8 — Contivae to adoupt privac,” by design in Service
the DDL'’s further developrianri Victoria &
DoT
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2. Introduction

The DoT and Service Victoria are working to bring digital driver licences to Victorian residents, to be
made available through the Service Victoria platform. The DoT engaged IIS to conduct a PIA on the first
phase of the DDL project (the project) in Victoria. The project is being developed in the context of the
VicRoads Modernisation Program, and the selection of a Joint Venture (JV) partner to deliver some
functions.

2.1 PIA scope

Service Victoria is responsible for the design of the DDL, in accoruance with the DoT’s specified
standards. DoT is also the data owner and will provide the data to populate the DDL. The PIA will entalil
end-to-end consideration of privacy issues that could have ar operational imuant from the perspective of
both the DoT and Service Victoria.

The first phase of the project is the development of a Minimuiii Viable Product (MVP), which comprises
an internal test pilot and a regional external pilot. The purpos: of thiz TIA is to identify any privacy issues
that might arise from the project’s design and u.itial impiementatior, approaches, and to make
recommendations to address the potential iss:'2s.

In providing this report, IIS makes the fonawing g iaiifications.
® The PIA considers possible security iscues for w2 project, but we did not undertake detailed
investigations or reviews oi technical or seciniy features
® The PIA is based on infaimat.<r, 0athe.ed trom, and provided by, the DoT and Service Victoria

® |IS does not provi‘it: ‘egal advice; ratiier we provide strategic privacy and cyber security advice.

2.2  About s report
The report is structured to provide an averview of the DDL project, explain 11S’s approach to risk analysis,
analyse privacy issues according to the project scope, and provide additional context to the PIA work:

® Project description (Section 3)

Provides background to the DDL Project, key project participants and roles, key systems and
information flows, and the relevant legal framework.

® Approach to risk analysis (Section 4)

Sets out 11S’s approach to the risk analysis and factors determining the privacy risk level.
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® Findings and recommendations (Section 5)

Discusses relevant privacy risks and issues |IS has identified, along with recommendations to
mitigate risk and improve practice.

® Appendix A — Methodology (Section 6)
Summarises our methodology, including list of documents reviewed and meetings held.
® Appendix B — High-level assessment against the IPPs (Section 7)

Provides a high-level assessment of the DDL project against the IPPs and notes risks areas,
which are discussed in detail in Section 5.
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3. Project description

3.1 Background

Service Victoria and the DoT are working to bring DDLs to Victorian residents. Three out of six Australian
state and territory jurisdictions have either trialled or have a legislation-based DDL. Service Victoria has
identified that there are 4.6 million active Victorian customers who use the Service Victoria mobile
application, and over 4 million Victorians possess a driver licence. Service Victoria has been progressing
delivery of the DDL in collaboration with the DoT.

The DDL will replicate data and attributes from an existing plasti: Victorian driver licence to a digital
credential. The DDL will have two primary use cases:
® Entitlement to drive whilst on the road

® Casual proof of age and photo for licenced venu=s anc husinesses zuch as supermarkets,
convenient stores, tobacco retailers, etc.

The project is currently working towards an MVF. which will be tested via internal and external pilots. At
the MVP stage, the DDL will be supplementerv 1o the paysical driver licence and will not replace it. The
existing laws requiring drivers to carry a physical drive: licence wil remain enforceable.

3.2 Project objectives and scape
3.2.1 Objectives and expected benciits of tne project

The DDL is consistent with the V'ictorian Covernnmen’s digital strategy, which is expected to deliver cost
savings, and better, fairer, ar.u more w~cessible services, and a digital ready economy.

The expected benefits 5f \he DDL for Victorian drivers are:?
® Freedom — After the pilots, mcs: customers (except those from a cohort to which compulsory
carriage requirements apply). viill be able to leave their physical wallet at home.
® Peace of mind — The customers know their DDL is always on their phone as a backup.

® Convenience — 89% of the consulted customers indicated that they believe the DDL to be more
convenient than a physical driver licence because they always carry their phone with them.

® Security — Customer’s personal information is protected and only accessible via user login, or 6-
digit PIN.

® Privacy — Information sharing can only be initiated by the customer, and the intention is that where
circumstances permit, customers will be able to limit the amount of information exchanged.

® Up-to-date data management — Customers using a DDL have access to real time up to date
information about the status of their licence; whether it is valid or has expired or has been
suspended.

1 See the 050522.DDL.Pilot.Scope.UC.Roadmap.
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3.3 Project status

Service Victoria and the DoT are taking an iterative approach to the DDL project. While Service Victoria
and the DoT have undertaken considerable development work, the project is still in its early stages,
particularly as far as security assessments and technical integration work required to consume driver
licence data. There are also other elements, including the extent of JV partner involvement, governance,
operational support and service level agreements, still to be finalised.

The MVP process will include two pilots:

® |nternal pilot, which will test the DDL end-to-end journey, inciuding identity verification, adding the
DDL to the Service Victoria’s Digital Wallet and the communication between Service Victoria and
the DoT systems. This is only for full-licence car drivers, and without the QR Code. The DoT wiill
not transfer ‘real’ data to Service Victoria for this pilct.

® Regional external pilot, which may take place in 3allarat with a foruz on motorcycle, heavy and
light vehicles for full licences holders above 71 years o'a. The external pilot will test matters
including the use of the QR code verificatiu:t by locai businass and authorities such as Victoria
Police (VicPol). As noted, at the MVP staye, drivers will sill need to carry their plastic licence.

The first phase of the internal pilot was successfully deoloyed coramencing with internal rollout to Service
Victoria on 18" May 22. The project is leveraging Vit an agne {phased) approach having agency
onboarding in intervals. DoT have been mvitea *o the piloc phase and the projection is to have DoT
onboarded from 14™ — 17 June befure procecaiiig the next agency group.

The outcomes from the pilots wii! inform furiher deve'opment of the DDL. The further phases of the
project are not fully determinzn at this ctage a’d aie out of scope for this PIA. They are expected to
include a full public launch vmni all licence typ=s and potential real-time data, and iterations with customer
feedback. Future use caces are also currentlv in consideration, such as including push notifications (e.g.,
licence renewal, derialis points notification, change in licence status).

3.4  About the DDL

The DDL will be accessible through the customer’s Service Victoria digital wallet in the Service Victoria
app. The app will allow the user to display the image of the driver licence for an ‘at a glance’ proof of age
but also to generate a QR code that will be scanned by checkers to verify the licence status.

The DDL will contain features, such as holograms, animated logo, manual refresh, display of the last
refreshed date and time and a watermark, that are digitally equivalent to the features that indicate a
plastic licence is legitimate. DDLs will also have additional security features:

® DDLs are protected by the user’'s phone password (if used) and is only accessible by logging into
the Service Victoria app via a user login, biometric identification, or 6-digit PIN.
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30(1), 34(1)(b), 34(4)(a)(ii)

Service Victoria is also considering saveral pessibilities to offer selective disclosure to the user, which
means that the app will allow the us2’ to shar= only *iie ;elevant information from the DDL - for example,
proof of being over 18 years old for entering a licensad venue, entitlement to drive etc. The QR Code will
then contain the data fields tha. the vser chose to chare with the checker.

Law enforcement checkat = will have an authority app to check the QR Code. Non-law enforcement
checkers will access the QR Code reader ivom the regular, publicly distributed Service Victoria app.

3.5 Participants in tlie DDL Project MVP

This section sets out the participants in the DDL project at the MVP pilot phase.

351 TheDoT

The DoT operates and coordinates Victoria’s transport network, the delivery and upgrade of transport
infrastructure, as well as the reforms to road safety policy, regulatory and legislative environment. The
DoT will remain the owner of the registration and licencing (R&L) data.

Report: 15 June 2022 Sensitive 10/ 42



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

3. PROJECT DESCRIPTION ?: I1S Partners

The DoT is also the policy owner of driver licensing policy. All the elements that relate to licence
information, entitlement to drive, safety and roads will stay with the DoT. The user’s licence features and
potential changes (e.g., addition of a licence, expiration, suspension) are managed on the DoT’s side,
and Service Victoria only reflects those changes through the DDL. For the purposes of implementing the
DDL, the DoT is providing and operationally supporting the APIs and data change notifications to Service
Victoria.

3.5.2 Service Victoria

Service Victoria was created by the Victorian Government to mocernise Victorian customer’s online
government services and make it easier for people to complete ino-e online services more often from the
comfort and safety of their own homes. Customers can get to n.are than 80 government services through
Service Victoria with more added all the time.

Service Victoria is responsible, with input from the DoT, icr the so.t:don deiivery, the DDL product and
design, and will host the DDL in its digital wallet witkir, the Sernnce Victcna mobile app. It is in charge of
the maintenance of the app and ensuring that the *ght security, priviw., and compliance features are in
place. Service Victoria is also responsible for tha commuications vvitn customers and will provide a
digital channel for customer feedback about 1.2 DDL and pass complaints in relation to the DDL to the
DoT.

Over time, the Service Victoria digital wal.et is 2xnected tc iriclude a wide range of Victorian government
licences and permits.

3.5.3 Checkers — Victona Police

Service Victoria and the Dc7 ave had initiar “onsultations with VicPol. VicPol is also part of an advisory
group with the DoT. The 2T has invited Service Victoria to participate in the advisory group to implement
the DDL in 2022.

The external regional pilot will be usec to test the efficacy of, and seek feedback on, the authority app
already available to check the QR Code. However, as noted, for the MVP the DDL is supplementary to a
plastic licence IS understands VicPol will only be checking the DDL as an initial check and will also verify
the physical driver licence through the LEAP (Law Enforcement Assistance Program) database. The pilot
will help identify any needed modifications of police processes if/iwhen the DDL is a legally binding driver
licence.

3.5.4 Checkers — other, including pubs and clubs

For the external pilot, a number of participating businesses and licenced venues have been selected in
Ballarat, such as:?

® National Retailers — click & collect

2 See 050522.DDL.Pilot.Scope.UC.Roadmap
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® Licensed venues such as bars, pubs, nightclubs and restaurants
® Hotels

® Petrol service stations

® Supermarkets and grocery stores

e Convenience stores

® Tobacco retailers.

3.5.5 Victorian citizens using a DDL

The external pilot will concern the population of the regional centre of Ballarat, only for drivers aged 21
and above and with a full licence including car, motorcycle, lian:, heavy vehicles. Service Victoria
estimates that the early adopters of the DDL will represent around 25% of th 2 Callarat population over 21

~

years old with a full licence, which means around 25,05 users ‘0 the external pilot.

After the MVP, the DDL will be extended to all licr:nce holders iricluding orobationary drivers and learner
drivers in further stages of the project.

3.6  Nature of systems and niformation tows

3.6.1 Key system components

3.6.1.1 The DoT

The main DoT systems involvea fo: the ['Dw are:

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

3.6.1.2 Service Victoria

To build the DDL, Service Victoria is reusing existing infrastructure previously used within Service
Victoria. An advantage here is that Service Victoria has confidenc in the systems, including because a
number of components have already gone through security audi’s.

The Service Victoria platform hosts the app. The customer inust download the app on their device and
create a Service Victoria account to be able to generate 1 0'DL and hold it vwiiin their digital wallet.

3.6.1.3 Licence holders

Licence holders will use their own devices to set:p, or use, a Servica Victoria account, and to add a DDL
to the Service Victoria digital wallet within the mcbile apn.

3.6.2 Kinds of information invol:a

3.6.2.1 Personal information
The kinds of personal informatio» to be sharad by the DoT is the same as what currently appears on the
plastic licence. This is:

® Full name

® Date of birth

® Address

® Signature

® Photo

® License number

® |icense expiry date

® Licence type (car/bike/dual)

® |icence proficiency (full/probationary)

® Licence category (heavy vehicle categories)

® Licence condition code.
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The DDL QR Code will also display information which, if the differential display is included, will vary
depending on the customer’s preferences. The aim is that more sensitive licence information will only
being available under the photo of the licence when activating the toggle button ‘show licence details’
(e.q., licence type, condition). If the DDL user chooses to share only name and age with a non-law
enforcement checker, this is what will display to the checker.

Subject to product decisions, the DoT will also share information that will allow the following information to
be displayed via the QR Code:

® Show the customer’s full driver licence details (including status)
® Prove the customer’s identity.

® Prove the customer is over 18.

3.6.2.2 Sensitive information and health information

The DoT will also share some limited medical informati.n abou licance hawers. This is in the form of
conditions included on driver licences (e.g., use of g:asses v/hzn drivir g). While the conditions are not
described, the meaning of the codes is readily avanable. IIS consicars ‘ne codes that are associated with
a medical condition meet the definition of health ‘nformazic:.

The DoT will also share biometric information .vith Seivvice Victoria in the form of the licence photo and
signature. Biometric information is not explicitly contained in w2 definition of sensitive information in the
PDPA. However, it is considered sensiava information under the Privacy Act 1988 (Cth) and OVIC
advises organisations to consider treating bicmeric infurm.ation as ‘delicate information’ and to handle it
cautiously.®4

3.6.3 Overview of information flicws

At a high level, the arrangcnents for the DDL are expected to involve the following:

® The DoT worid integrate its R&L ncta with Service Victoria's DDL| 30(1), 34(1)(b), 34(4)(a)(i)

30(1), 34(1)(b), 34(4)(a)(ii)

® As noted, Service Victoria will be using its existing infrastructure and processes for Service
Victoria accounts and digital wallet to support the DDL. It will add a QR code generation process.
Customers will use an existing Service Victoria account, or set one up, requiring consent-based
identity verification (at a level of assurance two in accordance with its Identity Verification
Standards).® Service Victoria is designing its system to allow for secure ‘blind’ pass through of
data between the DoT to a customer’s device. It will ‘see’ personal information only at the QR
code generation step and will not retain any personal information, including in audit logs.

3 Please refer to the definition given by OVIC: “‘Delicate information’ refers to personal information that is of a private or
personal nature, or information that the individual it is about would likely regards as requiring a higher degree of
protection.”, available at https://ovic.vic.gov.au/book/key-concepts/#Sensitive_and_delicate information

4 See https://ovic.vic.qov.au/privacy/biometrics-and-privacy-issues-and-challenges/

5 See https://service.vic.gov.au/about-us/service-victoria-identity-verification-standards
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® Customers can choose to show their DDLs to checkers (law enforcement agencies, or businesses
seeking proof of identity or age).

The following diagram provides an overview of the architecture and information flows for the DDL from
the DoT’s perspective.

Diagram 1 — The DoT Digital Driver Licence Conceptual Architecture

3u(l), 34(1)(b), 34(4)(a)(ii)

The following section describes in more detail the information flows relating to the creation of a Service

Victoria account and the creation of a DDL in the Service Victoria app. It also describes the information

flows when a QR Code is generated and validated using the Service Victoria app (both by the customer
and the checker).
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N

‘ Back-end processes
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Log into the app/create an account

The customer logs into the app.

If the customer doesn’t have an account, they
create one and start by entering the email
address, password, first and second name in
required fields. Customer creates a 6-digit PIN
and can set up biometric authentication (such
as their face or fingerprint).

If an account is created, email address and mobile

phone (if provided) are verified via the use of a
one-time password.

Verify identity with choice of ID

The customer provides consent to verify their
identity at a level of assurance two (LOA2).
This requires the customer to provide two
satisfactory identity documents from the list
below:

® afull Australian birth certificate; OR
® a full Australian passport; OR

® aforeign passport with a vard Australian
visa; OR

® an ImmiCard; OR
® an Australian Citizencnip Certificate; OR
® an Australian diiver licence; OR

® a Medicare card.

If the user has an account with an existing
electronic identity credential (EIC) at Level of
Assurance (LOA2) or above, Service Victoria
validates the identity.

The user is presented with the choice to create
an ongoing Electronic Identity Credential that
will be valid for 10 years.

The custemer underaces identity verification. f()®). 34

! K
|

30(1), 34(1)(b), 34(4)(a)(ii)

The customer’s full name and date of birth are
retained for 10 years if the customer consents to

creating an ongoing Electronic Identity Credential.
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Steps for the user ‘ Back-end processes

Add the DDL to the wallet

In the ‘My Wallet’ tab of the app, there will be This will trigger the normal flow in the back end for
an ‘Add Driver Licence’ button. User taps on when there has been a request to add something
this. to the wallet.

At this point the customer provides their
consent to verify their Australian driver licence. 30(1), 34(1)(b), 34(4)(a)(i)

The customer is presented with a screen with All this iinormation will be sent to the DoT via an
their first name, last name and DOB, and API fcr verification purposu..‘l 30(1), 34(2)(b), 34(4)(a)(ii)
empty fields requiring them to enter their driver
licence number and expiry date.

| 20(1), 34(1)(b), 34(4)(a)(ii)

Upon verfication, the personal information is
enc_ry,jted| 30(1), 34(1)(b), 34(4)@)(i)

| 30(1), 34(1)(b), 34(4)(a)(ii)

The customer can now access the DDL frcm
the Service Victorie wellzat, 30(1), 34(1)(b), 34(4)(2)(i)
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Steps for the user ‘ Back-end processes

QR Code generation and validation

Generating a QR Code:

Subject to ongoing product development of the
DDL, the user will be given the choice to
decide on different sharing options. This will
allow them to determine how much of their
driver licence information they’d like to show to

30(1), 34(1)(b), 34(4)(a)(ii)
non-law enforcement checkers.

validating a QR Code: F‘ C
|
|

Law enforcement and businesses thar r<guire
proof of age or proof of eligibility to arvre will L2
able to scan the QR code to verify its, validity
and to see the licence informat'or. (what i2
shown will depend on the poli~v abou’
differential display, and thr:: 6n whzt we DDL
user chooses to displav)

30(1), 34(1)(b), 34(4)(a)(ii)

3.7 Legal framework

3.7.1 Victorian laws

The DDL project must comply with the following relevant laws.

3.7.1.1 Privacy and Data Protection Act 2014

The Privacy and Data Protection Act 2014 (PDPA) regulates the handling and protection of personal
information by Victorian public sector organisations. Organisations subject to the PDPA must comply with
the Information Privacy Principles (IPPs) that contain requirements across the information lifecycle. Part 4
of the PDPA gives the Victorian Information Commissioner the power to prescribe security requirements
pertaining to public sector information and information systems through the Victorian Protective Data
Security Framework (VPDSF) and the Victorian Protective Data Security Standards (VPDSS).
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3.7.1.2 Health Records Act 2001

The Health Records Act 2001 (HRA) and its Health Privacy Principles (HPPs) regulate the collection,
handling and protection of health information, which includes information or opinion about the physical or
mental health or disability of an individual.®

3.7.1.3 Road Safety Act 1986

The Road Safety Act 1986 (RSA) is the main piece of legislation that regulates the use of roads,
registration of vehicles and driver licensing in Victoria.

The DoT and Service Victoria have had a Service Agreement since 2017. For the DoT to disclose the
data to Service Victoria, the DoT and Service Victoria also h:a to enter into an Information Protection
Agreement (IPA) in accordance with section 90N of the PSA. No legislative ci.anges to the RSA are
needed for the MVP, as the recent amendments of the R4 anci the Service \ictoria Act 2018 are
sufficient to deliver the pilot. In the longer term, changes 10 REA might be necessary to incorporate digital
services.

Part 7B of the RSA applies to Service Victoria c=cause it has requasted access to the driver licence
information held by the DoT where the inforin.ation mey identify a7 individual or allow an individual's
identity to be ascertained. Part 7B contains the pracective frumework for relevant information, including
the allowed purposes for use and discloztie of relevant inicnination, the exceptional circumstances for the
use and disclosure of relevant informauon, the v<es of relvvant information for verification purposes, etc.

3.7.1.4 Service Victoria Act 2012

The Service Victoria Act 2015 rrovidec tor the deiivery of Government services to the public by Service
Victoria and provides a reoudlatory ramewori tor the provision of identity verification functions by the
Service Victoria CEO. 'iportantly, the Act establishes that the Service Victoria CEO must comply with
identity verification stzisdards when veri'ving identity. These standards are set out separately to the
legislation and provide a consistent 2t 1 secure identity verification framework for people transacting with
the Victorian Government through Scrvice Victoria. Among other things, the Service Victoria Amendment
Act 2022 added new provisions supporting digital delivery of Victorian licences.

3.7.1.5 Charter of Human Rights and Responsibilities Act 2006

The Charter of Human Rights and Responsibilities Act 2006 (the Charter) is a Victorian law that sets out
the protected rights of all people in Victoria as well as the corresponding obligations on the Victorian
Government. No issue related to the Charter have been identified for this PIA.

6 The HPPs are substantially similar to the IPPs. For the purposes of our privacy analysis in Section 5, IIS has focused on
the IPPs.
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3.7.1.6 Road Safety (Drivers) Regulations 2019

Regulation 63 of the Road Safety (Drivers) Regulations 2019 describes the details that driver licence or
learner permit documents must contain, including the identification number, the person's first name,
second and third initials (if any) and family name; a photograph of the person; the person's residential
address; the person's date of birth; a reproduction of the person's signature; the category or categories of
driver licence; its expiry date; and the code of any condition to which the licence or permit is subject.

3.8 Project governance

In November 2021, the Interdepartmental Committee (IDC) endorsed preliminary detailed scoping work to
support a MVP release strategy.

The DDL project is a collaboration between DoT and Seivice Victoria. At prolect initiation Service Victoria
provided DoT with a delivery agreement. This agreement cpecified the scope and timeline for work. The
agreement has been unable to be finalised as feedbzck rrom D07 1s outstanding.

In addition to this, the governance arrangements for this deveiopmeni phase of the project have included:

® Ministerial oversight via monthly min.ctevial meedngs
® Steering committee with senior sta’f irom Sarvice Vicieria and the DoT
®  Working groups sitting under *ne steerivig committ=c with weekly meetings.
These arrangements are now maving to a ore fornia! partnership arrangement with the DoT, taking

account of the fact that the auth.rising governance wiill be coming from Cabinet, as well as the DoT'’s
proposed Joint Venture (JV), wrich vl see modernisation of its systems and processes.

The formal governance «nangements for tho riext stages of the DDL project will be subject to legislative
requirements, outlinzd above, including the iPA.

The arrangements include:

® Ministerial oversight

® A Memorandum of Understanding (MoU) between Service Victoria and the DoT, setting out
overall principles on how the relationship works and a high-level governance framework

® Operating service commitment
® Transaction journey documents
® Delivery agreement

® |nformation Protection Agreement.

These documents and processes set expectations and respective roles and responsibilities, including
with respect to privacy.
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[IS understands the MoU and Information Protection Agreement have now been signed. Service Victoria
and the DoT are working through other relevant documents and more detailed requirements, including
with respect to privacy. These will need to be finalised before the DoT provides R&L data to Service
Victoria for the DDL. IS also understands that the structure of project steering committee and related
working groups and consultative processes will continue.

4.  Approach to risk analysis

In undertaking this PIA, 1IS considered:

® The IPPs in the PDPA
® Guidance materials published by the OVIC and the CAIC
® Privacy good practice stemming from 1IS’s knowl:age and experienze.

The PIA focuses on privacy risks that are introduced o 1ieightericd by the HDL project, rather than
privacy risks for existing processes to issue and vse driver ic<r ces.

This section assesses the project’s residual privecy risk :avel, by wizighing the inherent privacy risks
against the existing privacy positive aspects

The following section discusses the praoiet’s privacy issues and risks identified in detail and makes
recommendations to mitigate the risks

4.1  Inherent privacy risks
[IS’s risk analysis approach begins w*t, identifying the inherent privacy risks. Inherent privacy risks arise
from:
® The nature of tt.2 bersonal informaticn to be collected and managed — for example, its quantity,
sensitivity, anu the potential (irc'uziing value) for, and consequences of, misuse
® The range of people from wirara the information may be collected

® The context in which personal information is handled — for example, senior management
commitment to privacy, staff privacy skills and experience, the technical systems involved and the
nature of the project

® The extent to which information is accessed or handled by third parties

® The likely community and/or media interest in the privacy aspects of the project.

Taking account of these factors, IIS considersl 30(1), 34(1)(b), 34(4)(a)(ii)

), 34(1)(b), 34(4)(4

® The project will involve the transfer of R&L data — which is considered very valuable and sensitive
— from the DoT to Service Victoria to provision DDLs.
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® The DoT will be combining and transferring driver images as well as R&L details. The DoT
considers that this adds to the project risks. 1IS agrees this is a risk to the extent that it could be
compromised (even if very unlikely).

® The project is in its initial phases and is subject to some uncertainty. Service Victoria has
undertaken considerable consultation and design work in collaboration with the DoT. Its future
directions are now subject to formal agreement and approval on matters including final design,
security and governance, and on the outcome of two planned pilots.

30(1), 34(1)(b), 34(4)(a)(i)

® The DoT is seeking further information from Service Victoria so that it can assess its security
culture and risk management in the context of tho COL.

® Service Victoria’s design has taken account o possihic sccurity nisks for DDL users. However,
DoT is currently conducting further security assess.inent proc2s<es. These should be concluded
before the project proceeds for the exteira' pilot.

® While Victorians are reasonably fami.ar with, ar.u interczt=d in using DDLs, insufficient clarity or
inadequate information about the ncssible wivvacy ris.’s — including how checkers can interact with
their devices, or handle personz: uiiormationr displayed via the DDL — can have a significant
impact on them and jeopardise uptake cf fne soluuon.

Not all of these matters, | 30(1), 34(L)(w). 34(4)(a)(i) | are within scope for this

PIA, but to the extent they may 'mpact en nrivacy ricks, we have considered them.

4.2  Positive privacy aspecic

IIS considers that thz L2L project has imnu.tant positive aspects that support privacy and minimise the
inherent risks associated with the proje.t. These are outlined below:

Positive privacy aspects with the project/solution design

® Service Victoria has followed the key privacy enhancing strategy of data minimisation — it will
handle minimal personal information and will not retain any such information. In particular:

When the DDL has been added to the Service Victoria wallet, the only thing stored in Service
Victoria's platform is a linking key in the wallet database. This indicates that the user
has a driver licence in their wallet, and the platform uses that linking ID to get the driver
licence information from the DoT.

o The path through Service Victoria's platform from the DoT to the app is automated, no licence
information is stored, and no Service Victoria personnel will have access to it as it passes
through the platform. Service Victoria specified that there are no ‘dead letter queues’ or any
other place where information may inadvertently be stored.
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The DDL project design appears to avoid the risk of a new digital footprint, in that neither Service
Victoria or the DoT will have any detailed records that would enable them to track when, or to
whom, a customer presents their DDL for checking. The DoT will keep an audit log, which would
allow it to identify and investigate a transaction.

The DDL does not rely on the creation of duplicate stores of personal information. po(). 34(1)(b). 34@)(ai
| 30(1), 34(1)(b), 34(4)(a) (i) | This means the DoT
data remains the single ‘source of truth’ for driver licence information.

The device used to display the DDL only holds the image of the licence. The validated details in
the QR code are generated by a call to the DoT, and, follo.ving validation, are only available for
display without refresh for a limited period (the timeframe is yet to be decided but likely in the
order of minutes).

Service Victoria and DoT have indicated a commitn.erit to privacy and ahpear to have this in mind
as the project design is finalised and as it proces: (o implementating tnis includes having
appropriate governance arrangements in place 2 supLcr privacy requirements.

® The arrangement between DoT and Service: Victoria is govern:za by a MoU and IPA (as required
under Part 7B of the RSA). These docurnzants cor.tain the rcles and responsibilities of both parties
and in particular the privacy and sect1itv obligaticris.

Privacy advantages for DDL users over e exicting plasdic driver licence

® The DDL is more secure in that it is prowacied by uzvice and Service Victoria app security
measures, including passwarc or PIM! crotection.

® The DDL includes a rarge of other security ‘eatures and further work is being undertaken to
identify if other measurcs are “e22ed.

e |f anindividual’s davice is Its1 or sto'en, this does not mean the information is lost. A user can,
with relative east., add their DDL *» another device. If a DDL is reported stolen, notification from
the DoT can be ieflected in the Qk Code.

® A customer’s DDL can be \aliagated in real-time. This means data can be instantly verified using
either the authority app, or by scanning the QR code displayed on the DDL within the Service
Victoria app.

® Subject to policy decisions, DDL users will have some choice about what information they display
to checkers.

4.3 Residual privacy risk level

IIS has not identified any show-stopping privacy issues for the project. Overall, the DDL is likely to benefit
individuals and it is being designed in a privacy-friendly way. Rather, the issues identified arise in the
context of the project stage and the complexity of the project environment.

In summary, given the project’s early stage, with a number of important issues to resolve, IIS considers
the residual privacy risk level is medium. Privacy risks are likely to be within manageable levels, subject
to the decisions made about security levels, governance, etc. and to systems being in place.
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5. Findings and recommendations

This section discusses relevant privacy risks and issues that 1S has identified during the PIA.

The recommendations focus on mitigating privacy risks and improving practice during the further
development of the DDL. For each recommendation, we have suggested who would be responsible for
carrying out the recommendation (the DoT or Service Victoria, or both).

5.1 IPPissues or risks
A high-level analysis of phase 1 of the DDL project against the I[’Fs is at Appendix B. IS considers that

the DDL project would be mostly consistent with the IPPs. For cxample:

® The project operates within the existing legal fram~v:crk — while DoT 's zonsidering whether it is
authorised to disclose R&L information for the M\'F external pilot, 1C assumes this will be
resolved before the pilot proceeds.

® Service Victoria will be authorised to collect and handle limitec, generally encrypted, personal
information consistent with the Service \icioria Act 2018.

® Anonymity is not practicable.
® The project will operate within Victorian borders.

The main IPPs where IIS has identifi=a issues «*2 in re'aton to openness, security, and access and
correction, and privacy complaint handling.

5.1.1 Transparency — ik 1 and IPP &

Transparency provisions i tie IPPs aim to 2'lvw individuals to make informed choices about providing
information or using a service and to have a general understanding of how information about them is
being handled. Trar.sr.arency is both a ‘a'ter of compliance as well as key to building public confidence
and trust in the DDL. The IPPs providc tvo transparency mechanisms:

® Specified details provided at the point personal information is collected (IPP 1.3)
® General information available about the type of personal information agencies collect and hold
and how it is managed (IPP 5.1).

5.1.1.1 Privacy collection notice and privacy policy

At the time of writing this PIA, IIS understands that both the DoT and Service Victoria are undertaking
work on their privacy collection notices and privacy policies. They have indicated they would adopt a best
practice approach, for example using layered notices.

In regard to the collection notice, IS notes that Section 12.1 of the MoU states that collection notices will
be provided by the DoT. IIS has been informed that a layered approach to the notices will apply:
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® Service Victoria’s collection notice will refer to the collection of data necessary to add a DDL within
the Service Victoria app

® The DoT’s collection notice will refer to the collection and use of R&L information.

Service Victoria shared with 11S a draft collection notice for the DDL pilot. IS found the collection notice to
be clear; we did not identify any issues in term of the requirements of IPP 1.3.

IIS understands Service Victoria will continue to develop its privacy materials in consultation with DoT,
and following the established Service Victoria style guide and patten (in accordance with the MoU).
Noting that both DoT and Service Victoria are working on privacy l.‘.aterials,| 30(1), 34(1)(b), 34(4)(a)(ii) |
30(1), 34(2)(b), 34(4)(a)(ii) - |it is
important that there is a clear process for coordinating and ap_proving the privacy materials across the
DDL project. In addition, the privacy messages delivered by Loth DoT and Szivice Victoria should be

consistent.

IIS considers, for example, that Service Victoria wouid need tc have privacy information about the Service
Victoria account, app, and the DDL on its website and also ai relevont places in the app. It will be
particularly important that the DDL app makes cicar what versonai information will be shared when an
individual presents their phone to a checker. !'S also coinsiders thc more general communications for the
MVP pilots should address the question ot DDL procasses v.here a venue would currently take a copy of
a plastic licence. For example, it might .= that cLstomers wauld be encouraged to offer both the DDL and
the plastic licence in these circumstancas.

In respect to Service Victoria’s privacy pciicy, IIS eiscuurages Service Victoria to include | 30(), 34@)(0), 34(4)@)(i
1), 34(1)(b), 34(4)a S€ction on the information nandlina fur DDLs, just as it has done so for the COVID-19 digital
certificate. This might cove’, for exarmnie, infrmation about:

® Collection and hendling of informetion for identity verification

® Activity logs

® Data security, including stepz to take if a device is lost or stolen
® QR Codes, including what they contain and how refreshed

® Licence or credential checker handling a device

® How to report a device as lost or stolen to Service Victoria and/or to VicPol.
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Recommendation 1 — Ensure that project agreements and governance arrangements provide for

a process for ensuring that privacy messages are consistent and adopt best privacy practice

Project agreements and governance arrangements that give effect to the MoU should have processes
to ensure that privacy messages delivered by the DoT and Service Victoria are consistent,
comprehensive and adopt best practices approaches. The governance processes should make clear
who is responsible for signing-off on privacy materials and monitoring their use.

Who: Both Service Victoria and DoT

Timeframe: For MVP and ongoing

Recommendation 2 — Service Victoria and DOT priy<sey € comprehensive DDL

information

Service Victoria’s and the DoT’s privacy policy shculd inclucz coinutenensive DDL information.

Service Victoria’s privacy policy should inc:.'ae an aad'itonal ‘e:x‘ra privacy information’ section on the
information handling for DDLs, which shold cover matters such as:

® Collection and handling of infarmatior tur identity vzrification

® Activity logs

® Data security, includirg steps to ake if a d 2vice is lost or stolen

® QR Codes, includin what they contain and how refreshed

® Licence or creactiiial checker hanaling a device

® How to repuart o device as lost r ctolen to Service Victoria and/or to VicPol.
Who: Service Victoria and DoT

Timeframe: For MVP and ongoing

5.1.1.2 Public communications and education

In addition to the specific requirements in the IPPs, active public awareness and education for DDL users
and checkers will support transparency about the project, and support individuals’ ability to exercise their
privacy rights and to use a DDL safely.

IIS understands that a public communications strategy of this sort is planned but is not yet developed.

Both the DoT and Service Victoria noted the importance of tailoring communications to the audience,
including by using plain English and appropriate language levels.

Report: 15 June 2022 Sensitive 26 /42



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

-
5. FINDINGS AND RECOMMENDATIONS #‘: | |S Partners

IIS considers it is important that the public communications provide guidance to DDL users on privacy
and security aspects of the DDL and also to checkers on how they should validate the DDLs. The
emphasis in the guidance for both users and checkers should include explicitly informing them that the
licence image on the Service Victoria wallet is simply a replicated image and that the verified licence
details are encrypted within the QR Code.

Service Victoria and the DoT both have a role to play to ensure that this message gets across so that
DDL users are showing their QR code (not just the licence image) and that checkers are validating the
QR code and not simply sighting the licence image.

Individuals should have adequate information on what sharing options are available for the DDL, how to
generate the QR Code, what the process is when allowing ctieckers to sight their QR code and what their
rights are. With regard to checkers, it is important that th=y ar 2 aware what thc rules are surrounding

validating an individual’'s DDL.

The information could be made available on Service Victoria 2nd the ['o 7’'s website and in FAQs.

Recommendation 3 — Public communic ige comprehensive privacy and

security information

As a matter of best practice, deploy a nublic ccniniunications strategy to support individuals and
checkers to understand their rights and resp« nsibilities ~ith regard to the use and validation of a DDL.
Such a strategy should:

® Ensure that public are aware: f the difierence between the licence image and the QR Code.

® Support individuzi3® ability tc exercice privacy rights and use a DDL safely

® Recommend b¥st practice for chockers when validating DDL

® Ensure messages are consisrt and comprehensive across all channels and between Service
Victoria and the DoT (and the JV partner) where relevant

® Ensure that FAQs are easily accessible and cover likely privacy questions including potential
security risks and the role and the process for checkers

Who: Both Service Victoria and DoT

Timeframe: For MVP and ongoing
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5.1.2 Security — IPP 4

IPP 4 requires agencies to take reasonable steps to protect the personal information they hold from
misuse and loss and from unauthorised access, modification or disclosure. The DoT and Service Victoria
will also be subject to the VPDSF and VPDSS. The VPDSS prescribes a minimum set of mandatory
requirements across all security areas including governance, information, personnel, ICT and physical
security. The VPDSF provides direction to Victorian public sector agencies or bodies on their data
security obligations.

IIS notes that the DoT treats disclosure of R&L data to Service Victoria as though it were a disclosure to a
third party; its security due diligence measures take account of thiz context.

30(0), 2407)(b), 34(4) (&, (T

It is outside the scope of the TiA to a.sess the technical security of the DDL. However, 1IS sought an
understanding of the secu:’ty approaches to acte and the further steps needed.

5.1.2.1 System secuiity

30(1), 34(1)(b), 34(4)(a)(ii)

Both Service Victoria and the DoT have noted a number of design features for the project that aim to
mitigate the risks. Both also outlined their security approaches and noted specific steps they have taken,
or are planning to take, to identify and manage security risks for the project. The DoT advised that the
completion of the IVA and the Protected designation will now call for rigorous assessment of systems and
processes to determine what more is needed.
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Security actions that are relevant for this PIA include:

® |ncorporation of Security by Design in the development of the DDL

30(1), 34(1)(b), 34 4)))

® Security assessments

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

Recommendation 4 — Ensure decisions on security posture are made before the external pilot

and are reflected in DDL customer information

The DoT and Service Victoria to ensure decisions on security including data classification and LOA are
made before the external pilot and are clearly reflected in information for DDL users. The approaches
should be managed to avoid privacy gaps or weaknesses, and ue valanced so that they are practical
and workable from individuals’ perspectives.

Who: Both Service Victoria and DoT

Timeframe: For MVP and ongoing

Recommendation 5 — Record DDL relz@d privz
(/

Ensure that project risk processes ir.cwede ris''s (o indiviauals using a DDL and that these risks are
included in project risk registers anc inonitoi:a.

Who: Both Service Victoria end DoT

Timeframe: Before the DL design and ge 'wa decisions are finalised

5.1.2.2 Security for users of the DL

30(1), 34(1)(b), 34(4)(a)(ii)
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Features it noted included that:

30(1), 2441)(b), 34(4)(~(ii)

7 See https://www.service.nsw.gov.au/privacy-and-digital-licences-and-credentials#licence-or-credential-checkers-handling-
your-phone
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Recommendation 6 — Clarify and communicate requirements for the handling of individuals

devices for DDL checking

Clarify whether checkers may take an individual’s device when checking a DDL. Include clear
information on this issue in communications for the pilot for individuals using DDLs and for checkers
including VicPol. Consider legislative change if needed to ensure that individuals do not need to hand
over their devices during a DDL check.

Who: DoT

Timeframe: For MVP and ongoing

5.1.3 Access and correction — IPP 6, and privacy complairt nandling

Both Service Victoria and the DoT agree that procezses for =orvection a2 well as complaint handling will
have to be worked out to ensure the customers are able to nave their 1ssues attended to by the
appropriate entity. 1IS has been informed that it \vill be a shared iasponsibility to rectify issues around the
DDL. The DoT will be responsible for proviaing the licen.e information and related information about its
validity, while Service Victoria will also necd to field aueries as tiie DDL will be on the Service Victoria
wallet.

The MoU includes complaint handling princinlzs to whizih the DoT and Service Victoria must adhere. It
specifies that both parties will assist each ntiner and cooperate to resolve any complaints or issues and
that complaints will be referrec *c the resnensible barty.® 1IS understands that Service Victoria has
extensive experience in manag.ng clisiomer services issues and complaints on behalf of its agency
partners, including the D¢ ).

While 1IS acknowleug =5 this is not a new 13sue for Service Victoria, we encourage the DoT and Service
Victoria to ensure there is a stream'ined 'no-wrong-door’ approach to receiving, and assisting individuals
with, privacy queries and complaints rzlated to DDL. We note that a draft Operating Service Commitment
which sets out the standards for jointly delivering customer service transactions has been developed.

Overall IIS considers that Service Victoria and the DoT have strong measures in place to deal with
privacy enquiries and complaints, and we encourage them to continue monitoring the procedures to
ensure that they stay fit for purpose.

8 Section 8.3 of MoU — Complaint Handling Principles
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52 Governance

5.2.1 Project governance

As noted, the DDL project is in its initial phases and is subject to some uncertainty, for example in relation
to aspects of the security approach. In addition, while Service Victoria has had privacy as a clear focus in
the design and development work to date, the process to maintain this focus did not seem clear. The
project governance arrangements have also changed somewhat to reflect that the project is now subject
to Cabinet decisions and oversight, and to reflect DoT’s (proposed) engagement of a JV partner to deliver
some functions.

IIS understands that the overarching MoU has now been signed Detailed agreements, including the DDL
transaction journey, that will set out the arrangements between the DoT and Service Victoria are now
being developed but are not yet finalised. Privacy requiremeits will be included. However, the nature of
the requirements, and processes for ensuring a coordinai=d best practice agnraach and for privacy to
remain a priority in implementation, evaluation, and meiiituiing phases are ot yet clear.

\oclude clear privacy roles and

Service Victoria to ensure and document a pyivacy ayproach tiet makes clear who is responsible for
privacy sign-off for the project, and that i7onitoring privacy octcomes is included in its project
implementation and evaluation plans.

The DoT and Service Victoria to ensure detalled acicements and ongoing project governance
processes include clear privacy require:nents and responsibilities for the project, and a comprehensive
and coordinated approach tu =iisuriog n'ivacy abjectives are met.

Who: Both Service Viciwia and Dot

Timeframe: For MVF and ongoing

5.2.2 Privacy by Design (PbD) and future developments

As noted Privacy by Design has been a feature of the DDL project development to date. IS encourages
both Service Victoria and the DoT to continue this approach. It will remain relevant as the MVP is settled
and as the DDL is developed further. Particular areas for future privacy focus includes:

® Allowing for differential display of DDL details, so that individuals can present only relevant
information to a checker — this feature is planned however details are yet to be decided.

® |f a notifications feature is introduced allowing, to the extent possible, for individual choice about
whether or not to receive notifications.
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® The possible display of licence status and demerit points. Both require further in-depth analysis
around policy implications of formal notices/notifications in a digital environment. Where possible,
individual choice should also be a key consideration.

® Potential for further privacy features, for example, including, if wished, a record on individuals’
devices of which checkers have viewed their licence.

Recommendation 8 — Continue to adopt PbD in the DDL’s further development

Give priority to the inclusion of the differential display feature in e MVP, or as soon as is feasible
thereafter.

Continue the current PbD approach for the DDL, including 2y conducting further PIAs before making
changes to the DDL, for example notifications, or displey ¢t status or demzni points, which could
impact on individuals' privacy.

Who: Both Service Victoria and DoT

Timeframe: Ongoing
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6. Appendix A — Methodology
6.1 PIA approach

11S took the following steps to carry out the PIA:

® Planning with the DoT to confirm the approach, scope and deliverables of the PIA

® Gathering information by reading documents and meeting with personnel from the DoT and the
Service Victoria

® Analysing the information against privacy obligations and tai<ing account of possible broader
privacy issues, regulator guidance, and privacy good pracice

® |dentifying privacy risks and developing ways to mitiate those risks

® Developing a preliminary findings note summarisina the ':2y findings iron the information
gathering stage

® Drafting the PIA report and providing this ‘o tha DoT tor comment

® Finalising the PIA report following feedbact: from e DoT.

6.2 Documents reviewed

Documents reviewed

DoT documents

1. 30(1), 7411)(0), 34(4)( )il

2. Service Victoriu tigital Driver Licerice (DDL) Integration Recommended Solution, 4 May 2022

3. DDL Risk Assessment v0.4, 71 nMarch 2022

4. Conceptual Architecture - Recommended Solution, 4 May 2022

5. Card Production and image data Flow

6. Request for Proposal, eServices Register,l 30(1), 34(1)(b). 34(4)(a)(i)

I 30(1), 34(1)(b), 34(4)(a)(ii) I

7. Memorandum of Understanding between Secretary to the Department of Transport and Service
Victoria CEO Final, May 2022

8. Information Protection Agreement with Service Victoria, 18 January 2022

9. Renew Registration Transaction Journey - Final Schedule 2 Transaction Journey for Registration
Renewal, 12 May 2022
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Documents reviewed

10. Schedule 2: Transaction Journey for Digital Driver Licence, 3 May 2022

11. Check Registration TJ - Final Schedule 2 Transaction Journey for Vehicle Registration Checking
12 May 2022

12. Memorandum of Understanding between Secretary to the Department of Transport and Service
Victoria CEO, 3 May 2022

13. Information Protection Agreement Service Vic DoT 2021

14. Information Value Assessment — 2 June 2022

Service Victoria documents

15. Digital driver licence Pilot phases | & I, 21 Marci 2022

16. Digital driver licence Pilot phases | & I, 4 N.ay 2022

17. A Digital Driver Licence for Victoria, VWorking with VicPal t¢ implement a Victorian digital driver
licence, 5 April 2022

18. Operating Service Commitmeny, 8 April 2022

19. Department of Transport Linking a Digital Drivar Licence (Pilot) Service Victoria identity verification
standards: level of assurcnce assessmerit and determination, 31 March 2022

20. Draft Privacy Collecti.n Notic2 iar Digita! Driver Licence — 20220504

21. Digital Driver Licence - Transactior: dudrney (2022.05.16)

22. Operating Service Commitment -- Final

23. Privacy complaints management procedure

6.3 Meetings held

Meetings held ‘ Date

Kick-off meeting: 28 April 2022
® |[IS personnel

® the DoT and Service Victoria personnel
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Meetings held

!5. IIS Partners

‘ Date

PIA information gathering meeting — Legal (Service Victoria):
® |IS personnel

® Service Victoria personnel

9 May 2022

PIA information gathering meeting — IT and Security (Service Victoria):

® IS personnel

® Service Victoria personnel

PIA information gathering meeting — Products Team (Service Victoria):

® IS personnel

® Service Victoria personnel

9 May 2022

11 May 2022

PIA progress update meeting:
® |IS personnel

® the DoT and Service Victoria personne,

PIA information gathering meeting - 17 and Scanrity (o™ ):
® |IS personnel

® the DoT personnel

12 May 2022

12 May 2022

PIA information gatheriny n.ceting - Legal {N)CT):
® IS personnel

® the DoT personnel

13 May 2022

PIA progress update meeting:
® |IS personnel

® the DoT and Service Victoria personnel

19 May 2022

PIA information gathering meeting — Legal (DoT):
® IS personnel

® the DoT personnel

23 May 2022
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Meetings held ‘ Date

PIA information gathering meeting — Victoria Police: 24 May 2022
® |IS personnel
® VicPol personnel

® the DoT personnel

PIA progress update meeting: 26 May 2022
® |IS personnel

® the DoT and Service Victoria personnel

PIA information gathering meeting — IT (Service Victoria): 2¢ May 2022
® |IS personnel

® Service Victoria personnel
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!s. IIS Partners

7. Appendix B — Assessment against the IPPs

The following table sets out 11S’s high-level assessment of the MVP against the IPPs. In making its
assessment, IIS notes that internal pilot will be testing aspects of the DDL including the interface and will
not include ‘real’ R&L data from the DoT. Subject to the DoT’s clarification of its legal authority, it will be
providing R&L data for the external pilot. This will include some health information in form of licence
codes. This would be subject to the HPPs in the HRA. IIS notes that the HPPs cover similar issues to the

IPPs.

IIS notes that when Service Victoria is collecting data in the conte t of the DDL, for example, to validate a
licence, it is doing so on behalf of the DoT. However, the DoT treats disclosure of R&L data as though

disclosure to a third party.

1IS also notes that where its assessment has not identified :pecific issues for uiis PIA, that is not meant to
indicate there is no privacy work to be done. IIS anticinctes thai ucual privacy compliance and monitoring

would occur.

Summary of privacy principle

a%s ment against IPPs for DDL
AEr ice Victoria and DoT

IPP 1 - Collection

An organisation can only collect personal
information if it is necessary to fulii! one or mcie
of its functions. It must collect iafermaticn anly
by lawful and fair means, and 2ot in an
unreasonably intrusive way. » must pruvide
notice of the collection, ¢’ itiining matters sucr
as the purpose of crllection and how inaifiduals
can access the information. This is usuc!ly done
by providing a Collection Notice, vvnicn should
be consistent with an organisation’s rPrivacy
Policy.

The DLC.L nvolves a re-use of existing information
the DaT holds, not a new collection for DoT.

The MoU specifies that Service Victoria will be
collecting personal information on behalf of the DoT
(in process of loading DDL into the Service Victoria
wallet, and in the process of creating/refreshing QR
codes).

The introduction of DDL is a new way of providing
driver licences — it would be at least good practice to
update both the DoT’s and Service Victoria’s privacy
policies and to ensure privacy collection notices are
available and relevant at point of use, for example
within the Service Victoria app. The MoU states that
Service Victoria must include or provide a link to a
DoT collection notice in its app when people are
seeking to add the DDL to their wallet.

See discussion at Section 5.1.1.
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Summary of privacy principle

Y
!s. IIS Partners

High level assessment against IPPs for DDL

project for Service Victoria and DoT

IPP 2 —Use and disclosure

Personal information can only be used and
disclosed for the primary purpose for which it
was collected, or for a secondary purpose that
would be reasonably expected. It can also be
used and disclosed in other limited
circumstances, such as with the individual’s
consent, for a law enforcement purpose, or to
protect the safety of an individual or the public.

The DoT’s use of R&L data for digital driver licence
is consistent with the purpose of collection.

IIS notes that for the purpose of the external pilot,
the DoT is still considering whether it can disclose
R&L data. Subject to the DoT’s view that the pilot
can proceed v ithin law, no privacy issues identified.

The IPA a'so specifically states that Service Victoria
undertakas that information shared by the DoT will
only 122 used and disclos=a for the purposes set out
in the2 1PA (o provide an alternative digital customer
chrannel for some vehicie registration and driver
litensing activities and services of the Department of
Trarsporcinc'uainyg under the RSA). Section 90K of
Part 73 of the RSA sets out the authorised use or
dicclosure. Se:ction 90K(a)(vi) allows disclosure in
relation to an intergovernmental agreement.

No ‘scues identified

IPP 3 — Data quality

Organisations must keep personal information
accurate, complete and 1'n t) date. Trie
accuracy of personal inianination should be

verified at the time o1 cailection, and periouically

checked as long as it is used and disc.csad by
the organisation.

CHL should not diminish and may enhance data
accuracy of driver licence information.

Changes to driver licence details or status will be
subject to pilots and roll-out and will be reflected in
the DDL quickly.

Service Victoria’s design of the DDL is in such a way
that it does not collect or hold identified personal
information except in the limited context of the
generation of the QR code. The one source of truth
of driver licence information remains with the DoT.

30(1), 34(1)(b), 34(4)(a)(ii)

No issues identified.
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Summary of privacy principle

AN
!s. IIS Partners

High level assessment against IPPs for DDL

project for Service Victoria and DoT

IPP 4 — Data security

Organisations need to protect the personal
information they hold from misuse, loss,
unauthorised access, modification or disclosure.
An organisation must take reasonable steps to
destroy or permanently de-identify personal
information when it is no longer needed.

The DoT and Service Victoria have in place detailed
security management processes and have
commenced or undertaken detailed security risk
assessments for the DDL.

At this point, there are some issues to work through
— see discussi n at Section 5.1.2.

IPP 5 - Openness

Organisations must have clearly expressed
policies on the way they manage personal
information. Individuals can ask to view an
organisation’s Privacy Policy.

IPP 6 — Access and correction

Individuals have the right to seek accr:sc (o their
own personal information and to meke
corrections to it if necessary. An oraanisation
may only refuse in limited circums:iances v at
are detailed in the PDP Act. 11< right to acce.s
and correction under IPP G vl appiy tu
organisations that are ~ot covered oy

the Freedom of Inforniat'on Act 1982 (Vi)

Both Szivice Victoria and the DoT will be updating
their oiivacy policies to r<ilect DDL. From a privacy
petspzctive it will be nnuortant to ensure
sonsistency and that individuals are easily able find
relevan: intorma’inn to inform their decisions. See
Sectian 5.1.1

Tha introduction of the DDL should not affect current
nrocesces for access and correction. However,
Service Victoria and the DoT should ensure
resncetive responsibilities are clear and that
nrocesses are built with a ‘no wrong door’ approach.

See Section 5.1.3.

IPP 7 — Unique identifiers

A unique identifier is an identifier (usually a
number) that is used for the purpose of
identifying an individual. Use of unique
identifiers is only allowed where an organisation
can demonstrate that the assignment is
necessary to carry out its functions efficiently.
There are also restrictions on how organisations
can adopt unique identifiers assigned to
individuals by other organisations.

Driver Licence numbers are unigue identifiers in
terms of the PDPA.

Driver licence numbers will appear on the DDL.
However, the DDL project does not involve the
assignment of new unique identifiers.

No issues identified.
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Summary of privacy principle

!5. IIS Partners

High level assessment against IPPs for DDL

project for Service Victoria and DoT

IPP 8 — Anonymity

Where lawful and practicable, individuals should
have the option of transacting with an
organisation without identifying themselves.

Not relevant for the DDL — identification is a required
part of acquiring or using a DDL.

IPP 9 — Transborder data flows

If an individual’s personal information travels
outside Victoria, the privacy protection should
travel with it. Organisations can only transfer
personal information outside Victoria in certain
circumstances, for example, if the individual
consents, or if the recipient of the personal
information is subject to a law or binding
scheme that is substantially similar to the
Victorian IPPs.

IPP 10 — Sensitive information

The PDP Act places special restricuaiis on tre
collection of sensitive informatic.» This incicdes
racial or ethnic origin, politica’ spinions 2
membership of political ascociations, rengious
or philosophical beliefs, ‘rainbershig of
professional or trade #=3uciations or tra“e
unions, sexual preiarcnces or practices, «nd
criminal record. Organisations can 2u'v collect
sensitive information under certain
circumstances.

As far as IIS ('nderstands, the DDL processes are
contained w:thin Victoria.

No issues 1dentified.

Drive’ h=ence processes do not involve the
collaciion of sensitive information as defined, but do
invelve some biometric and health information (See
Section 3.6.2). Such information is part of the R&L
data that the DoT has already collected.

No issues identified.
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Abbreviation or term | Expansion or definition
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B4(1)(b), 34( | 30(1), 34(1)(b), 34(4)(a)(ii) |
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4(1)(b), 34 30(1), 34(1)(b), 34(4)(a)(ii)
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s IIS Partners and Inforriaticn Int=giiry, Solutiuns Pty Ltd

IPA Information Protectiun Agree ment

OO 3 30(1). 3+41)(b), 3441 ]

IPP Information Privacy 2rnciple

JVO The [71P’s Joir.t Vianture Coerator for VicRoads
JWT JavaScript Web Tokern

LOA i Level of Assurance

MVP Minimum Viable Product

MMP Minimum Marketable Product

oviC Office of the Victorian Information Commissioner
PDPA Privacy and Data Protection Act 2014

PIA Privacy Impact Assessment

QR Code Quick Response Code

R&L Registration & Licensing

The DTP Department of Transport and Planning
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Abbreviation or term | Expansion or definition

VPDSF Victorian Protective Data Security Framework
VPDSS Victorian Protective Data Security Standards
VicPol Victoria Police
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1. Executive summary

The Department of Transport and Planning (the DTP) and Service Victoria are working to bring digital
driver licences (DDLs) to Victorian residents. The DDL will be made available through the Service Victoria
platform and app. A DDL will allow a licence holder to access an electronic version of their licence on a
mobile device and present it in place of the physical licence.

The first phase of the Service Victoria DDL Project involved the production of a Minimum Viable Product
(MVP) through the Service Victoria platform and testing via an in‘ernal pilot. The second phase is to test
the minimum marketable product (MMP) via an external pilot staiung with a regional pilot in Ballarat,
which will commence in July 2023.| 3003 34(1)(0), 34(A)a)(i) |

The MMP would be a replication of the data and attributes, wom the existing \iciorian driver licence to a
digital credential through the Service Victoria digital waret, with three prirnary use cases:

® Entitlement to drive

® Proof of identity

® the customer is over 18.

The DDL is one product being delivered iri two chounels; via Service Victoria and the Joint Venture
Operator (JVO). The DTP through the 3O wi!l share its iriver licence data with Service Victoria. Due to
the quantity and sensitivity of persor.ai inforn:za'on thei wiit be shared with and used by Service Victoria,
the privacy impacts of the DDL Froject necu to be coreiully examined. The DTP has previously engaged
[IS Partners (1I1S) to conduct a Favacy Imeact As«<ecsment (PIA) for the first phase of the SV DDL Project.
This second PIA will assess uie MMF fai the regional pilot release and future full rollout. The scope of the
PIA covers privacy risks esscciated witn:

® Data flows bztveen JVO and Seivice Victoria

® Security of the information

® Onboarding and user experience in the SV digital wallet

® Features and use cases within the MVP project scope

® Core privacy requirements under the Information Privacy Principles (IPPs).

In undertaking this PIA, 1IS considered:

® Privacy principles in Victorian privacy law,
® Relevant legislation such as Road Safety Act 1986 and the Service Victoria Act 2018

® Guidance materials published by the Office of the Victorian Information Commissioner (OVIC) and
the Office of the Australian Information Commissioner (OAIC)

® Privacy good practice stemming from 1IS’s knowledge and experience.
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This report:

® Provides background to the project, including key project participants and roles, key systems and
information flows, and the relevant legal framework.

® Sets out lIS’s approach to the risk analysis and factors determining the privacy risk level.
® Discusses relevant privacy risks and issues IIS has identified, along with recommendations to

mitigate risk and improve practice.

The PIA methodology is included in the Appendices.

1.1 lIS’s overall view

IIS has not identified any high-risk privacy issues for the prujoct with respect to implementation of
appropriate controls to manage the inherent high risks. Cverall, the DDL is u\eiv to benefit individuals and
it is being designed in a privacy-friendly way. The issuec identfiiiea arise n the context of the project
stage, which is now turning to implementation and t'e full-rcil >ut, and we complexity of the project
environment.

30(1), 34(1)(b), 34(4)() %) |

® There is significant quantity and sensitivity of personal it:formation involved.

® The project will involve the disprav of Recisvation 2nd Licensing (R&L) data in DDLs via
individual's devices.

® The data involved includ=s scasitive: biometrics, ilke driver images as well as R&L details.

® Both the JVO and Senice Victoria are offering DDL apps, under the guidance of the DTP. The
apps, while develop2ad independently, are expected to meet the DTP’s policy and design
standards, and to nave a consistent o0k’ and ‘feel’. However, the apps vary in some key ways,
which individua's niight find confusing or difficult to assess from a privacy perspective.

® Service Victona’s design has tzle account of possible security risks for DDL users,
Unacceptable risks from this n.odelling have been eliminated or are under management with a low
risk tolerance.

® While Victorians are reasonably familiar with, and interested in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including how checkers can interact with
their devices, or handle personal information displayed via the DDL — can cause concern and
jeopardise uptake of the solution.

Report: 19 June 2023 OFFICIAL: Sensitive 2143
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Overall, the DDL has benefited from being designed in a privacy-friendly way. Taking into account the
positive privacy aspects such as the emphasis on data minimisation, the avoidance of a new digital
footprint, the DDL security features, and expected detailed governance arrangements, we consider that
the residual privacy risk level is medium. Privacy risks are likely to be within manageable levels, subject
to clear and detailed privacy communications, the development of privacy coordination and monitoring
arrangements, and close attention to the possible security risks for customers using a DDL.

1IS has identified the following key privacy risks and issues for consideration at this point in the project:

® Transparency and privacy complaint handling

o Public communications have been developed and should provide a good basis for public
awareness about DDL and privacy and security enproaches. However, in some areas the
current messages lack detail or might be over-reassuring. Additicne! information activities are
planned but not yet finalised — they will nees tc address a range o issues to ensure the risks
as well as positives of using a DDL are kr cwn.

® Security
o If not already, privacy risks for indiniauals shouid be inctuded in project privacy risk registers
and monitored.
o  Rules and instructions aroun nandlina 2t individucis devices for DDL checking should be in
place.

® Privacy governance

o As more detailed arronyemerts for ongeing project governance are settled, they need to
ensure there are clear privacy roles and responsibilities, including for monitoring privacy
outcomes.

o Continuing *re use of privacy hy uesign will be important as the DDL project proceeds.

1.2 Recommendations

1IS makes nine recommendations for (he SV DDL project. For each recommendation, we have
suggested who would be responsible for carrying out the recommendation (the DTP, Service Victoria, or
both) and the timeframe for completion. We have specifically highlighted the recommendations that in our
view must be completed before the pilot against those that should be completed within the next six
months before full rollout or to be carried as an ongoing risk treatment

Legend:

IIS recommended priority to Symbol

undertake risk treatment

Before pilot *
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Recommendations

!5. IIS Partners

Timeframe

Recommendation 1 — Ensure that project agreements and Service For full rollout
governance arrangements provide for a process for ensuring Victoria,
that privacy messages are consistent and adopt best privacy JVO &
practice.  DTP
|
Recommendation 2 — Service Victoria privacy policy to inc.iue  Service For full rollout
comprehensive DDL information. Victoria
Recommendation 3 — Ensure DDL privacy and securiy Seruice For pilot and ongoing
information is accurate and does not overstate boriefits \istoria,
|
| IVO & *
DTP
Recommendation 4 — Include privacv ‘s2dsfac’ion in the Service For pilot
evaluation of pilot communications. Victoria &
DTP *
Recommendation 5 — Confinez to maniior, e3secs and update  Service For pilot and ongoing
privacy risks in risk register. Victoria &
DTP *
Recommendation 6 — Explore options tur limiting address Service For full rollout
display on the DDL driver licence vievs. Victoria &
JVO
Recommendation 7 — Document and communicate DTP For full rollout
requirements for the handling of individuals devices for DDL
checking.
Recommendation 8 — Ensure project governance Service For full rollout
arrangements include clear privacy roles and responsibilities, Victoria &
including for monitoring privacy outcomes. DTP
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Recommendations ‘ Who ‘ Timeframe
Recommendation 9 — Continue to adopt privacy by design in Service Ongoing
the DDL’s further development. Victoria &
DTP
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2. Introduction

The DTP and Service Victoria are working to bring digital driver licences to Victorian residents, to be
made available through the Service Victoria platform. The DTP engaged IIS to conduct a PIA on the
minimum marketable product (MMP) of the SV DDL for the planned regional pilot release and future full
rollout. This is the second PIA that IIS has conducted on this project — the first MVP PIA was completed in
June 2022.

2.1 PIA scope

Service Victoria is responsible for the design of the DDL, in accoruance with the DTP’s specified
standards. DTP is also the data owner of R&L data and will provide the data| — zow), s20)), 3a@@i) |

| 30(1), 34(1)(b), 34(4)(a)(ii) |to populete the DDL. The PLA will entail end-to-end
consideration of privacy issues that could have an operaticial irapact from the perspective of the DTP,
JVO and Service Victoria.

The first phase of the project involved the develrnment of a biVP  hic phase of the project is to test the
DDL by conducting an initial regional pilot in Ra'arat, potentially conduct more pilots and looking towards
full public rollout by 2024. The purpose of this PIA is to 1aentify ar y privacy issues that might arise from
the project’s design and initial implementzhicn approaches, and to make recommendations to address the
potential issues.

In providing this report, [IS makes we follovany qualiicaiions:
® The PIA considers poscibie secdnty issuec for the project, but we did not undertake detailed
investigations<or reviews of teannical or security features
® The PIA is baseu wiinformation gatiie.ed from, and provided by, the DTP, JVO and SV

® |IS does not provide legal advice: rather we provide strategic privacy and cyber security advice.

2.24 "About thisteport
The report is structured to provide an overview of the DDL project, explain 11S’s approach to risk analysis,
analyse privacy.issues according to the project scope, and provide additional context to the PIA work:

® Project description (Section 3)

Provides background to the DDL Project, key project participants and roles, key systems and
information flows, and the relevant legal framework.

® Approach to risk analysis (Section 4)

Sets out 11S’s approach to the risk analysis and factors determining the privacy risk level.
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® Findings and recommendations (Section 5)

Discusses relevant privacy risks and issues |IS has identified, along with recommendations to
mitigate risk and improve practice.

® Appendix A — Methodology (Section 6)
Summarises our methodology, including list of documents reviewed and meetings held.
® Appendix B — High-level assessment against the IPPs (Section 7)

Provides a high-level assessment of the DDL project against the IPPs and notes risks areas,
which are discussed in detail in Section 5.
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3. Project description

3.1 Background

Service Victoria and the DTP are working to bring DDLs to Victorian residents. Three out of six Australian
state and territory jurisdictions have either trialled or have a legislation-based DDL. Service Victoria has
identified that there are 4.6 million active Victorian customers who use the Service Victoria mobile
application, and over 4 million Victorians possess a driver licence. Service Victoria has been progressing
delivery of the DDL in collaboration with the DTP.

The DDL will replicate data and attributes from an existing plasti: \ictorian driver licence to a digital
credential. The DDL will have three primary use cases:

® Entitlement to drive whilst on the road

® Proof of identity

® Casual proof of age and photo for licencer: venues ana nusinezses such as supermarkets,
convenient stores, tobacco retailers, etc.

The DDL products will support verification ara, for Scrice Vicworia sharing of the information, presented
on various DDL views using QR code scar ning. This feature wii enable individual and business
customers to validate the details presentcd by a S holde: without requiring specialised hardware or
facial recognition.

The project is currently working rcwards a nist releace, commencing with an external pilot. At this stage,
the DDL will be supplementary o the physical driver iicence and will not replace it. While most full licence
drivers do not need to carry = paysices icence, wirere the existing laws do require this, they remain
enforceable. For example, the intrcacvction ¢t LDLs does not change the obligation of motorists such as
learner and probationa:y urivers to card their physical licence with them at all times.

3.2 Project objectives and scope
3.2.1 Objectives and expected benefits of the project

The DDL is consistent with the Victorian Government’s digital strategy, which is expected to deliver cost
savings, and better, fairer, and more accessible services, and a digital ready economy.

The expected benefits of the DDL for Victorian drivers are:*

® Freedom — After the pilots, most customers will be able to leave their physical licence and wallet
at home.

® Peace of mind — Customers know their DDL is always on their phone as a backup.

1 See the 050522.DDL.Pilot.Scope.UC.Roadmap.
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® Convenience — 89% of the consulted customers indicated that they believe the DDL to be more
convenient than a physical driver licence because they always carry their phone with them.

® Security — Customer’s personal information is protected and only accessible via user login, or 6-
digit PIN.

® Privacy — Information sharing can only be initiated by the customer, and the intention is that where
circumstances permit, customers will be able to limit the amount of information exchanged.

® Up-to-date data management — Customers using a DDL have access to up-to-date information
about the status of their licence; whether it is valid or has expired.

3.3 Project status

Service Victoria and the DTP are taking an iterative approach to the DDL project. Service Victoria and the
DTP have undertaken significant development work sincz the initial MVP in 2022, The design and build of
the Service Victoria DDL are complete. Formal agreements and ayuroval on matters including final
design, security and governance are currently underw2ay. S\ ar.d DTP are now in the testing and roll out
phase for the DDL.

In regard to pilots, one internal pilot was comp'eted ana a regicnal external pilot is planned for July 2023:

® |nternal pilot was completed to tesi frie DDL end-to-2nd journey, including identity verification,
adding the DDL to the Service '/icioria’s Ligital Wallet and the communication between Service
Victoria and the DTP systems. This is cniy for fui!-l.cence car drivers, and without the QR Code.
The DTP did not transfer ‘rea!’ date to Service ‘/ictoria for this pilot.

® Regional external pilot exnectec in July 20122 which will place in Ballarat with a focus on
motorcycle, heavy anu light venicies for full licences holders above 21 years old. The external pilot
will test matters incrauing tiie vse of the QR code verification by local business and authorities
such as Victorie. Police (VicPol). As noted, at the MMP stage, drivers will still need to carry their
plastic licence Cemerit points is nct in the scope of this pilot.

At the time of writing this report, 11C we s not aware of any further planned regional pilots but note that
there could potentially be more.

3.4 About the DDL

The DDL will be accessible through the customer’s Service Victoria’s digital wallet in the Service Victoria
app. The app supports selective disclosure, which means the holder has the ability to show and verify
subsets of their DDL details — for example, only revealing the fact they’re over 18, rather than sharing
their exact birthdate, driver licence number, address and other information, as they would be forced to do
with a physical licence. These details are verified by a QR code that will be scanned by checkers to verify
the licence status.

The DDL will contain features, such as holograms, manual refresh, display of the last refreshed date and

time and a watermark, that are digitally equivalent to the features that indicate a plastic licence is
legitimate.
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DDLs will also have additional security features:

® DDLs are protected by the user’s phone password (if used) and is only accessible by logging into
the SV app via a user login, biometric identification, or six-digit PIN.

22(1), 34(1)(b) 34(4)(a)(ii)

Law enforcement checkers will have an authority app to check the barcode on the DDL (similar to the
ones on the physical driver licence). Non-law enforcement checkers will be able to scan the QR code via
the QR Code reader from the regular, publicly distributed SV app.

3.5 Participants in the DDL Project MVP

This section sets out the participants in the DDL project.

3.5.1 The Department of Transport and Planning

The DTP operates and coordinates Victoria’s transport network, the delivery and upgrade of transport
infrastructure, as well as the reforms to road safety policy, regulatory and legislative environment. The
DTP will remain the owner of the R&L data.
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The DTP is also the policy owner of driver licensing policy. All the elements that relate to licence
information, entitlement to drive, safety and roads will stay with the DTP. The user’s licence features and
potential changes (e.g., addition of a licence, expiration, suspension) are managed on the DTP’s side,
and SV only reflects those changes through the DDL.

3.5.2 Service Victoria

Service Victoria was created by the Victorian Government to modernise Victorian customer’s online
government services and make it easier for people to complete more online services more often from the
comfort and safety of their own homes. Customers can access m~re than 80 government services
through SV

Service Victoria is responsible for the solution delivery thrcuan the Service Victoria app (as one of two
channels), as the JVO will also deliver its own version through its forthcomina ra/VicRoads app. Service
Victoria is in charge of the maintenance of the app and «r surirg thzt the nght security, privacy and
compliance features are in place. Service Victoria is a.c0 respansible for the communications with
customers and will provide a digital channel for cuzcomer fzadback e rcut the DDL via a feedback on the
app to ask for customer feedback regarding the #cd of th,.2 DDL t) 1he Service Victoria wallet. Customers
can provide both quantitative and qualitative 1cadbac'

Over time, the Service Victoria digital wa'et is exzacted to include a wide range of Victorian government
licences and permits.

3.5.3 Joint Venture Operator

The JVO is responsible for ctisicmer service i relation to R&L and operational activities (except in
relation to complex customais}, initizu i2vel o’ customer complaint, and management of the DTP’s IT
systems. | 30(2), 34(1)(b), 34(4)(@)(i) |

| 30(1), 34(1)(b), 34(4)a i |Additiona||y, the VO is

providing and operationally supporting; the APIs required to integrate with Service Victoria.

The JVO is also responsible to producing a DDL in its app.

3.5.4 Checkers — Victoria Police

VicPol is a key stakeholder for the DDL and is working with DTP to identify and resolve any issues.

The external regional pilot will be used to test the efficacy of, and seek feedback on, the VicPol app
already available to check the barcode, which IIS understands contains only the licence number. VicPol
will only be checking the DDL as an initial check. It will continue to verify the physical driver licence

| 30(1), 34(1)(b), 34(4)(a)(ii) | The pilot will help identify any
needed modifications of police processes ifiwhen the DDL is a legally binding driver licence, or if the
program adopts ISO 18013-5 mDL interoperability standards in Victoria, giving VicPol the ability to scan
driver licences from any state or territory.
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3.5.5 Checkers — others, including pubs and clubs
For the external pilot, a number of businesses that need to validate licences or identification will be
selected in Ballarat, these will include:

® National Retailers Licensed venues such as bars, pubs, nightclubs and restaurants

® Hotels

® Petrol service stations

® Supermarkets and grocery stores

® Convenience stores

® Tobacco retailers

® Licensed premises, parcel pickup and delivery businesses, retailers nfei’ng click and collect,
credit options and equipment hire.

IIS notes that the initial focus will be on small businesses that d) not need to retain documentary

evidence of identity. Such requirements might be considered in funner iterations of the DDL.

3.5.6 Victorian citizens using a DDL

The external pilot will take place in the reginnal ccinwe of Rallarat, only for drivers with a full licence
including car, motorcycle, light, heavy vchiicles Szarvice \i1ctoria estimates a maximum of 5,000
customers for the pilot.

After the pilot, the DTP expects the DDL will be exteinded to all licence holders including probationary
drivers and learner drivers in iv.ther swoges of the project.

3.6 Nature of systems and information flows
3.6.1 Key system componenis

3.6.1.1 The DTP

The main DTP systems involved for the DDL are:

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(ii)
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3.6.1.2 The JVO

30(1), 34(1)(b), 34(4)(a)(ii)

) a4, 244 The APIs will allow o, 3200 35412 driver licence dat *o be retrieved by the front-end mobile
apps developed by the JVO and Service Victoria.

3.6.1.3 Service Victoria

To build the DDL, Service Victoria is reusing existing infrastruct ure previously used within Service
Victoria. An advantage here is that Service Victoria nas confiuence in tae systems, including because a
number of components have already gone throuygn secrrity audits.

The Service Victoria platform hosts the ant,. The customer r..'1st download the app on their device and
create an Service Victoria account to be avle to ger erate a 'L DL and hold it within their digital wallet.

3.6.1.4 Licence holders

Licence holders will use their cvyn devices to set '1p, or use, an Service Victoria account, and to add a
DDL to the Service Victoria uigital wan=t within tiie mobile app.

3.6.2 Kinds of in“crrnation involvad

3.6.2.1 Personal information
The kinds of personal information to Le shared by the DTP is the same as what currently appears on the
plastic licence. This is:

® Full name

® Date of birth

® Full address

® Signature

® Photo

® License number

® License expiry date

® |icence type (car/bike/dual)
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® Licence proficiency (full/probationary)

® Licence category (heavy vehicle categories)
® Licence conditions

® Card Number

® |ssue Date

® Licence Status.

The DDL QR Code will also display information which will vary depending on the customer’s preferences.
The aim is that more sensitive licence information will only be avaiianle under the photo of the licence
when a user opts to display their full licence.

The DTP will also share information that will allow the follo'winy information te be displayed via the QR
Code:

® Show the customer’s full driver licence details (.rcluding s"atus)
® Prove the customer’s identity.

® Prove the customer is over 18.

3.6.2.2 Sensitive information and health .nformaticn

The DTP will also share some limited rnedical interrnatior anout licence holders. This is in the form of
conditions included on driver licencec (e.g., uce of glasces when driving). IS considers the codes that are
associated with a medical condition ieet the aefinition of health information.

The DTP will also share biome vic information with Cervice Victoria in the form of the licence photo and
signature. Biometric informatiur. is nc. =xplicitly contained in the definition of sensitive information in the
Privacy and Data Protectio1 Act 2014 Howe'er, it is considered sensitive information under the Privacy
Act 1988 (Cth) and OV:T advises organisations to consider treating biometric information as ‘delicate
information’ and to 1:3::dle it cautiously.”*

3.6.3 Overview of information flows

At a high level, the arrangements for the DDL are expected to involve the following:

30(1), 34(1)(b), 34(4)(a)(ii)

2 Please refer to the definition given by OVIC: “‘Delicate information’ refers to personal information that is of a private or
personal nature, or information that the individual it is about would likely regards as requiring a higher degree of
protection.”, available at https://ovic.vic.gov.au/book/key-concepts/#Sensitive_and_delicate information.

3 See https://ovic.vic.gov.au/privacy/biometrics-and-privacy-issues-and-challenges/.
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® As noted, Service Victoria will be using its existing infrastructure and processes for Service
Victoria accounts and digital wallet to support the DDL. It will add a QR code generation process.
Customers will use an existing Service Victoria account, or set one up, requiring consent-based
identity verification (at a level of assurance two in accordance with its Identity Verification
Standards).* Service Victoria is designing its system to allow for secure ‘blind’ pass through of
data between the DTP to a customer’s device. It will ‘see’ personal information only at the QR
code generation step and will not retain any personal information, including in audit logs.

® Customers can choose to show their DDLs to checkers (law enforcement agencies, or businesses

seeking proof of identity or age).

The following section describes in more detail the information flovws relating to the creation of a Service
Victoria account and the creation of a DDL in the Service Viawria app. It also describes the information
flows when a QR Code is generated and validated using tt.e Service Victoria anp (both by the customer

and the checker).

Steps for the user

Log into the app / create an account

The customer logs into the app.

If the customer doesn’t have an accoun.. they
create one and start by entering the email
address, password, first and secor.d name: i»
required fields. The customer creates a Six-
digit PIN and can set up bio:ntic
authentication (such as tha'r 1ace ar
fingerprint).

If ar, accnun. ;s created, email address and mobile
vhone (i orovided) are verified via the use of a
one-finie password.

Add the DDL to the wallet

In the ‘My Wallet’ tab of the app, there will be
an ‘Add Driver Licence’ button. The customer
taps on this.

At this point the customer provides their
consent to verify their ID documents and
Australian driver licence.

This will trigger the normal flow in the back end for
when there has been a request to add something
to the wallet.

30(1), 34(1)(b), 34(4)(a)(ii)

4 See https://service.vic.gov.au/about-us/service-victoria-identity-verification-standards.
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Steps for the user ‘ Back-end processes

Verify identity with choice of ID

The customer provides consent to verify their The customer undergoes identity verification.[(D®). 3
identity at a level of assurance two (LOA2).
This requires the customer to provide two

satisfactory identity documents from the list

below: 30(1), 34(1)(b), 34(4)(a)(ii)
e a full Australian birth certificate; OR

® afull Australian passport; OR

® a foreign passport with a valid Australian
visa; OR

® an ImmiCard; OR
® an Australian Citizenship Certificate; OR
® an Australian driver licence; OR

® a Medicare card.

The user is presented with the choir.e to creaw> | If the ciistomer consents to creating an ongoing
an ongoing Electronic Identity Credential that Elecoonic Identity Credential,| 3o, 341)0), 344)@)ii
will be valid for 10 years. N

If the user has an account witi an e..suiig
electronic identity creder.iial (EIC) .t Level m
Assurance (LOA2) or 2hove, Service Victona
validates the identi'y

30(1), 34(1)(b), 34(4)(a)(ii)

Verification of driver license detaiic (ir1 order to access DDL)

The customer is presented with a screen
requiring them to enter the following
information:

® Name (as it appears on their physical driver
licence)

30(1), 34(1)(b), 34(4)(a)(ii)

® License number

® License expiry

® Unique card number (optional)
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Steps for the user Back-end processes

30(1), 34(1)(b), 34(4)(a)(ii)

Loading DDL

Upon verification, the personal information
(including the image of the individual) is encrypted

30(1), 34(1)(b), 34(4)(a)(ii)

As soar, as the DDL is ad ied to the wallet, the
namz usta is asleted frcm Service Victoria’s
plariorm.

The customer can now access the DDL from |
the Service Victoria wallet. 30(1), 34(1)(b), 34(4)(a)(ii)
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Steps for the user ‘ Back-end processes

QR Code generation and validation

Generating a QR Code:

The user will be given the choice to decide on
different sharing options. This will allow them to
determine how much of their driver licence
information they’d like to show to non-law
enforcement checkers.

30(1), 34(1)(L). 3={4)(a)(ii)

The ()R code that is generated is only valid for two
1niutes before it refreshes and the encrypted data
on the platform is deleted at the same time.

Validating a QR Code:

Law enforcement en¢! husinesses that require
proof of age or proof of eligibility to d:ive will be
able to scan the QR code to verify its validity
and to see the licence information (what is
shown will depend on the policy about
differential display, and then on what the DDL 30(1). 34(1)(0), 34(4) (@)W
user chooses to display).
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3.7 Legal framework

3.7.1 Victorian laws

The DDL project must comply with the following relevant laws.

3.7.1.1 Privacy and Data Protection Act 2014

The Privacy and Data Protection Act 2014 (PDPA) regulates the handling and protection of personal
information by Victorian public sector organisations. Organisations subject to the PDPA must comply with
the Information Privacy Principles (IPPs) that contain requirements across the information lifecycle. Part 4
of the PDPA gives the Victorian Information Commissioner the powier to prescribe security requirements
pertaining to public sector information and information systeme< through the Victorian Protective Data
Security Framework (VPDSF) and the Victorian Protective Dota Security Standards (VPDSS).

3.7.1.2 Health Records Act 2001

The Health Records Act 2001 (HRA) and its Health i>rivacy >riciples (hi?Ps) regulate the collection,
handling and protection of health information, which includes inforiration or opinion about the physical or
mental health or disability of an individual.®

3.7.1.3 Road Safety Act 1986

The Road Safety Act 1986 (RSA) is the main piece of lexnclation that regulates the use of roads,
registration of vehicles and driver liccnsing in ‘v ctoria.

The DTP and Service Victoria r.ave had o Service Agreement since 2017. For the DTP to disclose the
data to Service Victoria, the 1512 ana Service Victoria also had to enter into an Information Protection
Agreement (IPA) in accordarnice with zection 9CN of the RSA. No legislative changes to the RSA are
needed for the MMP, a5 tiie recent amendments of the RSA and the Service Victoria Act 2018 are
sufficient to deliver tqe pilot. In the longer term, changes to RSA might be necessary to incorporate digital
services.

Part 7B of the RSA applies to Service Victoria because it has requested access to the driver licence
information held by the DTP where the information may identify an individual or allow an individual's
identity to be ascertained. Part 7B contains the protective framework for relevant information, including
the allowed purposes for use and disclosure of relevant information, the exceptional circumstances for the
use and disclosure of relevant information, the uses of relevant information for verification purposes, etc.

5 The HPPs are substantially similar to the IPPs. For the purposes of our privacy analysis in Section 5, IS has focused on
the IPPs.
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3.7.1.4 Service Victoria Act 2018

The Service Victoria Act 2018 provides for the delivery of government services to the public by Service
Victoria and provides a regulatory framework for the provision of identity verification functions by the
Service Victoria CEO. Importantly, the Act establishes that the Service Victoria CEO must comply with
identity verification standards when verifying identity. These standards are set out separately to the
legislation and provide a consistent and secure identity verification framework for people transacting with
the Victorian Government through Service Victoria. Among other things, the Service Victoria Amendment
Act 2022 added new provisions supporting digital delivery of Victorian licences.

3.7.1.5 Charter of Human Rights and Responsibilities Act 200G

The Charter of Human Rights and Responsibilities Act 2006 (uxe Charter) is a Victorian law that sets out
the protected rights of all people in Victoria as well as the conesponding obligations on the Victorian
Government. The DTP will be conducting a Charter assec<men’. vith partictlar rocus on engagement or
limitation of the right to privacy.

3.7.1.6 Road Safety (Drivers) Regulations 2012

Regulation 63 of the Road Safety (Drivers) "egulaticic 2019 reccribes the details that driver licence or
learner permit documents must contain, in-luding the identification number, the person's first name,
second and third initials (if any) and fami/ name: a photoaronh of the person; the person's residential
address; the person's date of birth; a v2croduction of the ncison's signature; the category or categories of
driver licence; its expiry date; and the code of ariy cor.diticn to which the licence or permit is subject.

3.8 Project goverrance

In November 2021, the Interdzpartriiental Cornmittee (IDC) endorsed preliminary detailed scoping work to
support an MVP release ctrategy.

At project initiation, Service Victoria p.cviaad the DTP with an initial delivery agreement. This agreement
specified the scope and timeline for work. 11S understands that the authorising structure for the project
has now changed. Policy governance matters sits with the DTP and Service Victoria is one of the delivery
channels.

As the project has continued to progress, several governance arrangements that have been put in place
includes:

® Ministerial oversight via monthly ministerial meetings

® Steering committee with senior staff from Service Victoria and the DTP

® Working groups sitting under the steering committee with weekly meetings

® Development of DDL standards set by the DTP which include the DDL Policy Standards and the
DDL design standards.
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These arrangements are now moving to a more formal partnership arrangement with the DTP, taking
account of the fact that the authorising governance will be coming from Cabinet, as well as the JVO,
which will see modernisation of its systems and processes.

The arrangements include:

® Ministerial oversight

® A Memorandum of Understanding (MoU) between Service Victoria and the DTP, setting out
overall principles on how the relationship works and a high-level governance framework

® Operating service commitment
® Transaction journey documents

® Information Protection Agreement.

These documents and processes set expectations arc 1espective roles ana responsibilities, including
with respect to privacy.

IIS understands the MoU remains in effect ana tnat the iPA is cunently being updated. Service Victoria
and the DTP are working through further gov2rriance a.1angein2:s and relevant documents including a
Communications Plan and the updating of privacy accumen:=. These will need to be finalised before the
DTP provides R&L data to Service Victuna for th2 DDL. 11T also understands that the structure of project
steering committee and related working groups and cor sultative processes will continue.
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4.  Approach to risk analysis

In undertaking this PIA, 1IS considered:

® The IPPs in the PDPA
® Guidance materials published by the OVIC and the OAIC
® Privacy good practice stemming from 11S’s knowledge and experience.

The PIA focuses on privacy risks that are introduced or heightened by the DDL Project, rather than
privacy risks for existing processes to issue and use driver licences.

This section assesses the project’s residual privacy risk level, ov weighing the inherent privacy risks
against the existing privacy positive aspects.

The following section discusses the project’s privacy issi.es ana risks idertiied in detail and makes
recommendations to mitigate the risks.

4.1 Inherent privacy risks
[IS’s risk analysis approach begins with ideriifving the ‘niherent giivacy risks. Inherent privacy risks arise
from:
® The nature of the personal infuruation (1 1,e collected and managed — for example, its quantity,
sensitivity, and the potentia! (ixcludira value) fc., and consequences of, misuse
® The range of people fron, wnom tae informauzn may be collected

® The context in which uve'sonal imtormation is handled — for example, senior management
commitment to privucy, sta crivacy cki's and experience, the technical systems involved and the
nature of the praiact

® The extent to which informatior 1s accessed or handled by third parties

® The likely community and/or m2dia interest in the privacy aspects of the project.

Taking account of these factors, IS considers the DDL project 30(1), 34(1)(b), 34(4)(a)(ii)

1), 34(1)(b), 34(4)(a

® There is significant quantity and sensitivity of personal information involved.

® The project will involve the display of Registration and Licensing (R&L) data in DDLs via
individual’'s devices.

® The data involved includes driver images as well as R&L details.

® Both the JVO and Service Victoria are offering DDL apps, under the guidance of the DTP. The
apps, while developed independently, are expected to meet the DTP’s policy and design
standards, and to have a consistent ‘look’ and ‘feel’. However, the apps vary in some key ways,
which individuals might find confusing or difficult to assess from a privacy perspective.
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® Service Victoria’s design has taken account of possible security risks for DDL users. However,
DTP is currently conducting further security assessment processes. |I1S notes these would be
concluded before the project proceeds for the regional pilot.

® While Victorians are reasonably familiar with, and interested in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including how checkers can interact with
their devices, or handle personal information displayed via the DDL — can cause concern and
jeopardise uptake of the solution.

4.2  Positive privacy aspects

[IS considers that the DDL Project has important positive aspectz that support privacy and minimise the
inherent risks associated with the project. These are outlined neiow:

Positive privacy aspects with the project/solution design

® Service Victoria has followed the key privacy eahancing sirategy’ of data minimisation — it will
handle minimal personal information and wi't not rewcin any such information. In particular:

When the DDL has been added to th2 Service V'ictoria wallet, the only thing stored in Service
Victoria's platform is a linking key b4, 241 the wells database. This indicates that the user
has a driver licence in their wai=t, and *i:e platfo: m uses that linking ID to get the driver
licence information from the ', 7.

o The path through Service Victorie'> wiatform from the DTP to the app is automated; no licence
information is stored, and no Service Vicwria personnel will have access to it as it passes
through the platform Servicc Victoria s0:cified that there are no ‘dead letter queues’ or any
other place where injormoticn may inaavertently be stored.

® The DDL project ces'yn appecrs to avoid the risk of a new digital footprint, in that neither Service
Victoria or the [7F will have any ~etailed records that would enable them to track when, or to
whom, a custemar presents thei LDL for checking. The DTP will keep an audit log, which would
allow it to identify and investigz.-e a transaction.

® The DDL does not rely on the creation of duplicate stores of personal information. fow). 341)®), 34(4)@)i
| 30(1), 34(1)(b), 34(4)(a)(i) | This means the DTP
data remains the single ‘source of truth’ for driver licence information.

® The device used to display the DDL only holds the image of the licence. The information
embedded in the QR code is information that have been validated by Service Victoria and is only
available for display without refresh for a limited period of two minutes.

Governance and risk management

® Service Victoria and DTP have indicated a commitment to privacy and appear to have this in mind
as the project design is finalised and as it progresses to implementation, this includes having
appropriate governance arrangements in place to support privacy requirements.
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® The arrangement between the DTP and Service Victoria is governed by an MoU and IPA (as
required under Part 7B of the RSA). These documents contain the roles and responsibilities of
both parties and in particular the privacy and security obligations.

® Service Victoria has undertaken considerable consultation and design work in collaboration with
the DTP. Its future directions are now subject to formal agreement and approval on matters
including final design, security and governance, and on the outcome of two planned pilots.

® The DTP has liaised with Service Victoria to assess its security culture and risk management in
the context of the DDL.

® Service Victoria’s design has taken account of possible sc-urity risks for DDL users. Service
Victoria| a0, saww). @@ [to perform a well architected framework review of the solution and
has had two independent penetration tests conducted' against the build.

® DTP has completed an Information Value Assessinant incorporating te<cback from Service
Victoria’s own Information Value Assessment.

® DTP has conducted independent security ascassment process=s.

Privacy advantages for DDL users over the existing 'astic criver licence
® The DDL is potentially more secure in wat it is protectec' by device and Service Victoria app
security measures, including passvord or F!N prote:tici.

® The DDL includes a range of uther seciriy features and further work is being undertaken to
identify if other measures are needed.

® |f a DDL is reported stolen ur lost and has ly:2n cancelled by the DTP, this will be reflected in the
DDL and the QR codr wiii no’ ke #ble to be refreshed and verified.

® A customer’s DDL vari be vaiidated in 12al-time. This means data can be instantly verified by
scanning the QR cade displayed on t:e DDL within the Service Victoria app.

® DDL users wii. have some choire z2bout what information they display to checkers.

4.3 Residual privacy risk level

Overall, the DDL is likely to benefit individuals and it is being designed with privacy and trustworthiness
as key considerations. Rather, the issues identified arise in the context of the project stage and the
complexity of the project environment.

In summary, with a number of important issues to resolve, 1IS considers the residual privacy risk level is
medium. Privacy risks are likely to be within manageable levels, subject to clear and detailed privacy
communications, the development of privacy coordination and monitoring arrangements, and close
attention to the possible security risks for customers using a DDL.
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5. Findings and recommendations

This section discusses relevant privacy risks and issues that 1S has identified during the PIA.

The recommendations focus on mitigating privacy risks and improving practice during the further
development of the DDL. For each recommendation, we have suggested who would be responsible for
carrying out the recommendation (the DTP or Service Victoria, or both).

5.1 IPPissues or risks
A high-level analysis of the DDL project against the IPPs is at Appendix B. IS considers that the DDL
project would be mostly consistent with the IPPs. For exampile..

® The project operates within the existing legal framavicrk.

® Service Victoria will be authorised to collect ana aandle limited, g2nerally encrypted, personal
information consistent with the Service Victetia Act 201 5.

® Anonymity is not practicable.

® The project will operate within Victoria: borders.

The main IPPs where IIS has identified issu=s are in relatior, to openness, security, access and
correction, and privacy complaint handiina.

5.1.1 Transparency — IPP Land IF™ 5
Transparency provisions in the: 'PPs aim 1 allow individuals to make informed choices about providing
information or using a servirce and to «.ave a general understanding of how information about them is
being handled. Transparercy is beth a matter of compliance as well as key to building public confidence
and trust in the DDL. T2 iPPs provide two transparency mechanisms:

® Specified details provided at the point personal information is collected (IPP 1.3)

® General information available about the type of personal information agencies collect and hold

and how it is managed (IPP 5.1).

5.1.1.1 Privacy collection notice and privacy policy

At the time of writing this PIA, IIS understands that both the DTP and Service Victoria are undertaking
work on their privacy collection notices and privacy policies.

In regard to the collection notice, IS notes that Section 12.1 of the MoU states that collection notices will
be provided by the DTP. IIS has been informed that a layered approach to the notices will apply:

® Service Victoria’s collection notice will refer to the collection of data necessary to add a DDL within
the Service Victoria app

® The DTP’s collection notice will refer to the collection and use of R&L information.
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Service Victoria shared with 1S a draft collection notice for the DDL internal pilot. IS found the collection
notice to be clear; we did not identify any issues in term of the requirements of IPP 1.3. We note that the
same collection notice will be used for the regional pilot.

IIS understands Service Victoria will continue to develop its privacy materials in consultation with DTP,

and following the established Service Victoria style guide and pattern (in accordance with the MoU). IIS
notes that the DTP is inclined to follow Service Victoria’s approach and will ensure that the JVO aligns

with such approach.

Noting that both the DTP and Service Victoria are working on privacv materials, it is important that there
is a clear process for coordinating and approving the privacy mawc:ials across the DDL project. We also
understand that the DTP policy intent is that the privacy infora.ation for the myVicRoads and Service
Victoria apps will be consistent.

Recommendation 1 — Ensure that project agr ts % over e arrangements provide for

a process for ensuring that privacy messag

nt dopt best privacy practice.

r coa%s'

Establish project agreements and governance arrangema2nts to ensure that privacy messages
delivered by the DTP, JVO and Service Victoila are consisten: comprehensive and adopt best
practices approaches.

Who: Both Service Victoria and DTr

Timeframe: For full rollout and c:going

IIS considers that Servire victoria would nec2 to have privacy information about the Service Victoria
account, app, and the Service Victoria L2L on its website and also at relevant places in the app. It will be
particularly important that the DDL ap) makes clear what personal information will be shared when an
individual presents their phone to a <h >cker. 1S also considers the more general communications for the
pilot should address the question of DDL processes where a venue would currently take a copy of a
plastic licence. For example, it might be that customers would be encouraged to offer both the DDL and
the plastic licence in these circumstances.

In relation to Service Victoria’s privacy policy, [IS encourages Service Victoria to include an p), 341)b), 34@)@)(
| 30(1), 34(1)(b), 34(4)(a) (i) |on the information handling for DDLs for the full public rollout (noting that the Ballarat
trial will be relatively small and involve low numbers) just as it has done so for the COVID-19 digital
certificate. This might cover, for example, information about:

® Collection and handling of information for identity verification
® Activity logs

® Data security, including steps to take if a device is lost or stolen
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® QR Codes, including what they contain and how they are refreshed
® Licence or credential checker handling a device

® How to report a device as lost or stolen to Service Victoria and/or to VicPol.

Recommendation 2 — Service Victoria privacy policy to include comprehensive DDL

information.

Include comprehensive DDL information for the full public rollout in Service Victoria’s privacy policy.

Include an additional 30(1), 34(1)(b), 34(4)(a)(ii) section on the information handling for DDLs, which
should cover matters such as:

® Collection and handling of information for identitv verification

® Activity logs

® Data security, including steps to take if a dzvice is lost or stGian
® QR Codes, including what they contain arid how /=freshec

® Licence or credential checker handin.; a devi~.e

® How to report a device as lost o siolen tz Service ‘ictoria and/or to VicPol.
Who: Service Victoria

Timeframe: For full rollout

5.1.1.2 Public communications anu-education

In addition to the speciiic requirements in (he IPPs, active public awareness and education for DDL users
and checkers will support transparency arout the project, and support individuals’ ability to exercise their
privacy rights and to use a DDL sa‘ely

IIS notes that Service Victoria, the DTP and the JVO have collaboratively developed a Communications
and Engagement Plan® (the C&E Plan) which IIS has reviewed. The C&E includes the narratives and key
messages for the regional pilot as well as communications and engagements tactics and timings in
preparation for the full rollout. The narratives and key messages provide a good high-level overview of the
solutions offered by both Service Victoria and the JVO.

The Communications Team is also working on a number of collaterals to promote public awareness and
educations which include FAQs, Factsheets, an instructional video for users as well as briefing packs. IIS
considers these efforts to be important in not only driving uptake but to ensure that Victorians are
adequately informed about the DDL and its processes.

6 Communications and Engagement Plan April 2023.
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Additionally, IIS considers it is important that the public communications also include the following:

® The difference in approach between the DDL via Service Victoria and JVO.

® Clear information about how to use the DDL and validate a DDL, explicitly informing users and
checkers that the licence image on the Service Victoria wallet is simply a replicated image and
that the verified licence details are encrypted within the QR Code.

® Adequate information on what sharing options are available for the DDL, how to generate the QR
Code, what the process is when allowing checkers to sight a DDL user's QR code and what their
rights are.

® Develop security advice for customers, which is updated «S any threats emerge. IIS considers that
it is important the benefits are not overstated, given exicting risks of fraud, misuse, or data breach.

® Make clear to customers that DDLs might not be #cucpted in all circumsiances at least initially,
including overseas. For example, validators mig¢rc not take vp the Qr? code scanning option, or
they need to take a copy of a licence. While it raight k2 QK to ‘lea7e your plastic in your pocket’, it
might be clearer to encourage customers © nave the piastic zard with them during the pilot
period.” In addition, while 11S understanc's that customers ao not need to have a licence with them,
except where there is a legal requirernen: to carv. e.g. learners and probationary drivers, it might
be helpful to make this clear.

7 https://www.vicroads.vic.gov.au/licences/digital-driver-licence/register viewed 11 June 2023
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Recommendation 3 — Ensure DDL privacy and security information is accurate and does not

overstate benefits.

Ensure that communication for the DDL:

® Provide clear information about the differences between the JVO and the Service Victoria apps,
in particular what information is shared with validators and whether or not an Internet
connection is needed.

® Provide clear information about how to use the DDL and validate a DDL.

® Do not overstate the privacy and security benefits of the DDL, for example, by using unqualified
language or not mentioning possible security risks.

® Make clear that customers are not required to hand over their devices to law enforcement or
other validators.

® Provide accurate advice about whether a pla:tic licencc imust be carried and the circumstances
in which a plastic card might still need to bz show .,

® Ensure messages are consistent and ~criprehzncive acicss all channels and between Service
Victoria, the DTP and the JVO whe. > relevant,

® Ensure that FAQs are easily acr.essible and cover iIk2ly privacy questions including potential
security risks and the role and th2 proc=ce for checiers.

Who: Both Service Victoria and DTF

Timeframe: For pilot and ongcinyg

The C&E Plan includes communicauons evaluation measures. For customers, the measure identified is
an ‘overall customer catisfaction score of - 95%’. IS understands the approach to measuring customer
satisfaction is still bei.g developed. W< e:icourage the DTP to include privacy ‘satisfaction’ in the
approach. This could include ques’ions about whether customers has sufficient information to make an
informed choice about using a DDL, and if they were confident that privacy and security would be
protected.

Recommendation 4 — Include privacy in pilot evaluation.

Include privacy ‘satisfaction’ in the evaluation of pilot communications. Issues to consider could include
understanding of the QR code content, whether customers had sufficient information to make an
informed choice about using a DDL, and if they were confident that privacy and security would be
protected.

Who: DTP

Timeframe: For pilot
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5.1.2 Security — IPP 4

IPP 4 requires agencies to take reasonable steps to protect the personal information they hold from
misuse and loss and from unauthorised access, modification or disclosure. The DTP and Service Victoria
will also be subject to the VPDSF and VPDSS. The VPDSS prescribes a minimum set of mandatory
requirements across all security areas including governance, information, personnel, ICT and physical
security. The VPDSF provides direction to Victorian public sector agencies or bodies on their data
security obligations.

IIS notes that the DTP treats disclosure of R&L data to Service \icioria as though it were a disclosure to a
third party; its security due diligence measures take account rf (his context.

J(1), 34(1)(b), > {MMa)(ii)

5.1.2.1 System security

30(1), 34(1)(b), 34(4)(a)(ii)

Both Service Victoria and the DTP have noted a humber of design features for the project that aim to
mitigate the risks. Both also outlined their security approaches and noted specific steps they have taken
to identify and manage security risks for the project. IIS notes that the completion of the IVA and
agreement on the data classification was crucial in preparation for the regional pilot. We understand that
as Service Victoria, the DTP and the JVO gather feedback from the regional pilot, they will also continue
to monitor and assess the systems and processes to ensure that it remains efficient and secure.
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Security actions that are relevant for this PIA include:

® |ncorporation of Security by Design in the development of the DDL

30(1). 34(1)(b), 34.4,a)(i)

® Security assessments

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 2+(4,(a)(i)

ass
-

Include privacy risks to indivinuals L<sina a DL inthe risk register and ensure that these risks are

continuously monitored.
Who: Both Service Victoria and DTP

Timeframe: For pilot and ongoing

5.1.2.2 Security for users of the DDL

30(1), 34(1)(b), 34(4)(a)(ii)
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Features it noted included that:

30(1), 34(1)(b), 34(4)(a)(i")

® A user’s unique card number an the DD is hicd<ern by default.

30(1), 34(1)(b), 34(4)(a)(ii)
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Recommendation 6 — Explore options for limiting address display on the DDL driver licence

view.

Explore options for allowing differential display of address on the driver licence view.
Who: Both Service Victoria and JVO

Timeframe: For full rollout

As noted in Section 5.1.1.2 transparency about security meastires and risks is critical to ensuring
individuals can make an informed choice about, and have ccnidence in, using DDLs.

30(1), 34¢.)(b), 34(4) () (1)

1IS supports that there should be no reguirement fo' indiviacals’ devices to be handed over to checkers.
We note that other jurisdictions that :ava imp'ai~anted the DDL (such as NSW) provide that individuals
do not need to hand their phone to aryone. inciuding nciice officers.®

IIS recommends that the positic be decumentad as an official policy decision and that appropriate
information is included in cornmunicaions fo, the regional pilot and full rollout for individuals using DDLs
and for checkers including VicPol. [IZ notes that the DTP is not currently considering any legislative
change to embed the rue, but it may come about in the future only if warranted.

Recommendation 7 — Documer@ communicate requirements for the handling of individuals

devices for DDL checking.

Document policy decisions that individuals must not be required to hand over their device to DDL
checkers including law enforcement. Include clear information on this issue in communications for the
pilot and full rollout for individuals using DDLs and for checkers including VicPol.

Who: DTP

Timeframe: For full rollout

8 See https://www.service.nsw.gov.au/privacy-and-digital-licences-and-credentials#licence-or-credential-checkers-handling-
your-phone
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5.1.3 Access and correction — IPP 6, and privacy complaint handling

Both Service Victoria and the DTP agree that processes for correction as well as complaint handling will
have to be worked out to ensure the customers are able to have their issues attended to by the
appropriate entity. 1IS has been informed that there will be a shared responsibility to rectify issues around
the DDL. The DTP will be responsible for providing the licence information and related information about
its validity, while Service Victoria will also need to field queries as the DDL will be on the Service Victoria
wallet.

The MoU includes complaint handling principles to which the DTP and Service Victoria must adhere. It
specifies that both parties will assist each other and cooperate tc r2solve any complaints or issues and
that complaints will be referred to the responsible party.® IIS understands that Service Victoria has
extensive experience in managing customer services issues and complaints on behalf of its agency
partners, including the DTP.

While 1IS acknowledges this is not a new issue for Service Vicwr a, we encourage the DTP and Service
Victoria to ensure there is a streamlined ‘no wror:g door’ enprcach te receiving, and assisting individuals
with, privacy queries and complaints related to 5DL. At the tiine ci wrung the PIA, the materials for
privacy complaint handling were still being devveioped, ta be ready 1or July 2023.

Overall, IIS considers that Service Victoric. and the D P have cirong measures in place to deal with
privacy enquiries and complaints. Docimanting an4 ensuring staff awareness around these procedures
should be a priority before go-live. W also enzourage Ce'vice Victoria and DTP to continue monitoring
the procedures to ensure that thay stay fit far purpose.

52 Governance

5.2.1 Project goverirance

While some develor.meni work remains, ihe DDL Project is now moving to its implementation phases,
commencing with the external pilot in July. IS has been impressed with the emphasis to date on both
privacy and security by design in thia dasign and built phases of the DDL. Strong privacy and security
protective measures have been included.

However, processes to maintain focus on Privacy and Security by Design did not seem clear. The project
governance arrangements have also changed somewhat to reflect that the project is now subject to
Cabinet decisions and oversight, and to reflect DTP’s engagement of the JVO.

[IS understands that the overarching MoU has now been signed. Detailed agreements, including the DDL
transaction journey, that set out the arrangements between the DTP and Service Victoria which includes
privacy requirements have also been agreed on. However, the nature of the requirements and processes
for ensuring a coordinated best practice approach and for privacy to remain a priority in implementation,
evaluation and monitoring phases are not yet clear.

9 Section 8.3 of MoU — Complaint Handling Principles.
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Recommendation 8 — Ensure project governance arrangements include clear privacy roles and

responsibilities, including for monitoring privacy outcomes.

Ensure and document a privacy approach that makes clear who is responsible for privacy sign-off for
the project, and that monitoring privacy outcomes is included in its project implementation and
evaluation plans.

Ensure detailed agreements and ongoing project governance processes include clear privacy
requirements and responsibilities for the project, and a comprehensive and coordinated approach to
ensuring privacy objectives are met.

Who: Service Victoria and DTP

Timeframe: For pilot and ongoing

5.2.2 Privacy by Design and future developments

As noted Privacy by Design (PbD) has beer: a featur.- ot ine C'LL nroject development to date. It has
been driven by Service Victoria’s custome: first foc''s, recert daia breaches and the ISO standard. IIS
encourages both Service Victoria and ihe D TP tc continue whis approach. It will remain relevant as the
DDL is implemented and further enhaircemeni: are intreduced. Particular areas for future privacy focus
includes:

® |f a notifications feature i3 introdiicad, allowing, to the extent possible, for individual choice about
whether or not to receive2 noti:caions.

® The possible dichi=y of licence status and demerit points. Both require further in-depth analysis
around policy iraplications of formc! notices/notifications in a digital environment. Where possible,
individual choi~e should also be ¢ ey consideration.

® |Interoperability with other CDLs;, including scanning QR codes without needing the myVicRoads
app.

® DDLs available for learners and probationary permits.

® Potential for further privacy features, for example, a record on individuals’ devices of which
checkers have viewed their licence.
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Recommendation 9 — Continue to adopt PbD in the DDL’s further development.

Continue the current PbD approach for the DDL, including by conducting further PIAs before making
changes to the DDL, for example notifications, or display of status or demerit points, which could
impact on individuals’ privacy.

Who: Both Service Victoria and DTP

Timeframe: Ongoing
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6. Appendix A — Methodology
6.1 PIA approach

11S took the following steps to carry out the PIA:
® Planning with the DTP and Service Victoria to confirm the approach, scope and deliverables of the
PIA

® Gathering information by reading documents and meeting with personnel from the DTP and
Service Victoria

® Analysing the information against privacy obligations 2nu taking account of possible broader
privacy issues, regulator guidance, and privacy gocu pactice

® |dentifying privacy risks and developing ways to mitigate mose ricks
® Drafting the PIA report and providing this to the DTP and Servic2. Victoria for comment

® Finalising the PIA report following feedback irom the i TP and Service Victoria.

6.2 Documents reviewed

DTP documents

1. 230428 digital driver licorce comniunication and engagement plan — v6 final

2. DDL DRAFT Design Standards 202306u1 V.03

3. DDL Policy Stanaards V1.0

4. <DTP Risk Matrix

5. IVA DDL 2023 both products

6. IVA DDL 2023 Final

Service Victoria documents

7. Draft Privacy Collection Notice for Digital Driver Licence — 20220504
8. Digital Driver Licence - Transaction Journey (2022.05.16)
9. Operating Service Commitment — Final

10. 221212 LOA assessment — DDL Pilot (final signed)
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Documents reviewed

11. DDL DoT API Agreement for Service Victoria 20221209 V1.8 - Final

12. | 30(1), 34(1)(b), 34(4)(a)(i)

13. | 30(1), 34(1)(b), 34(4)@)(i) |

14. | 30(1), 34(1)(b), 34(4)()(ii) |

15. | 30(1), 34(1)(b), 34(4)(a)(ii) |

16. | 30(1), 34(1)(b), 34(4)(a)ii) | .

17. Service Victoria DTP DDL OVIC 040423

18. Service Victoria| 30(1), 341)(b), 34(4)(a)(i) |assessment

19. | 30(1), 34(1)(b), 34(4)(a)(ii)

20. | 30(1), 34(1)(b), 34(4)@)(ih

6.3 Meetings held

Meetings held b & 20X ‘ Date

(/
Kick-off meeting: 3 May 2023
® |IS personnel
® DTP personnel

® Service Victoria personnel

PIA information gathering meeting — Communications and Stakeholder = 22 May 2023
Engagement

® |IS personnel

® JVO personnel

PIA information gathering meeting — DDL Walkthrough: 31 May 2023
® |IS personnel

® Service Victoria personnel
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7. Appendix B — Assessment against the IPPs

The following table sets out 11S’s high-level assessment of the MVP against the IPPs.ISO(l), 34(1)(b), 34(4)<a>(ii)|

I 30(1), 34(1)(b), 34(4)(a)(ii)

[ This will

include some health information in form of licence codes. This would be subject to the HPPs in the HRA.
IIS notes that the HPPs cover similar issues to the IPPs.

IIS notes that when Service Victoria is collecting data in the context of the DDL, for example, to validate a
licence, it is doing so on behalf of the DTP. However, the DTP treats disclosure of R&L data as though it

is a disclosure to a third party.

IIS also notes that where our assessment has not identified specific issues for this PIA, that is not meant
to indicate there is no privacy work to be done. 1IS anticipaiez that usual privecy compliance and

monitoring would occur.

Summary of privacy principle

@@ant against IPPs for DDL
&€ Victoria and DTP

IPP 1 - Collection

An organisation can only collect perscnct
information if it is necessary to fulfil zne or more
of its functions. It must collect infarration on'v
by lawful and fair means, and rotin an
unreasonably intrusive way. I :rust praade
notice of the collection, outlinirg maiwcrs such
as the purpose of collecticr and now indiviavais
can access the informacion. This is usue'ly done
by providing a Coliecusn Notice, which si ould
be consistent with an organisation’z ¥ rivacy
Policy.

Tz DDL inveives a re-use of existing information
the DTF »»elds, not a new collection for the DTP.

The acU specifies that Service Victoria will be
ccl'zeiing personal information on behalf of the DTP
\in the process of loading DDL into the Service
Victoria wallet, and in the process of
creating/refreshing QR codes).

The introduction of DDL is a new way of providing
driver licences — it would be at least good practice to
update both the DTP’s and Service Victoria’s privacy
policies and to ensure privacy collection notices are
available and relevant at point of use, for example
within the Service Victoria app. The MoU states that
Service Victoria must include or provide a link to a
DTP collection notice in its app when people are
seeking to add the DDL to their wallet.

See discussion at Section 5.1.1.
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Summary of privacy principle

High level assessment against IPPs for DDL

project for Service Victoria and DTP

IPP 2 —Use and disclosure

Personal information can only be used and
disclosed for the primary purpose for which it
was collected, or for a secondary purpose that
would be reasonably expected. It can also be
used and disclosed in other limited
circumstances, such as with the individual’s
consent, for a law enforcement purpose, or to
protect the safety of an individual or the public.

IPP 3 — Data quality

Organisations must keep personal infoniztion
accurate, complete and up to date. The
accuracy of personal information sheuld be

verified at the time of collection, and pericaically

checked as long as it is used ~nd discivsed by
the organisation.

The DTP’s use of R&L data for digital driver licence
is consistent with the purpose of collection.

The IPA also specifically states that Service Victoria
undertakes that information shared by the DTP will
only be used and disclosed for the purposes set out
in the IPA (Tc arovide an alternative digital customer
channel for carae vehicle registration and driver
licensing =aciivities and services of the Department of
Transpou* including under the RSA). Section 90K of
Part 7b of the RSA sets nui the authorised use or
disciosure. Senion 90K‘a)(vi) allows disclosure in
‘eiadon ‘0 aninterycvernmental agreement.

No issues ideintinad.

Tie DDL siwdld not diminish and may enhance data
accuracy ~f driver licence information.

Chennes to driver licence details or status will be
sukjact to pilots and roll-out and will be reflected in
ue DDL quickly.

Service Victoria’'s design of the DDL is in such a way
that it does not collect or hold identified personal
information except in the limited context of the
generation of the QR code. The one source of truth
of driver licence information remains with the DTP.

30(1), 34(1)(b), 34(4)(a)(ii)

No issues identified.

IPP 4 — Data security

Organisations need to protect the personal
information they hold from misuse, loss,

unauthorised access, modification or disclosure.

An organisation must take reasonable steps to
destroy or permanently de-identify personal
information when it is no longer needed.
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security management processes and have
commenced or undertaken detailed security risk
assessments for the DDL.

At this point, there are some outstanding items — see
discussion at Section 5.1.2.
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Summary of privacy principle

High level assessment against IPPs for DDL

project for Service Victoria and DTP

IPP 5 - Openness

Organisations must have clearly expressed
policies on the way they manage personal
information. Individuals can ask to view an
organisation’s Privacy Policy.

IPP 6 — Access and correction

Individuals have the right to seek access to their
own personal information and to make
corrections to it if necessary. An organisation
may only refuse in limited circumstances that
are detailed in the PDP Act. The right to access
and correction under IPP 6 will apply to
organisations that are not covered by

the Freedom of Information Act 1982 (Vic).

Both Service Victoria and the DTP will be updating
their privacy policies to reflect the DDL. From a
privacy perspective, it will be important to ensure
consistency and that individuals are easily able find
relevant information to inform their decisions.

See Section & 1.1.

The intror'uction of the DDL should not affect current
processos for access and correction. However,
Serv'ce Victoria and the 7P should ensure
resrective resronsibiiiies are clear and that
J102ess’zs are built with a ‘no wrong door’ approach.

See Section £...5.

IPP 7 — Unique identifiers

A unique identifier is an identifie: (usually a
number) that is used for the pupose of
identifying an individual. Us& cf uniau2
identifiers is only alloweci 'viiere an crganisaticn
can demonstrate that ti>e assignment is
necessary to carry out its functions effiziently.
There are also restrictions on how 2rgaaisations
can adopt unique identifiers assignee to
individuals by other organisations.

IPP 8 — Anonymity

Where lawful and practicable, individuals should
have the option of transacting with an
organisation without identifying themselves.

Driver Licence numbers are unique identifiers in
torms of the PDPA.

Driver licence numbers will appear on the DDL.
However, the DDL project does not involve the
assignment of new unique identifiers.

No issues identified.

Not relevant for the DDL — identification is a required
part of acquiring or using a DDL.
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Summary of privacy principle

High level assessment against IPPs for DDL

project for Service Victoria and DTP

IPP 9 — Transborder data flows

If an individual's personal information travels
outside Victoria, the privacy protection should
travel with it. Organisations can only transfer
personal information outside Victoria in certain
circumstances, for example, if the individual
consents, or if the recipient of the personal
information is subject to a law or binding
scheme that is substantially similar to the
Victorian IPPs.

IPP 10 — Sensitive information

The PDP Act places special restrictions on the
collection of sensitive information. This inclucez
racial or ethnic origin, political opinions or
membership of political associations, re'icicus
or philosophical beliefs, membership 1
professional or trade associations 6. trade
unions, sexual preferences or practizes, aiu
criminal record. Organisations can only oilect
sensitive information under cetain
circumstances.

As far as IIS understands, the DDL processes are
contained within Victoria.

No issues identified.

Dviver licence proccsses do not involve the
collectiun of sensiive information as defined, but do
invo:ve some b oretric and health information (See

dawa that the DTP has already collected.

No issues identified.
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1. Executive summary

The Department of Transport and Planning (DTP), its Joint Venture Operator VicRoads (JVO) and
Service Victoria are working to bring digital driver licences (DDLSs) to Victorian residents. A DDL will allow
a licence holder to access an electronic version of their licence on a mobile device and present it in place
of the physical licence. The DDL will be made available through both the myVicRoads and the Service
Victoria platforms and apps.

The first phase of the DDL Project was producing a Minimum Viahle Product (MVP), which replicated the
data and attributes from the existing Victorian driver licence to a aignal credential in either the
myVicRoads app or the Service Victoria digital wallet. The second phase was testing the Minimum
Marketable Product (MMP) via an external regional pilot in Rallarat, which commenced in July 2023. The
agencies are now working towards a state-wide release i iie DDL, starting .1 2024,

The current DDL solution replicates the data and attri~u:es from: the exisiing Victorian driver licence to a
digital credential through the Service Victoria digi:a! wallet, ‘with three niimary use cases:

® Entitlement to drive

® Proof of identity (i.e., the customer’s name and address,

® Proof of being over 18 (i.e., the cuisiomer is aver 13)

The DDL is one product being delivered in twe channeic: via Service Victoria and the Joint Venture
Operator (JVO). The DTP throuch the IV wili shara its driver licence data with Service Victoria. Due to
the quantity and sensitivity of personal imermatica that will be shared with and used by Service Victoria,
the privacy impacts of the DI Project need to be carefully examined.

[IS Partners (11S) had praviously conducted two Privacy Impact Assessments (PIAS) prior to the external
pilot — one for Service Victoria’s DDL proaiict and one for the JVO'’s. This PIA report, which focuses on
the Service Victoria DDL solution, is a* 1ipdate of the initial PIA (dated June 2023). A separate report will
update the June 2023 PIA of the JVQ'’s DDL solution.

The scope of the PIA covers privacy risks associated with:

® Data flows between JVO and Service Victoria

® Security of the information

® Onboarding and user experience in the SV digital wallet

® [Features and use cases within the initial release scope

® Any product changes made to the DDL since the pilot

® Core privacy requirements under the Information Privacy Principles (IPPs)

® Potential negative use cases and mechanisms to address them.

Report: 24 November 2023 OFFICIAL: Sensitive 1/55
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In undertaking this PIA, 1IS considered:

® Privacy principles in the Privacy and Data Protection Act 2014

® The Victorian Protective Data Security Framework (VPDSF) and the Victorian Protective Data
Security Standards (VPDSS)

® Relevant legislation such as Road Safety Act 1986 and the Service Victoria Act 2018

® Guidance materials published by the Office of the Victorian Information Commissioner (OVIC) and
the Office of the Australian Information Commissioner (OAIC)

® Privacy good practice stemming from 1IS’s knowledge ana axperience.

This report:
® Provides background to the project, including key oroject harticipan's = roles, key systems and
information flows, and the relevant legal framework,
® Sets out lIS’s approach to the risk analysi end factors r.etermining the privacy risk level.

® Discusses relevant privacy risks and iss 125 [IS h.s identitied, along with recommendations to
mitigate risk and improve practice.

The PIA methodology is included in the Appandices.

1.1 IIS’s overall view

Privacy and security have been a i'ey focuz 1or Serviee Victoria in project design and implementation. 11S
has not identified any high-risk orivacy iscues for the project with respect to implementation of appropriate
controls to manage the inhezianic higk risks. CGverail, the DDL is likely to benefit individuals and it is being
designed in a privacy-frieadly way. The issues identified arise in the context of the project stage, which is
now turning to implemeritation and the fu::-roll out, and the complexity of the project environment.

30(1) 344)(h), 34(4)(@)ii)

® There is significant quantity and sensitivity of personal information involved.

® The project will involve the display of Registration and Licensing (R&L) data in DDLs via
individual’'s devices.

® The data involved includes sensitive biometrics, like driver images as well as R&L details.

® Both the JVO and Service Victoria are offering DDL credentials via their respective apps,
consistent with DTP standards. The digital driver licences, while developed independently, are
expected to meet the DTP’s policy and design standards, and to have a consistent ‘look’ and
‘feel’. However, the apps vary in some key ways, which individuals might find confusing or difficult
to assess from a privacy perspective.

® Service Victoria’s design has taken account of possible security risks for DDL users.pP®). 341)®), 34@)(a)

I 30(1), 34(1)(b), 34(4)(a)(ii) I
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® While Victorians are reasonably familiar with, and interested in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including how checkers can interact with
their devices, or handle personal information displayed via the DDL — can cause concern and
jeopardise uptake.

Overall, the DDL has benefited from being designed in a privacy-friendly way. Taking into account the
positive privacy aspects such as the emphasis on data minimisation, the avoidance of a new digital
footprint, the DDL security features, and expected detailed governance arrangements, we consider that
the residual privacy risk level is medium. Privacy risks are likely to be within manageable levels, subject
to clear and detailed privacy communications, the development o orivacy coordination and monitoring
arrangements, and close attention to the possible security risks ‘or customers using a DDL.

In our previous June 2023 PIA, IIS identified key privacy risiks and issues in the following areas:

® Transparency and privacy complaint handling
® Security

® Privacy governance.

IIS has retained our analysis in relation to th ahover:iciioned areas and added to the analysis any
updated information that we have receivec from Se:vice Victoria and the DTP.

1.2 Recommendations

IIS made a total of nine recommandation i1 aur previous PIA. Since then, we note that Service Victoria
and the DTP have implemented a numbe; of our "ecnmmendations. The status of implementation is
displayed in the table below. Fcr this 1A, 1IS hac a further nine recommendations for Service Victoria and
the DTP’s consideration 25 it continues to rolt cut the DDL state-wide. For ease of reference, the
recommendations for this “IA have been lisstcd as Recommendation A, B, C and so forth.

Status of previous recommendainns

Recommendations ‘ Who ‘ Status
Recommendation 1 — Ensure that project agreements and Service Implemented
governance arrangements provide for a process for ensuring Victoria,

that privacy messages are consistent and adopt best privacy JVO &

practice DTP

Recommendation 2 — Service Victoria privacy policy to include Service Implemented
comprehensive DDL information Victoria
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Recommendations ‘ Who ‘ Status
Recommendation 3 — Ensure DDL privacy and security Service Retained — see
information is accurate and does not overstate benefits Victoria, Recommendation A

JVO &

DTP
Recommendation 4 — Include privacy ‘satisfaction’ in the Service Implemented
evaluation of pilot communications | Victoria &

| DTP

Recommendation 5 — Continue to monitor, assess and Loaate  Service Implemented
privacy risks in risk register Victoria &

DTP
Recommendation 6 — Explore options for limiting address i o & Implemented
display on the DDL default view | Service

Victoria
Recommendation 7 — Document ana eommriiiicate DTP Implemented
requirements for the handling of individuals d<vices for TOL
checking
Recommendation 8 — Ens:.rc projec. governance Service Implemented
arrangements include cl2ar privac, 10les aid 1esponsibilities, Victoria &
including for monitorir ¢ privacy outcomes DTP
Recommendation 9 — Continue *o adopt privacy by design in Service Implemented
the DDL’s further development Victoria &

DTP

New / retained recommendations

Recommendations Timeframe

Recommendation A — Ensure DDL communications, = Service Victoria & State-wide release and
including privacy and security information, are DTP ongoing
accurate, consistent and fit-for-purpose
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Recommendations ‘ Who ‘ Timeframe
Recommendation B — Continue to engage with DTP, Service State-wide release and
businesses during state-wide release Victoria & JVO ongoing
Recommendation C — Continue to monitor customer  DTP, Service State-wide release and
feedback Victoria & JVO ongoing

Recommendation D — Implement pathway to DTP
Vulnerable Customers Team as part of enquiries
and/or complaint handling process

Service Victoria

State-wide release and
ongoing

Recommendation E — Establish formal review CTF | Ongoing
mechanism of use of street name verification

including process to document identified issues

Recommendation F — Communicate to [ s ), 34¢) Ser.(ce Victria & Ongoing
[ 30(1), 34(1)(b), 34(4)(a)(ii) | on the importance ¢ 7P

keeping their personal details updated

Recommendation G — Consult with ©172 Vulnerahie  Service Victoria & Ongoing

Customer Team and other relevant "o saww). 5 )

30(1), 34(1)(b), 34(4)(a)(ii) I

Recommendation H — Reviev, surrert material: fui
licence checkers to identify' u raore auinance is
needed to mitigate agairs. potenuai fraud cascs

LIP

Service Victoria &
DTP

Within 3-6 months of
initial state-wide rollout
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2. Introduction

The Department of Transport and Planning (DTP), its Joint Venture Operator for VicRoads (JVO) and
Service Victoria are working to bring digital driver licences (DDLSs) to Victorian residents. The DDL will be
made available both through Service Victoria and myVicRoads platforms and apps.

Both the products will leverage data from VicRoads Driver Licence registry, currently operated by the JVO
on behalf of DTP. Both products have integration with DTP’s driver licence registry using the new
technical integration framework that the JVO is implementing as part of the DDL program. DTP provides
policy oversight and guidance to ensure that the DDL products a(e aiigned'in key areas to deliver a
consistent user experience to Victorian motorists.

[IS has previously conducted two PIAs for the Service Visiaia DDL solution -- ti.2 first for the MVP for the
internal pilot (June 2022) and the second for the MMP ‘¢ the exterral pilct i Ballarat. This PIA report is
an update from the previous MMP PIA (dated June 2023), teiena nto arcount Service Victoria’s roles in
delivering the DDL project for the controlled state wide rel¢.ase in Deciaber 2023. A separate report will
update the June 2023 PIA of the JVO’s DDL so'ution.

2.1 PIA scope

Service Victoria is responsible for the ciecign 6f tire DDL, in accordance with the DTP’s specified
standards. DTP is also the data owner of R&I. uia anc w!l provide the data| 30(1), 34(1)(b), 34(4)(a)(i) |

) , X
30(2), 34(1)(b), 34(4)(a)(i) ___|to prpulate the DDL. The PIA will entail end-to-end

consideration of privacy issues tha. coulr nave an eperational impact from the perspective of the DTP,
JVO and Service Victoria.

The first phase of the Sarvicz Victoria DDL ~i9ject involved the production of an MVP through the Service
Victoria platform and tesdng via an internc! pilot. The second phase was testing the MMP via an external
regional pilot in Ballairat, which commericed in July 2023. There have been certain changes to the DDL
since the external pilot.

This version of the PIA is an update to the previous PIA which covers JVO'’s delivery of the APls that will

deliver data to the Service Victoria app as well as assessment of any changes or
developments made to the DDL post external pilot release that may affect privacy compliance and

introduce new privacy risks. The scope of this PIA includes the following additional developments:

® DDL product changes

Inclusion of(allowing both the Service Victoria and JVO credentials to appear
simultaneously in both apps, regardless of device)

30(1), 34(1)(b), 34(4)(a)(ii)

® Updates to privacy policies, websites and communications.

The PIA will also discuss potential negative uses of the DDL as well as consider any risks/issues in
anticipation of the planned state-wide rollout in December 2023.
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In providing this report, IIS makes the following qualifications:
® The PIA considers possible security issues for the project, but we did not undertake detailed
investigations or reviews of technical or security features.

® The PIA is based on information gathered from, and provided by, the DTP, Service Victoria and
the JVO.

® |IS does not provide legal advice; rather we provide strategic privacy and cyber security advice.

2.2  About this report
The report is structured to provide an overview of the DDL project, explain IIS’s approach to risk analysis,
analyse privacy issues according to the project scope, and p:cvide additional context to the PIA work:

® Project description (Section 3)

Provides background to the DDL Project, key o.0ject pa'uzipants and roles, key systems and
information flows, and the relevant legal framecwork.

® Approach to risk analysis (Section 4)
Sets out 1IS’s approach to the risk ar.clysis ana ‘actors cet2rmining the privacy risk level.
® Findings and recommendations {section 5)

Discusses relevant privacy risis and is~ues IIS hos identified, along with recommendations to
mitigate risk and improve practice.

® Appendix A — Methodo.ocy (Sectian 6)
Summarises our metiodology, in.cluding iist of documents reviewed and meetings held.
® Appendix B — High-level acsessmer.t against the IPPs (Section 7)

Provides a high-icvel assessmer:: o! the DDL project against the IPPs and notes risks areas,
which are discussed in detail ir1 Section 5.
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3. Project description

3.1 Background

Service Victoria and the DTP are working to bring DDLs to Victorian residents. Digital licences offer
customers a convenient and secure means to present a driver licence or have their proof of age or
identity details verified, where they are required to do so. Three out of six Australian state and territory
jurisdictions have either trialled or have a legislation-based DDL. Service Victoria has identified that there
are 4.6 million active Victorian customers who use the Service Victoria mobile application, and over 4
million Victorians possess a driver licence. Service Victoria has b2en progressing delivery of the DDL in
collaboration with the DTP.

The DDL replicates data and attributes from an existing plasuc Victorian driver licence to a digital
credential. Initially there will be three primary use cases:

® Entitlement to drive whilst on the road.

® Casual proof of that user is over 18 and phto for licenced ver.cas and businesses such as
supermarkets, convenient stores, tobacc ietaile. > etc.

® Proof of identity (comprising a custoin.ars nan.e and auiir:ss).

It will be up to the businesses and organ.«alions xwhe are relving parties to decide whether or not to
accept the DDL for these use cases.!

The DDL products support verifi.ations where the infanmation is presented on various DDL views using
QR code scanning (using the tnyVvicRozas or Setvice Victoria apps). This feature enables individual and
business customers to verify in2 detanz presented by a DDL holder without requiring specialised
hardware or facial recognivoir.

A first release of the CDL came in the forn of an external pilot which commenced in July 2023. The DTP,
JVO and Service Victoria are now wn'ir,g towards a state-wide release, planned for 2024. At this stage,
the DDL will be supplementary to the hysical driver licence and will not replace it. While most full licence
drivers do not need to carry a physical licence, where the existing laws do require this, they remain
enforceable. For example, the introduction of DDLs does not change the obligation of motorists such as
learner and probationary drivers to always carry their physical licence with them.

3.2 Project objectives and scope

3.2.1 Objectives and expected benefits of the project

The DDL is consistent with the Victorian Government’s digital strategy, which is expected to deliver cost
savings, and better, fairer, and more accessible services, and a digital ready economy.

1 There will be circumstances where a DDL will not be sufficient and a physical driver licence might be needed. For
example, the first state-wide release will not allow a business to easily retain a copy of DDL details as part of their
existing legal or operational requirements.
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The expected benefits of the DDL for Victorian drivers are:?

® Freedom — After the pilots, most customers will be able to leave their physical licence and wallet
at home.

® Peace of mind — Customers know their DDL is always on their phone as a backup.

® Convenience — 89% of the consulted customers indicated that they believe the DDL to be more
convenient than a physical driver licence because they always carry their phone with them.

® Security — Customer’s personal information is protected and only accessible via user login, or 6-
digit PIN or biometrics using FacelD/TouchlID (if enabled o1, a customer’s device).

® Privacy — Information sharing can only be initiated by t:= customer, and the intention is that where
circumstances permit, customers will be able to limit ure amount of information exchanged.

® Up-to-date data management — Customers using a DDL have access w Jp-to-date information
about the status of their licence; whether it is vaiid or bas e:\pired.

3.3  Project status

The DTP, JVO and Service Victoria are takinc i iterative approach to the DDL project. Service Victoria
and the DTP have undertaken significant devalopmernt work sivce: the initial MVP in 2022. The design and
build of the Service Victoria DDL are compicte.

In regard to pilots, one internal pilot v1as comnieted anc a ~egional external pilot commenced in July 2023.

The internal pilot was completec tc test the DDL e 1.i-10-end journey, including identity verification, adding
the DDL to the Service Victoria's Digita! Wallet and the communication between Service Victoria and the

DTP systems. This is only {cr full-licence car Arivers, and without the QR Code. The DTP did not transfer
‘real’ data to Service Victeriz for this pilot.

3.3.1 Completion of external uilut and pilot feedback

The external pilot started in July 2022 in Ballarat. Service Victoria and the JVO promoted the pilot via their
websites. Service Victoria asked people to sign up, checked to ensure that there was no duplicate
between Service Victoria and JVO, and only sent out invitations specifically to those people. The JVO on
the other hand sent out email invitations to its customers in the Ballarat area, requesting their
participation. At the time of this PIA, there were approximately 11,000 active Victorian DDLs across both
channels.

Both Service Victoria and JVO reported that they received positive feedback on the DDL, with no negative
feedback about the product itself. 30(1), 34(2)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(a)(i)

2 See the 050522.DDL.Pilot.Scope.UC.Roadmap.
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3.3.2 State-wide release

The project is now moving towards a state-wide release in 2024. IIS has not identified any crucial issues
that needs to be addressed prior to the state-wide release. Our recommendations are not time sensitive
and should be considered by Service Victoria and the DTP in their future planning of the DDL.

30(1), 34(1)(b), 34(4)(a)(ii)

3.4 About the DDL

The DDL will be accessible through the customer’s Service Victoria’'s digital wallet in the Service Victoria
app. The app supports selective disclosure, which means th« 11older has the ability to show and verify
subsets of their DDL details — for example, only revealing the fact they're ovei 18, rather than sharing
their exact birthdate, driver licence number, address and other irnormaticn, as tiiey would be forced to do
with a physical licence. These details are verified by 1 QR coc'e that will be scanned by checkers to verify
the licence status.

The DDL will contain features, such as holograims, maruai refresh, display of the last refreshed date and
time and a watermark.

DDLs will also have additional security icaiures:

® DDLs are protected by the 'i1scr’s pharie passwoia or passcode; fingerprint; and/or facial
identification (depending o what iz used).

® |s only accessible by onging ‘'nin the Scrvice Victoria app via a user login, biometric identification,
or six-digit code.

® The licence valiaity can be verified via the QR code by non-law enforcement checkers using the
Service Victeriz app.

® An RIS barcode is availablz on the DDL for verification by Victoria Police (VicPol)

® The DDL in the Service Victoria wallet is ‘refreshed’ to ensure that it is the most up-to-date
version. When the licence is refreshed, the information coming from the DTP will overwrite

everything that is in the DDL by deleting and replacing it. There are three ways to refresh the
licence:

User initiated — the user manually refreshes the DDL token. A time and date stamp will
indicate when the DDL was last refreshed.

The DDL token itself has a time to live and time to refresh. | 30(1), 34(1)(b), 34(4)(a)(i) |

| 30(1), 34(1)(b), 34(4)(a)(ii) |

| 30(1), 34(1)(b), 34(4)(a)(ii) | If for some reason, the app is unable to do the refresh a notification
banner will be presented on the user’s device requesting them to connect to the Internet and
refresh their licence.
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30(1), 34(1)(b), 34(4)(a)(ii)

® Service Victoria also emphasised that the DDL on the phone is effectively a picture only and it is
the QR Code that is the critical feature. IS notes that Service Victoria has undertaken two
independent penetration tests on the QR Code and informed IIS that no vulnerabilities have been
found with the design and implementation.

® Service Victoria informed IIS if there is any attempt to alte: the data or QR Code, the system
design means the QR Code will not pass verification. However, Service Victoria noted at this
stage, the QR Code can only refresh if the user is corirected to the Internet (the image of the
licence will still appear on the device when offline).

IIS considers both the Service Victoria and JVO products have bez=n desighad and implemented with
emphasis on data security and privacy (privacy and s=curity v design) The DTP will also ensure the
DDL experience, design, functionality, and featuros will be same acrzss both DDL channels.

A customer may choose to have both the Service Victoria and myVicRoads apps on their device, from

which they can access the DDL.I 30(1), 2 +(1)(b), 34(4)(a)(ii) I

30(), R4(1)(b), 34(1)(&, i)

At this point, the products arc not interoperable this will be taken up in future phases). This means that
the JVO QR code can only ke scanieu with e JVO app and vice versa with the Service Victoria app.
Additionally, the apps inciiue a ‘deep’ link t1.2% will direct the verifier to the correct app.

3.5 Participants in the DDL Project MVP

This section sets out the participants in the DDL project.

3.5.1 The Department of Transport and Planning

The DTP operates and coordinates Victoria’s transport network, the delivery and upgrade of transport
infrastructure, as well as the reforms to road safety policy, regulatory and legislative environment. The
DTP will remain the owner of the R&L data.

The DTP is also the policy owner of driver licensing policy. All the elements that relate to licence
information, entitlement to drive, safety and roads will remain with the DTP. The user’s licence features
and potential changes (e.g., addition of a licence, expiration, suspension) are managed on the DTP’s
side, and JVO and Service Victoria only reflects those changes through the DDL.
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The DTP provides policy oversight and guidance to ensure that the DDL products are aligned in key
areas to deliver a consistent user experience to Victorian motorists.

3.5.2 Service Victoria

Service Victoria was created by the Victorian Government to modernise Victorian customer’s online
government services and make it easier for people to complete more online services more often from the
comfort and safety of their own homes. Customers can access more than 100 government services
through Service Victoria.

Service Victoria is responsible for the solution delivery through the Service Victoria app (as one of two
channels), as the JVO will also deliver its own version througt iis myVicRoads app. Service Victoria is
responsible for the maintenance of the app and ensuring that the right security, privacy and compliance
features are in place. Service Victoria is also responsible 1cr the communic2ticns with customers and will
provide a digital channel for customer feedback about t.e DDI. vie 4 feeduack mechanism on the app to
regarding the addition of the DDL to the Service Victo.iz wa'ie: Custoriais can provide both quantitative
and qualitative feedback.

Over time, the Service Victoria digital wallet is expec*2n {5 inc'ude a wide range of Victorian government
licences and permits.

3.5.3 Joint Venture Operator

The JVO is responsible for customer service in relation to R&L and operational activities (except in
relation to complex customers). \ninal leval of custorner complaint, and management of the DTP’s IT

systems. | 30(L; 34(1)(b), 34(4)(a)(i) |
| 30D), 34(1)(0), 24(4)(a) i) |Additiona|ly, the JVO is

providing and operationch, supporting the 4 P)s required to integrate with Service Victoria.

The JVO is also responsible for producing a DDL in its app.

3.5.4 Checkers — Victoria Police
VicPol is a key stakeholder for the DDL and is working with DTP to identify and resolve any issues.
The external regional pilot was used to test the efficacy of, and seek feedback on, the VicPol app already

available to check the barcode, which IIS understands contains only the licence number. VicPol only
checks the DDL as an initial check. It will continue to verify the physical driver Iicencel 30(1), 34(1)(b), 34(4)(2)(ii) |

I 30(1), 34(1)(b), 34(4)(a)(ii) I

[IS understands that no issues were raised VicPol during the pilot and that they were generally pleased
with the ease of using the solution. The DTP will continue to engage with VicPol to identify any needed
modifications of police processes ifiwhen the DDL becomes a replacement for a hard copy driver licence.
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3.5.5 Checkers — other organisations

There will be a number of businesses that need to verify licences or identification. These include:

® National Retailers Licensed venues such as bars, pubs, nightclubs, and restaurants
® Hotels

® Petrol service stations

® Supermarkets and grocery stores

® Convenience stores

® Tobacco retailers

® Pharmacies

® Banks

® Australia Post

® Licensed premises, parcel pickup and delivery busincsses, retaiiers offering click and collect,
credit options and equipment hire.

IIS notes the initial focus will be on small busn.esses tiat do nao' rieed to retain documentary evidence of

identity. Such requirements might be corisiaered ir. further iteictions of the DDL.

3.5.6 Victorian citizens using a DDL.

At the time of writing, there were: approxin.ately 11,069 active Victorian DDLs across both the Service
Victoria and JVO channels. The: current CUL solution is only available for drivers with a full licence
including car, motorcycle, light, heavy vehiclas. Thie state-wide release is planned for 2024.

The DTP expects the D! will be extend . d to all licence holders including probationary drivers and
learner drivers in furi-er stages of the nraiact.

3.6  Nature of systems and information flows
3.6.1 Key system components

3.6.1.1 The DTP

The main DTP systems involved for the DDL are:

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

3.6.1.2 JvO

30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b), 34(4)(aii)

. 34(1)(b), 34<4>4The APIs will allow|ow). 34)v), 3a@ @ driver licence date. 1o be reieved by the front-end mobile

apps developed by the JVO and Service Victoria.

3.6.1.3 Service Victoria

To build the DDL, Service Victoria is leveianing existing infrastructure previously used within Service
Victoria, for example its digital wallet. An advantage here is *hat Service Victoria has confidence in the
systems, including because a numkbe: of companents have already gone through security audits.

The Service Victoria platform hncte the anp. The cusiomer must download the app on their device and
create a Service Victoria accounc to Lz akle tc generate a DDL and hold it within their digital wallet.

3.6.1.4 Licence holders

Licence holders will use their own devices to set up, or use, a Service Victoria account, and to add a DDL
to the Service Victoria digital wallet witrun the mobile app.

3.6.2 Kinds of information involved

3.6.2.1 Personal information
The kinds of personal information to be shared by the DTP is the same as what currently appears on the
plastic licence. This is:

® Full name

® Date of birth

® Full address

® Signature

® Photo
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® Licence number

® Licence expiry date

® |icence type (car/bike/dual)

® Licence proficiency (full/probationary)

® Licence category (heavy vehicle categories)
® Licence conditions

® Card Number

® |ssue Date

® Licence Status.

The DDL QR Code (when scanned) will also display info:m.tion which will very depending on the
particular verification scenario. The aim is that more say:<itive iicerce infzrination will only be available
under the photo of the licence when a user opts tc cispiay then 1ll lice nee.

3.6.2.2 Sensitive information and health infcimation

The DTP will also share conditions included on driver .cences (2.g., alcohol interlock device, driver aids
or vehicle modifications, etc.). One of the: conditionc is a let-er ‘3’ that indicates glasses or corrective
lenses. IIS considers that in this limitea cncumsiance, the condition could meet the definition of health
information in the Health Records Ao 2001, awvthough sractically speaking the privacy risk is low.

The DTP will also share biometric informaiion: with Service Victoria in the form of the licence photo and
signature. Biometric informaticr. i3 not zxpicitly contained in the definition of sensitive information in the
Privacy and Data Protectiori Acc 2014. However, it is considered sensitive information under the Privacy
Act 1988 (Cth) and OV!C zcdvises craanisations to consider treating biometric information as ‘delicate
information’ and to haro.e it cautiously.®“

3.6.3 Overview of informatior: tlows

At a high level, the arrangements for ihe DDL are expected to involve the following:

30(1), 34(1)(b), 34(4)(a)(ii)

3 Please refer to the definition given by OVIC: “‘Delicate information’ refers to personal information that is of a private or
personal nature, or information that the individual it is about would likely regards as requiring a higher degree of
protection.”, available at https://ovic.vic.gov.au/book/key-concepts/#Sensitive_and_delicate information.

4 See https://ovic.vic.gov.au/privacy/biometrics-and-privacy-issues-and-challenges/.
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® As noted, Service Victoria will be using its existing infrastructure and processes for Service
Victoria accounts and digital wallet to support the DDL. It will add a QR code generation process.
Customers will use an existing Service Victoria account, or set one up, requiring consent-based
identity verification (at a level of assurance two in accordance with its Identity Verification
Standards).® Service Victoria is designing its system to allow for secure ‘blind’ pass through of
data between the DTP to a customer’s device. It will ‘see’ personal information only at the QR
code generation step and will not retain any personal information, including in audit logs.

® As an additional validation measure, customers will have to input their street name as part of the
process in verifying their driver licence details (in order to access the DDL).

® Customers can choose to show their DDLs to checkers (iaw enforcement agencies, or businesses
seeking proof of identity or age).

The following section describes in more detail the informztiuii flows relating 1o the creation of a Service
Victoria account and the creation of a DDL in the Service Victona anp. It &'sc describes the information
flows when a QR Code is generated and verified usir.% the Sarvice Victoria app (both by the customer

and the checker).

Steps for the user

Log into the app / create an account

The customer logs into the app. If an account is created, email address and mobile
phone (if provided) are verified via the use of a

If the customer doesn’t have an account, u.y .
cne-time passcode.

create one and start by entering ine ema!
address, password, first anu si2cona naune in
required fields. The customer creaies a six-
digit PIN and can set ;) ciometric
authentication (suca 2< their face or firgerprint)
— this is not stored on the app.

Add the DDL to the wallet

In the ‘My Wallet’ tab of the app, there will be This will trigger the normal flow in the back end for
an ‘Add Driver Licence’ button. The customer when there has been a request to add something
taps on this. to the wallet.

At this point the customer provides their
consent to verify their ID documents and 30(1), 34(1)(b), 34(4)(a)(ii)
Australian driver licence.

5 See https://service.vic.gov.au/about-us/service-victoria-identity-verification-standards.
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Steps for the user ‘ Back-end processes

Verify identity with choice of ID — If customer does not have a saved Electronic Identity Credential
(EIC)

The customer provides consent to verify their The customer undergoes identity verification.
identity at a level of assurance two (LOA2).
This requires the customer to provide two
satisfactory identity documents from the list
below:

e a full Australian birth certificate; or

. 30(1), 34(1)(b), 34(4)(a)(ii)
® afull Australian passport; or

® a foreign passport with a valid Australian
visa; or

® an ImmiCard; or

® an Australian Citizenship Certificate; or
® an Australian driver licence; or

® a Medicare card.

The user is presented with the chaic to create | If fiie customer consents to creating an ongoing
an ongoing EIC that will be valiiiar 10 years. Clectronic Identity Credential, | 30(1), 34(1)(b), 34(4)(a)(ii) |

=

30(1), 34(1)(b), 34(4)(a)(ii)

Validate EIC — If customer has an account with an existing EIC

If the customer has an account with an existing
EIC at Level of Assurance (LOA2) or above,

. . . . ) ) 30(1), 34(1)(b), 34(4)(a)(ii)
Service Victoria validates the identity.
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Steps for the user ‘ Back-end processes

Verification of driver licence details (in order to access DDL)

The customer is presented with a screen
requiring them to enter the following
information:

® Name (as it appears on their physical driver
licence)

® Street name
® Licence number
® Licence expiry

® Unique card number (optional)

501), 34(1)(b), 34(4)(a)(ii)

Loading DDL

Upon verification, the personal information
(including the image of the individual) is encrypted

30(1), 34(1)(b), 34(4)(a)(ii)

As soon as the DDL is added to the wallet, the
name data is deleted from Service Victoria’'s
platform.

The customer can now access the DDL from
the Service Victoria wallet. 30(1), 34(1)(b). 34(4)(a)(ii)
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Steps for the user ‘ Back-end processes

QR Code generation and verification

Generating a QR Code:

The user will be given the choice to decide on
different sharing options. This will allow them to
determine how much of their driver licence
information they’d like to show to non-law
enforcement checkers.

30(1), 34(1)(b;, 34()(a)(i)

The (R code that is generated is only valid for two
1niutes before it refreshes and the encrypted data
on the platform is deleted at the same time.

Verifying a QR Code:

Businesses that re‘1u're proof of age win he
able to scan the QR code to verify its valdity
and to see the licence information {wvhat is
shown will depend on the policy about
differential display, and then on what the DDL

. 30(1), 34(1)(b), 34(4, ii
user chooses to display). () SO SO0

Report: 24 November 2023 OFFICIAL: Sensitive 19/55



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

3.6.4 Product changes since pilot release

30(1), 34(1)(b), 34(4)(a)(ii)

3.6.4.2 Street name verification

As mentioned above, an additional field has been adde« to the veilication o1 driver licence details stage —
where customers have to input their street name.| 25(1), 34(1)(b), 34(4)(a)(i) |

I 30(1), 34(1)(b), 5 (4)(a)(ii) I

I 30(1), 34(1)(b), 34(=)'a)ii)

3.6.4.3 Device limitations

52(1), 34(1)h), 34 4)(a)(ii)

3.7 Legal framcwork

3.7.1 Victorian laws

The DDL project must comply with the: ‘clicwing relevant laws.

3.7.1.1 Privacy and Data Protection Act 2014

The Privacy and Data Protection Act 2014 (PDPA) regulates the handling and protection of personal
information by Victorian public sector organisations. Organisations subject to the PDPA must comply with
the Information Privacy Principles (IPPs) that contain requirements across the information lifecycle. Part 4
of the PDPA gives the Victorian Information Commissioner the power to prescribe security requirements
pertaining to public sector information and information systems through the Victorian Protective Data
Security Framework (VPDSF) and the Victorian Protective Data Security Standards (VPDSS).
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3.7.1.2 Health Records Act 2001

The Health Records Act 2001 (HRA) and its Health Privacy Principles (HPPs) regulate the collection,
handling and protection of health information, which includes information or opinion about the physical or
mental health or disability of an individual.®

3.7.1.3 Road Safety Act 1986

The Road Safety Act 1986 (RSA) is the main piece of legislation that regulates the use of roads,
registration of vehicles and driver licensing in Victoria.

Part 7B of the RSA contains the protective framework for relevan. information, including the allowed
purposes for use and disclosure of relevant information, the «xceptional circumstances for the use and
disclosure of relevant information, the uses of relevant information for verificauon purposes, etc. Part 7B
applies to Service Victoria because it has requested acr=cs to t'ie driver licence information held by the
DTP where the information may identify an individual o allow 27 ‘nidividuai's identity to be ascertained.

The DTP and Service Victoria have had a Service Agreemen:. since 2017. For the DTP to disclose the
data to Service Victoria, the DTP and Service \'cioria eis0 nad to cnter into an Information Protection
Agreement (IPA) in accordance with section 20N of the RSA. IVc 'egislative changes to the RSA are
needed for the DDL, as the recent amendn.=nts of u,2 RSA cond the Service Victoria Act 2018 are
sufficient to deliver the solution. In the 'Gnyer terin, changez 10 RSA may be necessary to incorporate
digital services.

3.7.1.4 Service Victoria Act 2012

The Service Victoria Act 2015 rrovidec tor thbe delivery of government services to the public by Service
Victoria and provides a reouiatory ramewori tor the provision of identity verification functions by the
Service Victoria CEO. 'iportantly, the Act establishes that the Service Victoria CEO must comply with
identity verification stzisdards when veri'ving identity. These standards are set out separately to the
legislation and provide a consistent 2r, 1 secure identity verification framework for people transacting with
the Victorian Government through Scrvice Victoria. Among other things, the Service Victoria Amendment
Act 2022 added new provisions supporting digital delivery of Victorian licences.

3.7.1.5 Charter of Human Rights and Responsibilities Act 2006

The Charter of Human Rights and Responsibilities Act 2006 (the Charter) is a Victorian law that sets out
the protected rights of all people in Victoria as well as the corresponding obligations on the Victorian
Government. The DTP will be conducting a Charter assessment with particular focus on engagement or
limitation of the right to privacy.

6 The HPPs are substantially similar to the IPPs. For the purposes of our privacy analysis in Section 5, 1IS has focused on
the IPPs.
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3.7.1.6 Road Safety (Drivers) Regulations 2019

Regulation 63 of the Road Safety (Drivers) Regulations 2019 describes the details that driver licence or
learner permit documents must contain, including the identification number, the person's first name,
second and third initials (if any) and family name; a photograph of the person; the person's residential
address; the person's date of birth; a reproduction of the person's signature; the category or categories of
driver licence; its expiry date; and the code of any condition to which the licence or permit is subject.

3.8 Project governance

In November 2021, the Interdepartmental Committee (IDC) endorsed preliminary detailed scoping work to
support an MVP release strategy. At project initiation, Service Vicwria provided the DTP with an initial
delivery agreement. This agreement specified the scope anc timeline for work. IS understands that the
authorising structure for the project has now changed. Pclicv governance meiuwrs sits with the DTP and
Service Victoria is one of the delivery channels.

As the project has continued to progress, several governance arrangements that have been put in place
includes:

® Ministerial oversight via monthly min.ctevial meedngs

® Steering committee with senior sta’f irom Sarvice Vicieria and the DTP

® Working groups sitting under *re steerivig committ=c with weekly meetings

® Development of DDL standares set by ine DT~ which include the DDL Policy Standards and the
DDL design standards.

These arrangements are new movina (0 a more 1iermal partnership arrangement with the DTP, taking
account of the fact that the authoncing governance will be coming from Cabinet, as well as the JVO,
which will see modernisation of its syster~s and processes. The arrangements include:

® Ministerial oversight

® A Memorandum of Understanuing (MoU) between Service Victoria and the DTP, setting out
overall principles on how the relationship works and a high-level governance framework

® Operating service commitment
® Transaction journey documents

® |nformation Protection Agreement.

These documents and processes set expectations and respective roles and responsibilities, including
with respect to privacy.

[IS understands the MoU remains in effect and that the IPA was updated in June 2023. We also

understand that the structure of project steering committee and related working groups and consultative
processes will continue.
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4.  Approach to risk analysis

In undertaking this PIA, 1IS considered:

® The IPPs in the PDPA
® Guidance materials published by the OVIC and the OAIC

® Privacy good practice stemming from 1I1S’s knowledge and experience.

The PIA focuses on privacy risks that are introduced or heightened by the DDL Project, rather than
privacy risks for existing processes to issue and use driver licence:

This section assesses the project’s residual privacy risk leve!, ay weighing the inherent privacy risks
against the existing privacy positive aspects.

The following section discusses the project’s privacy issues anc risks iderntnied in detail and makes
recommendations to mitigate the risks.

4.1 Inherent privacy risks
[IS’s risk analysis approach begins with id«ntifying the inherent privacy risks. Inherent privacy risks arise
from:
® The nature of the personal inturmatio’1 0 be cclleced and managed — for example, its quantity,
sensitivity, and the potential (inclucing value) tor, and consequences of, misuse.
® The range of people frcrn whom e inferination may be collected.

® The context in whicn personal information is handled — for example, senior management
commitment to privacy, staff privacy skills and experience, the technical systems involved and the
nature of the gruicct.

® The extent to which informatiny i; accessed or handled by third parties.

® The likely community and/or media interest in the privacy aspects of the project.

30(1), 34(1)(b), 34(4)(a)(ii)

® There is significant quantity and sensitivity of personal information involved.

® The project will increase likelihood of potential exposure of sensitive personal information data to
the Internet via apps and APls.

® The project will involve the display of R&L data in DDLs via individual’s devices.

® The data involved includes driver images as well as R&L details.
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® The DDL project environment is complex, with both Service Victoria and the JVO offering DDL
credentials via their respective apps, under the guidance of the DTP. The apps, while developed
independently, are expected to meet the DTP’s policy and design standards, and to have a
consistent ‘look’ and ‘feel’. However, the apps vary in some key ways, which individuals might find
confusing or difficult to assess from a privacy perspective.

® Service Victoria’s design has taken account of possible security risks for DDL users. However,
there is still potential for risks to be greater than expected or for unforeseen risks to arise and so
calls for a need for risks to be monitored on an ongoing basis.

® While Victorians are reasonably familiar with, and intereste 1 in using DDLs, insufficient clarity or
inadequate information about the possible privacy risks — including the differences in the two
channels, how checkers (aka ‘verifiers') can interact v..th their devices, or handle personal
information displayed via the DDL — can cause con:e:n and jeopardis= uptake of the solution.

4.2  Positive privacy aspects

[IS considers that the DDL Project has important ositive aspccts that cupport privacy and minimise the
inherent risks associated with the project. These are outlined oelow:

Positive privacy aspects with the projectssaiution “esign

® Service Victoria has followed th= kcy privacy enhancing strategy of data minimisation — it will
handle minimal personal informiauon and will not 1otain any such information. In particular:

When the DDL has keer adder to the Seivice Victoria wallet, the only thing stored in Service
Victoria's platform i< & linking key @ﬂ.n the wallet database. This indicates that the user
has a driver licence in their wzllet, and the platform uses that linking ID to get the driver
licence informaii m from the DTP.

The path thiough Service Victaria's platform from the DTP to the app is automated; no licence
informat,a’i is stored, and n¢ Sarvice Victoria personnel will have access to it as it passes
through the platform. Sensce Victoria specified that there are no ‘dead letter queues’ or any
other place where person-l information may inadvertently be stored (including in log files).

® The DDL project design appears to avoid the risk of a new digital footprint, in that neither Service
Victoria or the DTP will have any detailed records that would enable them to track when, or to
whom, a customer presents their DDL for checking. | 30(2), 34(1)(b), 34(4)(@)(i) |

| 30(1), 34(1)(b), 34(4)(a)(ii) |

® The DDL does not rely on the creation of duplicate stores of personal information. o), 34(1)), 344)(a)i
| 30(1), 34(1)(b), 34(4)()(i) | This means the DTP
data remains the single ‘source of truth’ for driver licence information.

® The information embedded in the QR code is information that have been validated by Service
Victoria and is only available for display without refresh for a limited period of two minutes.
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Governance and risk management

® Service Victoria and DTP have indicated a commitment to privacy and appear to have this in mind

as the project design is finalised and as it progresses to implementation, this includes having

appropriate governance arrangements in place to support privacy requirements.

® The arrangement between the DTP and Service Victoria is governed by an MoU and IPA (as

required under Part 7B of the RSA). These documents contain the roles and responsibilities of

both parties and in particular the privacy and security obligations.

® Service Victoria has undertaken considerable consultatior. and design work in collaboration with

the DTP.

® The DTP has liaised with Service Victoria to assess its security culture and risk management in

the context of the DDL.

® Service Victoria’s design has taken account of picssible sesurity nsks for DDL users. Service

ictoria 30(2), 34(1)(b). 34(4)(@)(i) o perform a el archnected frainework review of the solution an
Victoria | It f Il archhected fi k f th lut d

has had two independent penetration testc conduc’ad against the build.

® DTP has completed an Information Valic Asses<inent inco:porating feedback from Service
Victoria’s own Information Value Ass :scment.

® DTP has conducted independent s2curity 2sscssmen: rrocesses.

Privacy advantages for DDL users cver the existing glastic driver licence
® The DDL is potentially mi:re secure: in that it .s protected by device and Service Victoria app
security measures, includinig passvrord or P.M protection.

® The DDL includes a rcnge of otier security features and further work is being undertaken to
identify if other me«sures arc needed.

® |faDDL is repaied stolen or lost and has been cancelled by the DTP, this will be reflected in the

DDL and the QR code will not 02 able to be refreshed and verified.

® A customer’s DDL can be veified in real-time. This means data can be instantly verified by
scanning the QR code displayed on the DDL within the Service Victoria app.

® DDL users will have some choice about what information they display to verifiers — the app will

have three ‘cards’, which will display only relevant details, for example, the identity card will
display the customer’s photo, date of birth, and address, but not their driver licence details.
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4.3 Residual privacy risk level

Overall, the DDL is likely to benefit individuals and it is being designed with privacy and trustworthiness
as key considerations. Rather, the issues identified arise in the context of the project stage and the
complexity of the project environment.

In summary, with a number of important issues to manage both during and after state-wide rollout, IIS
considers the residual privacy risk level is medium. Privacy risks are likely to be within manageable
levels, subject to clear and detailed privacy communications, continuous privacy.coordination and
monitoring arrangements, and close attention to and monitoring cf the possible security risks for
customers using a DDL.
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5. Findings and recommendations

This section discusses relevant privacy risks and issues that 1S has identified during the PIA.

IIS has retained our analysis from the previous June 2023 PIA and added to the analysis any updated
information that we have received from Service Victoria and the DTP.

[IS made a total of nine recommendations in our previous PIA. Since then, we note that Service Victoria
and the DTP have implemented a number of our recommendations. The status of implementation is
displayed in each recommendation box. In key areas where we hcve included further recommendations,
these are titled as Recommendation A, B, C and so forth.

IIS has not identified any areas of non-compliance with privacy or other legislation. The recommendations
focus on ensuring privacy best practice. For each recommendatinn, we haye suygested who would be
responsible for carrying out the recommendation (the P, Seavics Victera or both).

5.1 IPPissues or risks
A high-level analysis of the DDL project agarn3t the IPPC is at Appendix B. IIS considers the DDL project
would be mostly consistent with the IPPs. ~or example:

® The project operates within the existing !eg2i framework.

® Service Victoria will be authoiised to correct ard handle limited, generally encrypted, personal
information consistent wii the Service Victoiia Act 2018.

®  Anonymity is not practicable.
® The project will opcrate within Victoriau: borders.

The main IPPs where |!5 has identified isc'1es are in relation to transparency and openness, disclosure,
security, access and carrection, and privecy complaint handling.

5.1.1 Transparency — IPP 1 and IPP 5

Transparency provisions in the IPPs aim to allow individuals to make informed choices about providing
information or using a service and to have a general understanding of how information about them is
being handled. Transparency is both a matter of compliance as well as key to building public confidence
and trust in the DDL. The IPPs provide two transparency mechanisms:

® Specified details, usually a collection notice, provided at the point personal information is collected
or as soon as possible thereafter (IPP 1.3).

® General information available about the type of personal information agencies collect and hold
and how it is managed (IPP 5.1).
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5.1.1.1 Privacy collection notice and privacy policy

In keeping with its policy and oversight roles for the DDL and the ‘one licence, two channels’ approach,
the DTP will ensure consistency in collection notices for the Service Victoria and myVicRoads apps.

In regard to the collection notice, IS notes that Section 12.1 of the MoU states that collection notices will
be provided by the DTP. IIS has been informed that a layered approach to the notices apply:

® Service Victoria’s collection notice will refer to the collection of data necessary to add a DDL within
the Service Victoria app.

® The DTP’s collection notice will refer to the collection anc' use of R&L information.

IIS reviewed the collection notice currently available on Service Victoria's website which will be updated
to reflect state-wide release (noting that it now currently nnty yefers to the pilcy) 1S supports the clarity of
the notice and did not find any issues under IPP 1.3. The nntice uses plain Eiigish and gives a
reasonably detailed overview of the Service Victoria DDL. The c.cliection raiice should be updated as
needs arise.

[IS understands Service Victoria will continue tc uevelop :ts prive:y materials in consultation with DTP
and following the established Service Victoria ctyle giine and pattern (in accordance with the MoU). IIS
notes that the DTP is inclined to follow Service Victoria's aporoach and will ensure that the JVO aligns
with such approach.

[IS notes a working group made up ct persor.re! from D2, JVO and Service Victoria is in place to ensure
that all agencies are on the same page in e!ation tc the DDL state-wide rollout. This includes ensuring
any privacy messages or exterirai communicatior s from both Service Victoria and JVO have similar
content and use consistent laiiguage. '\S undersiands that this has been agreed by all parties.

We also reviewed Service Victoria’s updatea privacy policy currently live on its website. The privacy
policy now includes a distinct section or e DDL which details the handling of personal information when
a customer adds a DDL, the QR code functionality, activity logs as well as what happens when a device
is stolen. IIS finds the privacy policy t¢ be clear and comprehensive. As such, we make no further
recommendations.
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Status of recommendations from previous PIA

Recommendation 1 — Ensure that project agreements and governance arrangements provide for

a process for ensuring that privacy messages are consistent and adopt best privacy practice

Establish project agreements and governance arrangements to ensure that privacy messages
delivered by the DTP, JVO and Service Victoria are consistent, comprehensive and adopt best
practices approaches.

Who: Both Service Victoria and DTP

Timeframe: For full rollout and ongoing

Status: Implemented

Recommendation 2 — Service Victoria priv policggto
XS

Include comprehensive DDL information for uie full public rollciit in Service Victoria’s privacy policy.

Include an additional ‘extra privacy in/ar natiory’ scction on he information handling for DDLs, which
should cover matters such as:

® Collection and handlina of inforriadon for iuentity verification

® Activity logs

® Data security, inc'ulding steps to take if a device is lost or stolen

® QR Codes, inciuding what they coiitain and how refreshed

® Licence or credential checker ~andling a device

® How to report a device as lost or stolen to Service Victoria and/or to VicPol.
Who: Service Victoria
Timeframe: For full rollout

Status: Implemented

5.1.1.2 Public communications and education

In addition to the specific requirements in the IPPs, active public awareness and education for DDL users
and verifiers will support transparency about the project, and support individuals’ ability to exercise their
privacy rights and to use a DDL safely.

Report: 24 November 2023 OFFICIAL: Sensitive 29/55



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

[IS is encouraged by the work DTP, JVO and Service Victoria have done to date in this area. In keeping
with its role in ensuring the DDL experience, design, functionality and features will be same across both
channels, the DTP is taking the lead on DDL communications and engagement.

IIS notes that Service Victoria, the DTP and the JVO have developed a Communications and
Engagement Plan (the C&E Plan).” The C&E Plan includes the narratives and key messages for the
regional pilot as well as communications and engagements tactics and timings in preparation for the full
rollout. The narratives and key messages provide a good high-level overview of the solutions offered by
both Service Victoria and the JVO.

The Communications Team is also working on a number of colla.cials to continue to promote public
awareness and educations which include updating the curreri =AQs, publishing factsheets and an
instructional video for users as well as briefing packs. IS considers these effuits to be important in not
only driving uptake but to ensure that Victorians are ade«, iztely informed anout the DDL and its
processes.

IIS notes Service Victoria has implemented some oi the items, in tho C4E Plan, such as updating its
webpage on the DDL to include FAQs, and puonching & Guide for Licence Checkers to support business
awareness of DDLs and how they could use i i practiLe, including the steps to verify the licence,
identity, or age cards. In addition, as part o\ the brcader rolle it of the DDL, IIS understands Service
Victoria and the JVO are planning to invr=ase their 2ngagement with businesses (that are licence
checkers) in order to guide and suppor: them. .S supprn: this initiative and recommends for Service
Victoria to continue to its engagemean:. with cuctomers o better understand their pain points and needs
but also as an opportunity to educate businasses arout the licence verification process.

Additionally, IIS makes som¢. further cugges’ions which would enhance the clarity and accuracy of
privacy messages:

® Specifying the uiiference in appinach between the DDL when enrolling via Service Victoria and
JVO (we recognise the DTP mcuy be better placed to coordinate this).

® Provide information that is more tailored for customers about how to use the DDL and how a DDL
is verified, as well as explicitly informing users that the licence image on the Service Victoria wallet
is simply a replicated image and that the verified licence details are encrypted within the QR
Code.

® Adequate information on what sharing options are available for the DDL, how to generate the QR
Code, what the process is when allowing checkers to sight a DDL user’'s QR code and what their
rights are.

30(1), 34(1)(b), 34(4)(a)(ii)

7 Communications and Engagement Plan (April 2023).
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® Make clear to customers DDLs might not be accepted in all circumstances at least initially,
including overseas. For example, verifiers might not take up the QR code scanning option, or they
need to take a copy of a licence. While it might be OK to ‘leave your plastic in your pocket’, it
might be clearer to encourage customers to have the plastic card with them during the initial
rollout period.® In addition, while 1IS understands that customers do not need to have a licence
with them, except where there is a legal requirement to carry, e.g., learners and probationary
drivers, it might be helpful to make this clear.

The above suggestions and those listed in Recommendation A below are based on best practice
considerations. Service Victoria and DTP should continue to beai them in mind as they develop and
update the relevant communications materials.

The C&E Plan includes communications evaluation measurcs. For customers, the measure identified is
an ‘overall customer satisfaction score of >95%’. Service Vistoria has so far received positive feedback
on the DDL. However, there is no empirical measure oy cuistomer satisfacuar yet. 11S understands
surveys which includes a privacy satisfaction questior, have ieccitly boar sent out to users to obtain their
feedback on the DDL.

As an ongoing practice, it is important for the 2O and Sc.vice Victoria develop a mechanism to continue
to monitor customer feedback during the siate-wide ronout. Customer feedback will assist the agencies in
its continuous improvement work for the TDL.

Please also see Section 5.3.2.2 where we discuss fraunuient use cases and the importance of
communications as a control me-sure.

8 https://www.vicroads.vic.gov.au/licences/digital-driver-licence/register viewed 11 June 2023.
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Recommendation A — Ensure DDL communications, including privacy and security information,

are accurate, consistent and fit-for-purpose

Ensure that communication for the DDL:

® Provide clear information about the differences between the JVO and the Service Victoria apps,
in particular what information is shared with verifiers and whether or not an Internet connection
is needed.

® Provide clear information about how to use the DDL and verify a DDL.

® Make clear that customers are not required to hand over tr.eir devices to law enforcement or
other verifiers.

® Provide accurate advice about whether a plastic licerice must be carnad and the circumstances
in which a plastic card might still need to be showr,

® Ensure messages are consistent and compreaznsive acioss 2!l channels and between Service
Victoria, the DTP and the JVO where relevant.

® Ensure that FAQs are easily accessib's, updatca ~hen nccessary and cover privacy questions
including potential security risks anw the role @33 the pa~ess for checkers.

Who: Service Victoria and DTP
Timeframe: For state-wide release and ongning

Retained from previous PIA

Recommendation B —

Continue to engagr: with businesses te hetier understand their pain points and needs, as well as
educating them about the licence ve’incation process.

Who: Service Victoria, DTP and JVO

Timeframe: For state-wide release and ongoing

Recommendation C — Continue to monitor customer feedback

Develop a mechanism to continue monitoring customer feedback (including on privacy matters) during
the state-wide rollout.

Who: Service Victoria, DTP and JVO

Timeframe: For state-wide release and ongoing
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Status of recommendation from previous PIA

IIS notes the following recommendation has been implemented.

Recommendation 4 — Include privacy in pilot evaluation

Include privacy ‘satisfaction’ in the evaluation of pilot communications. Issues to consider could include
understanding of the QR code content, whether customers had sufficient information to make an
informed choice about using a DDL, and if they were confident that privacy and security would be
protected.

Who: DTP
Timeframe: For pilot

Status: Implemented

5.1.2 Disclosure

IPP 2 states that personal information may caiy be disclused fo- the primary purpose for which the
information was collected. Under OVIC Guidance, it is considered a disclosure when others are allowed
to view personal information even thoual: it remains in the Lassession or control of its original collector. In
this instance, we are discussing the sc=inario vhere licen .c information on the DDL is being disclosed to
licence checkers which meets the nrimary purause test o 'PP 2.

During the period of preparing this PIA. i'S understaids there has been significant discussion between
DTP, Service Victoria and J\/Q regaru:ng the amcunt and kinds of information that should be disclosed.

For Service Victoria’s [JD)_, based on the oilot solution, the amount of personal information disclosed to
licence checkers deprinds on the specif ¢ use case. For example, if a customer is asked to verify their
licence and the specific QR code for tis is scanned, what appears on the verifier's screen is the exact
same information that exists on the c':stomer’s screen — this includes the customer’s name, date of birth,
address, licence number, type and expiry.

This is different to JVO’s approach which opted for minimal information being displayed on the checker
side. For the pilot, when a verifier scans the QR code or bar code for the driver licence view, the verifier
will only see the licence numbers as well as the green tick and message that the licence is verified.
Customers may also choose to allow a verifier to see, and take notes of, the information on their device.

IIS understands the DTP has made a policy decision in regard to the above matter, taking into account
trade-offs between usability and privacy. The DTP’s position is a ‘middle ground’ between the Service
Victoria and JVO positions. The kinds of information that will be displayed on the verifier's app, upon
scanning the customer’s DDL QR Code, are the following:

® \Verification of licence — photo, first and last name, licence status, proficiency.
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® Verification of age — indication of whether the customer is over 18 (green tick for yes, red cross for
no), photo.

® Verification of identity — photo, first and last name, address.

[IS notes minimal information is involved in the verification of age, which is privacy positive. This would
occur in the context of entering pubs and clubs, and which would pose a heightened privacy risk to
patrons if more of the person’s information was to be revealed (e.g., to an unscrupulous bouncer).

[IS understands the inclusion of the photo as part of the information being displayed to verifiers is a
mitigation against spoofing of the DDL (i.e., where a person alters (he appearance of the credential on a
jailbroken phone). In such scenarios, the verification process may :eturn a correct verified status even
though the DDL has been tampered with; the correct customer nnoto that is displayed to the verifier
would enable them to identify that the person has chang=c th2 photo on their cide.

Overall, IIS considers the information proposed to be disclosed on the venfier side is appropriately limited
to the verification use case and that the DTP has acnieved a gcod balance between usability and privacy.

Additionally, as part of our discussion with the DT, Service Victoria and JVO, it was acknowledged that
there continues to be a need for certain busitasses te retain scmz or all licence information as part of
their legislative or operational requirements.

We note certain matters such as policy qecisions. privacy decisions, and product design will require
further consideration to address those: requiraiv.ents in (r.e context of the DDL. It is beyond the scope of
this PIA to assess these issues. However, IS cauficns against conflating the time-limited sharing of
personal information for DDL v «rificaticn purpe ses with the broader sharing (and subsequent collection)
of such information for businzss reteiticn pucnoses.

5.1.3 Security --.\”P 4

IPP 4 requires agencies to take reasorable steps to protect the personal information they hold from
misuse and loss and from unauthorized access, modification or disclosure. The DTP and Service Victoria
will also be subject to the VPDSF and VPDSS. The VPDSS prescribes a minimum set of mandatory
requirements across all security areas including governance, information, personnel, ICT and physical
security. The VPDSF provides direction to Victorian public sector agencies or bodies on their data
security obligations.

IIS notes the DTP treats disclosure of R&L data to Service Victoria as though it were a disclosure to a
third party; its security due diligence measures take account of this context.
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Business Impact Levels (BIL) are used to determine the security value of public sector information. BILs
describe the potential harm or damage to government operations, organisations or individuals if there
were a compromise to the confidentiality, integrity or availability of public sector information. The DTP has
undertaken an Information Value Assessment (IVA) | 30(1), 34(1)(b), 34(4)(a)(ii) |

| 30(1), 34(1)(b), 34(4)(a)(ii) |

| 30(2), 34(2)(b), 34(4)(@)(i) |Factors taken into account include that:

® The DTP is sharing images and R&L data together, which it would usually only do in limited
circumstances because of the sensitivity and high value of the data.

® The potential volume of data to be shared with Service Victuria.

® The impact on public confidence and community safet if the integrity of drivers licence is

impacted.

IIS has not validated this assessment as part of the PIA hut has nat noted any issues.

5.1.3.1 System security

3u(l), 34(1)’b) Z4(4)(a)(ii,

Both Service Victoria and the DTP hav= notea 2 1.umbe: ai design features for the project that aim to
mitigate the risks. Both also outlined heir securnty aprroaches and noted specific steps they have taken
to identify and manage security "i1ss for tha project. 1'S notes that the completion of the IVA and
agreement on the data classifi~ation was cruciel in preparation for the regional pilot. We understand that
as Service Victoria, the DT and the 1O centinue to gather feedback about the DDL, they will also
continue to monitor and a<sess the systems, and processes to ensure that it remains efficient and secure.

Security actions thau zue relevant for thic FIA include:

® |ncorporation of Security Ly Oesign in the development of the DDL

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

® Security assessments

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

Although IIS has not done a security assessment, we consider the security approach for the Service
Victoria app is likely to limit both privacy and security risks. We have not identified any issues of concern.

Status of recommendation from previous PIA

O

Recommendation 5 — Continue to monitor, assess and update privacy risks in risk register
a

Include privacy risks to individuals using a DDL in the rick register and enstre that these risks are
continuously monitored.

Who: Both Service Victoria and DTP

Timeframe: For pilot and ongoing

Status: Implemented

5.1.3.2 Security for users of tha DUL

30(1), 34(1)(b), 34(4)(a)(ii)
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IIS agrees that a number of features of the Service Victoria DDL appear to offer security advantages, over
and above that of a plastic licence. These include:

30(1), 34(1)(b), 34(4,7a)( 1)

® A user’s unique card nuricer on th=2 CDL is hidden by default.

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

30(1), 34(1)(b). 34(4)(a)(i) [1IS understands t the DTP has clarified that customers are not required to hand

their devices to law enforcement officials or others. This has been included in current communications
and will continue to be included in future communications. 1IS apgreciates this measure and also
encourages the DTP to explore if other measures, including !egislative change, are needed.

Overall, IIS has not identified any significant areas of concern frum a privacy peispective with the Service
Victoria’s security approach for the DDL. The approari> seems c.ansisterit with privacy and security by
design and is positive and comprehensive. IIS unrzieistands tha Service Victoria and DTP have
implemented our security recommendations, noting that at th:: time of vvriting the DTP and Service
Victoria are actively considering options for limitiny address display. We make no further
recommendations.

Status of recommendations from previous PIA

Recommendation 6 — Explorg [ dress display on the DDL default view

Explore options for allowing oviereriic! cisple,y or address on the DDL default view.

Who: DTP and Service Victoria

Timeframe: For full 1ollout

Status: Implemented
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Recommendation 7 — Document and communicate requirements for the handling of individuals

devices for DDL checking

Document policy decisions that individuals must not be required to hand over their device to DDL
checkers including law enforcement. Include clear information on this issue in communications for the
pilot and full rollout for individuals using DDLs and for checkers including Victoria Police.

Who: DTP

Timeframe: For full rollout

Status: Implemented

5.1.3.3 Device limitations

30(1), 34(1)(b), 34(4)(a)(ii)
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5.1.4 Access and correction — IPP 6, and privacy complaint handling

11S understands there will be a shared responsibility between the DTP and Service Victoria to rectify
issues around the DDL. The DTP will be responsible for providing the licence information and related
information about its validity, while Service Victoria will also need to field queries as the DDL will be on
the Service Victoria wallet.

The MoU includes complaint handling principles to which the DTP and Service Victoria must adhere. It
specifies that both parties will assist each other and cooperate to resolve any complaints or issues and
that complaints will be referred to the responsible party.® IS understands that Service Victoria has
extensive experience in managing customer services issues anc coinplaints on behalf of its agency
partners, including the DTP, in accordance with its Complaint Handling Policy.

While IIS acknowledges this is not a new issue for Servic:> Victoria, we encourege the DTP and Service
Victoria to ensure there is a streamlined ‘no wrong doo:” approact o receiving, and assisting individuals
with, privacy queries and complaints related to DDL. .A¢ the time of writing the PIA, the materials for
privacy complaint handling were still being develcbeq.

Overall, IIS considers Service Victoria and tha TP have strong existing measures in place to deal with
privacy enquiries and complaints. Documentiny and ei«suring s-a'f awareness around the specific
measures for DDL enquiries and complair-is should be a prioiity. We also encourage Service Victoria and
DTP to continue monitoring the procecurcs to encuce tha: tr.ey stay fit for purpose.

Additionally, it may be worthwhile for Service “/ictoria (o engage with the DTP’s Vulnerable Customers
Team as part of its escalation nrecasses when interacting with DDL customers who may be dealing with a
| 30(2), 34(2)(b), 34(4)@)(ii) — | The DTF Yumerable Customer’s Team assist clients that are
affected by family violence viin thei: registranan and licensing requirements, which includes changing
number place and licencas due to farnily violerice. As such, this channel may be better to deal with any
enquiries or issues raisca by Service Victoiia customers in regard to the DDL. Possible options include an
in-app function or for a pathway to be p.omoted on both the Service Victoria and JVO websites.

Recommendation D — Implement pathway to DTP Vulnerable Customers Team as part of

enquiries and/or complaint handling process

Implement pathway or escalation process to DTP’s Vulnerable Customers Team when interacting with

DDL customers who may be experiencing a | 30(1), 34(1)(b), 34(4)(@)(i) !

Who: Service Victoria

Timeframe: For state-wide release and ongoing

9 Section 8.3 of MoU — Complaint Handling Principles.
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52 Governance

5.2.1 Project governance

The DDL Project is now moving to its state-wide implementation phase. 1S has been impressed with the
emphasis to date on both privacy and security by design in the design and built phases of the DDL.
Strong privacy and security protective measures have been included. 1IS understands that as long as the
project is under ‘Delivery’ mode, project governance (including in relation to privacy) will be led by the
Steering Committee.

IIS notes the overarching MoU has now been signed. Detailed ag: 2ements, including the DDL transaction
journey and the IPA that sets out the arrangements between the D'(P and Service Victoria have also
been agreed on. IIS also acknowledges the collaborative releiionship between the DTP, JVO and Service
Victoria throughout the development of the DDLs, external piat and the contiruous efforts to ensure
effective project governance, including on privacy matterz. n light of this. Ils> finus that the following
recommendation has been met.

Status of recommendations from previous PIA

K J
Recommendation 8 — Ensure project go?@ancé%\ng ts include clear privacy roles and
y

responsibilities, including for monito @ rivacy outcom

Ensure and document a privacy approach that makes clea' who is responsible for privacy sign-off for
the project, and that monitoring privacy outcemes is inci«ded in its project implementation and
evaluation plans.

Ensure detailed agreement: and on::0ing project governance processes include clear privacy
requirements and respor:siilities for e prooct, and a comprehensive and coordinated approach to
ensuring privacy objechvas are met.

Who: Service Victoria and DTP

Timeframe: For state-wide release and ongoing

Status: Implemented

5.2.2 Privacy by Design and future developments

Privacy by Design (PbD) has been a feature of the DDL project development to-date. It has been driven
by Service Victoria’s customer first focus, recent data breaches and the 1SO standard. In stakeholder
consultations, Service Victoria demonstrated that privacy remain key consideration of DDL design and
development. 1IS encourages both Service Victoria and the DTP to continue this approach. It will remain
relevant as the DDL is implemented and further enhancements are introduced.
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Particular areas for future privacy focus include:
® |f a notifications feature is introduced, allowing, to the extent possible, for individual choice about
whether or not to receive notifications.

® The possible display of licence status and demerit points. Both require further in-depth analysis
around policy implications of formal notices/notifications in a digital environment. Where possible,
individual choice should also be a key consideration.

® Interoperability with other DDLs, including scanning QR codes without needing the Service
Victoria app.

® DDLs available for learners and probationary permits.

® Potential for further privacy features, for example, a re~ord on individuals’ devices of which
checkers have viewed their licence.

11S makes no further recommendations.

Status of recommendation from previous PiA

\J
Recommendation 9 — Continue to adop i &'DDL’%fther development

[\ -

Continue the current PbD approach for the DDL, iricluding by conducting further PIAs before making
changes to the DDL, for example nctifications. or dispiav of status or demerit points, which could
impact on individuals’ privacy.

Who: Both Service Victoria otad DT>

Timeframe: Ongoing

Status: Implemented
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5.3 Additional considerations — negative use cases

The assessment of privacy risks and identity theft/fraud risks have been specifically considered in this PIA
by reference to use cases concerning | 30(1), 34(1)(b), 34(4)(a)(ii) |and fraud.

53.1 | 30(1), 34(1)(b), 34(4)(a)(i) |

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 54(1)(), 34(4) (@)

10 See Queensland Government, ‘Digital Licence app—Privacy Impact Assessment’ (11 May 202), available at

<https://www.publications.gld.gov.au/dataset/digital-licence-app/resource/0deb78d2-ce66-4ab3-9a28-
76c77360e568>, especially Recommendation 3.
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201), 34(1)(kj, 34:%)(a)(ii)
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30(1), 34(1)(b), 34(4)(a)(ii)

5.3.2 Fraudulent use cases

30(1), 34(1)(b), 34(4)(a)(ii)
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30(1), 34(1)(b), 34(4)(7)(iny

On balance, the risks of frouuulent activity exdis: for both the DDL and physical licence cards. Overall, 11S
considers the potential 721 misuse by bad acturs to create a false DDL credential is mitigated to a
significant extent by th.c DDL controls irciuding, for example, real time validation and the capacity to
respond quickly to identified security ics1ies. These are real advantages compared to the status quo of
physical cards, which have their own risks with fraudulent use cases.

30(1), 34(1)(b), 34(4)(a)(ii)
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Appendix A — Methodology
PIA approach

11S took the following steps to carry out the PIA:

6.2

Planning with the DTP and Service Victoria to confirm the approach, scope and deliverables of the
PIA

Gathering information by reading documents and meeting with personnel from the DTP and
Service Victoria

Analysing the information against privacy obligations and aking account of possible broader
privacy issues, regulator guidance, and privacy good oiactice

Identifying privacy risks and developing ways to mit'yate those risks

Drafting the PIA report — in this case, updating t.c June 2623 PI/\ report in relevant places, and
providing this to the DTP and Service Victoria tor cornmant

Finalising the PIA report following feedbzck from the DTP and Service Victoria.

Documents reviewed

Documents reviewed

DTP documents

1. 230428 digital driver liceiice cc mmunicwtion and engagement plan — v6 final

2. DDL DRAFT Desa; ;tandards 2023%;1 V.03

3. DDL Policy Standards V1.0

4. DTP Risk Matrix N

5. IVA DDL 2023 both products

6. IVA DDL 2023 Final

7. Victorian Government Gazette, No. S 523, October 2022, application of PDPA to JVO
8. DDL_Design Standards_November 2023 Update - Final

9. V18 - Digital Drivers Licence (incl L's & P's) Wireframes (Nov 2023 Update)

10. V29 - QR Code Verification Wireframes (Nov 2023 Update)
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Documents reviewed

Service Victoria documents

11. Draft Privacy Collection Notice for Digital Driver Licence — 20220504

12. Digital Driver Licence - Transaction Journey (2022.05.16)

13. Operating Service Commitment — Final

14. 221212 LOA assessment — DDL Pilot (final signed)

15. DDL DoT API Agreement for Service Victoria 20221204 V1.8 - Final

16. 30(1), 34(1)(b). 34(4)(a)i) ~> |
17. I 30(1), 34(1)(b), 34(4)(a)(ii) _]
18. | 30(1), 34(1)(b), 34(4)(a)(i) _]
19. | 30(1), 34(1)(b), 34(4)(a)(ii) ]
2
20. | 30(1), 34(1)(b), 34(4)(a)(ii) !

21. Service Victoria DTP DDL OVIC 040423

22. Service Victoria | 30, 33w b} (@) lazsessmen

23. | 30(1), 34(1) ), 2 4(4)(@)(i)

24, | 30(1), 34(1)(b), 34(A)( (i)

25. Service Victoria Collection Notice ntips://service.vic.gov.au/digital-driver-licence-privacy-collection-

notice

26. Service Victoria Privacy Policy https://service.vic.gov.au/privacy-and-security

27. Service Victoria ‘How to Guide for Licence Checkers’

28. Service Victoria DDL page - https://service.vic.gov.au/find-services/digital-wallet/digital-driver-
licence/checking-digital-driver-licences
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6.3 Meetings held

Meetings held ‘ Date

Pre kick-off meeting
® IS personnel

® DTP personnel

10 October 2023

Kick-off meeting with Service Victoria
® |IS personnel

® Service Victoria personnel

11 October 2023

PIA information gathering meeting — Product Team @iy iT/Scecuriy

® IS personnel

® Service Victoria personnel

PIA information gathering meeting — Vulr-2rable Cristomers Team

(DTP)
® |IS personnel

® DTP personnel

50 October 2023

31 October 2023

.

PIA information gathering mecung - =alicy, Legal and Comms

® IS personnel

® Service Victoria personnel

2 November 2023
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7. Appendix B — Assessment against the IPPs

The following table sets out 1IS’s high-level assessment Service Victoria DDL against the IPPs in the

context of the expected state-wide full release in December 2023.|

30(1), 34(1)(b), 34(4)(a)(ii) I

I 30(1), 34(1)(b), 34(4)(a)(ii)

| This will include some health

information in form of licence codes. This would be subject to the HPPs in the HRA. IIS notes that the

HPPs cover similar issues to the IPPs.

IIS notes that when Service Victoria is collecting data in the context of the DDL, for example, to validate a
licence, it is doing so on behalf of the DTP. However, the DTP trzcts disclosure of R&L data as though it

is a disclosure to a third party.

1S also notes that where our assessment has not identifi_a

specific issues fcr nis PIA; that is not meant

to indicate there is no privacy work to be done. IIS anticinates thai 1:sual privacy compliance and

monitoring would occur.

Summary of privacy principle

el aQessment against IPPs for DDL

IPP 1 - Collection

An organisation can only collect persanal
information if it is necessary to fulfir vne o more
of its functions. It must collect inisrmation only
by lawful and fair means, ar:c! not in “n
unreasonably intrusive w2y it musioovide
notice of the collection, cudining marters such
as the purpose of roi'‘eciion and how ir.uividuals
can access the information. This is usuany done
by providing a Collection Notice, which should
be consistent with an organisation’s Privacy
Policy.

&Ct fcﬁ@rwce Victoria and DTP

rhe DM involves a re-use of existing information
the v~ holds; hot a new collection for the DTP.

(ha MoU specifies that Service Victoria will be
cullecting personal information on behalf of the DTP
(in the process of loading DDL into the Service
Victoria wallet, and in the process of
creating/refreshing QR codes).

The introduction of DDL is a new way of providing
driver licences and as such privacy policies and
collection notices are to be updated to reflect the
changes.

See discussion at Section 5.1.1.

Report: 24 November 2023

OFFICIAL: Sensitive

52 /55



Released under the Freedom of Information Act 1982
Dept of Transport & Planning

Summary of privacy principle High level assessment against IPPs for DDL

project for Service Victoria and DTP

IPP 2 — Use and disclosure The DTP’s use of R&L data for digital driver licence

_ _ is consistent with the purpose of collection.
Personal information can only be used and

disclosed for the primary purpose for which it The IPA also specifically states that Service Victoria
was collected, or for a secondary purpose that undertakes that information shared by the DTP will
would be reasonably expected. It can also be only be used and disclosed for the purposes set out
used and disclosed in other limited in the IPA (Tc arovide an alternative digital customer
circumstances, such as with the individual’s channel for carae vehicle registration and driver
consent, for a law enforcement purpose, or to licensing =aciivities and services of the Department of

protect the safety of an individual or the public. Transpot* including under the RSA). Section 90K of
Part 7b of the RSA sets nui the authorised use or
disciosure. Senion 90K‘a)(vi) allows disclosure in
‘eiadon ‘0 aninterycvernmental agreement.

See addiuonsi azcussion of disclosure in the
cortert of OR code verification at Section 5.1.2.
Overall, IS considers that the information proposed
to be disc.csed on the verifier side is appropriately
limite1 1) the verification use case and that the DTP
has achieved a good balance between usability and
DIMacy.

IPP 3 — Data quality The DDL should not diminish and may enhance data

o ) accuracy of driver licence information.
Organisations must keep p2rsonas ,formaucn

accurate, complete arc up to date. The Changes to driver licence details or status will be
accuracy of persone’ iniformation shoud e subject to pilots and roll-out and will be reflected in
verified at the time of collection, arc veriodically = the DDL quickly.

checked as long as it is used and aizclosed by

L Service Victoria’s design of the DDL is in such a way
the organisation.

that it does not collect or hold identified personal
information except in the limited context of the
generation of the QR code. The one source of truth
of driver licence information remains with the DTP.

30(1), 34(1)(b), 34(4)(a)(ii)

No issues identified.
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IPP 4 — Data security

Organisations need to protect the personal
information they hold from misuse, loss,
unauthorised access, modification or disclosure.
An organisation must take reasonable steps to
destroy or permanently de-identify personal
information when it is no longer needed.

The DTP and Service Victoria have in place detailed
security management processes and have
commenced or undertaken detailed security risk
assessments for the DDL.

See further discussion at Section 5.1.3.

IPP 5 - Openness

Organisations must have clearly expressed
policies on the way they manage personal
information. Individuals can ask to view an
organisation’s Privacy Policy.

IPP 6 — Access and correction

Individuals have the right to seek ac~ess to dier
own personal information and t. make
corrections to it if necessary. An orgarication
may only refuse in limited ciicumstaiices that
are detailed in the PDP /A.t. The iiant to access
and correction under '=F 6 will apply to
organisations that arz not covered by

the Freedom of Information Act 1922 .Vic).

Service ‘/ictoria has updated its privacy policy
contiuniing a specific seciica on the DDL. The
interition is thet the materials will be consistent and
‘hatindivicucis are 2asily able find relevant
informaiion to in“cri their decisions.

See further discussion regarding transparency and
public cominunications at Section 5.1.1.

The inuaduction of the DDL should not affect current
prc-esses for access and correction. However,
Carvice Victoria and the DTP should ensure
respective responsibilities are clear and that
processes are built with a ‘no wrong door’ approach.

See further discussion at Section 5.1.4.

IPP 7 — Unique identifiers

A unique identifier is an identifier (usually a
number) that is used for the purpose of
identifying an individual. Use of unique
identifiers is only allowed where an organisation
can demonstrate that the assignment is
necessary to carry out its functions efficiently.
There are also restrictions on how organisations
can adopt unique identifiers assigned to
individuals by other organisations.

Driver licence numbers are unique identifiers in
terms of the PDPA.

Driver licence numbers will appear on the DDL.
However, the DDL project does not involve the
assignment of new unique identifiers.

No issues identified.
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IPP 8 — Anonymity

Where lawful and practicable, individuals should
have the option of transacting with an
organisation without identifying themselves.

Not relevant for the DDL — identification is a required
part of acquiring or using a DDL.

IPP 9 — Transborder data flows

If an individual’s personal information travels
outside Victoria, the privacy protection should
travel with it. Organisations can only transfer
personal information outside Victoria in certain
circumstances, for example, if the individual
consents, or if the recipient of the personal
information is subject to a law or binding
scheme that is substantially similar to the
Victorian IPPs.

IPP 10 — Sensitive information

The PDP Act places special restricuaiis on tre
collection of sensitive informatic.» This incicdes
racial or ethnic origin, politica’ spinions 2
membership of political ascociations, rengious
or philosophical beliefs, ‘rainbershig of
professional or trade #=suciations or tra“e
unions, sexual preiarcnces or practices, «nd
criminal record. Organisations can 2u'v collect
sensitive information under certain
circumstances.

[IS understar.”'s that Service Victoria usesm
b)), saphysicelly located in the Sydney region.
Service V'ciaria maintains control over the data and
NSW bas a privacy legal regime that is substantially
simil4r *o the Victorian 'PPs. 1IS is not aware of any
legai issuec with this arrangement.

N issties identified

Drive’ h=ence processes do not involve the
collaciion of sensitive information as defined, but do
invelve some biometric and health information (See
Section 3.6.2 ). Such information is part of the R&L
data that the DTP has already collected.

No issues identified.
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