ATO - Australian
DBN20/00018 |09/01/2020 Taxation Office

COMBO -
DBN20/00077 '31/01/2020 Commonwealth

Ombudsman

FEDCRT - Federal

DBN20/00122 |05/02/2020 |~ ) <

DHA - Department

N.
DBN20/00139 |12/02/2020 of Home Affairs

DHA - Department

DBN20/00148 |13/02/2020 | v

GG - Office of the

DBN20/00150 | 14/02/2020
o/ /02/2 the Governor-

General

NDB - All Run by: Barbara Ly
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

Official Secretary to | Australian

Government

FOREQ24/00352

001

Unauthorised
Human | disclosure
error (failure to

redact)

Human | Plsent to wrong
error recipient (email)

Malicious

or o
riminal Cyber incident
attack
Human Loss of

u paperwork / data

error =
storage device

Human | Plsent to wrong
error recipient (email)

Unauthorised
H disclosure
uman (unintended
error
release or
publication)

Phishing
(compromised
credentials)

101- 1000

11-100



DBN20/00163

DBN20/00182

DBN20/00253

DBN20/00343

DBN20/00344

18/02/2020

21/02/2020

13/03/2020

08/04/2020

08/04/2020

Melbourne
Polytechnic

Office of the
Student Identifiers
Registrar

Department of

Corporate and
Information
Services

ACT Revenue Office

ACT Revenue Office

NDB - All Run by: Barbara Ly
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VIC Government

Australian
Government

NT Government

ACT Government

ACT Government

FOREQ24/00352

002

Cyber incident

Unintended
access

Rogue employee
/ insider threat

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (email)

Hacking

50001-10



FOREQ24/00352 003

Department of . Sodal
DBN20/00413 |28/04/2020 | Education, Skills and e a— D engineering / 1001 - 5000
Employment impersonation
Unauthorised
B disclosure
DBN20/00436 |01/05/2020 | 1€ UniVersity of |, o vernment (unintended 2-10
Adelaide
release or
publication)
Aged Care Quality Australian Unauthorised
DBN20/00441 |05/05/2020 |and Safety G:‘w a . disclosure 1
Commission ernmen (verbal)
Aged Care Quality .
Austral Pl sent t
DBN20/00443 |05/05/2020 | and Safety G‘fwm'::;m re:f',‘gﬂ:’(:ﬂ:ﬁ 1
Commission ™
ANSTO - Australian Compromised or
Nuclear Science and | Australian stolen credentials
DBN20/00453 | 07/05/2020 ber incident 101 - 1000
/ /05]2 Technology Government ety (method
Organisation unknown)

NDB - All Run by: Barbara Ly
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DBN20/00480 |12/05/2020 |Service NSW NSW Government
AFSA - Australian Australian
DBN20 i i
/00512 | 20/05/2020 Fmanaél Security e
Authority

DBN20/00578 |03/06/2020 | Griffith City Coundil | NSW Government

University of

00668 7 Gove

DBN20/ 02/07/2020 A — ACT rnment
DHS - Services Australian

DuN20/DuZ2 21/b7/20G Australia Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

004

Malicious
or
criminal
attack

Human
error

Human
error

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Sodal
engineering /
impersonation

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Cyber incident

Sodal
engineering /
impersonation

Compromised or
stolen credentials
(method
unknown)

101- 1000

1001 -5 000

1

101 - 1000



Australian

21/07/2020
RS 21/07/2 Covernercet

DSS - Department of Australi
DBN20/00780 |30/07/2020 ment ofj Austratian

Social Services Government
DHS - Services Australian
DBN20/00784 |31/07/2020 . - o Government

DSS - Department of Australian

DEN20/00829 07/08/2020 Social Services Government

DBN20/00839 14/08/2020 Banyule City Coundil VIC Government

DSS - Department of Australian

R0/ D08 TRt 2/0E/ 2000 Sodial Services Government

DSS - Department of Australian

DBN20/00859 |19/08/2020 Social Services Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

005

Pl sent to wrong
recipient (mail)

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(unintended
release or
publication)

Unintended
release or
publication
Loss of

paperwork / data
storage device

Loss of
paperwork / data
storage device

Pl sent to wrong
recipient (email)

11-100



DBN20/00869 |20/08/2020

DBN20/00921 |19/08/2020

DBN20/00922 |19/08/2020

DBN20/00923 |19/08/2020

DBN20/00924 |19/08/2020

DBN20/00925 |19/08/2020

DBN20/00945 |31/08/2020

10/09/2020

DSS - Department of Australian
Sodial Services Government

DSS - Department of Australian
Sodial Services Government

DSS - Department of Australian
Sodial Services Government

DSS - Department of Australian
Sodial Services Government

DSS - Department of Australian
Sodial Services Government

DSS - Department of Australian
Sodal Services Government

DOD - Department | Australian
of Defence Government

ustralian

ernment

NDB - All Run by: Barbara Ly
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FOREQ24/00352

006

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Loss of

paperwork / data
storage device

Pl sent to wrong
recipient (email)



FOREQ24/00352 007

Brute-force
18/09/2020 SA Gow t Cyberincident | 12K
57 ] s 47E0) ] ernmen incident ¢ 0 e
credentials)
Unauthorised
DSS - Department of Australian disclosure
DBN20/01032 22/09/2020 1
/ /09/2 Sodial Services Government (failure to
redact)
Unauthorised
DSS - Department of| Australian disclosure
DBN20/01033 |22/09/2020 Sodial Services Government (failure to 1
redact)
Unauthorised
DSS - Department of Australian disclosure
7.
BNV HDZS 20V 2020 Sodial Services Government (failure to e
redact)
Unauthorised
DSS - Department of Australian disclosure
DBN20/01107 08/10/2020 1
/ /10/ Social Services Government (failure to
redact)
- Failure to use
01/10/2020 us:;a::gn t BCC when 1001 -5 000
sending email
stralia Failure to use
16/10/2020 u em'm';m BCC when 2-10
sending email
ustralian Failure to use
22/10/2020 ernment BCC when 11-100
sending email

NDB - All Run by: Barbara Ly
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DSS - Department of Australian

DBN20/01169 27/10/2020 sal Services ——

Australian

AR Government

Australian

13/11/2020 Government

Defence Housing | Australian

DBN20/01223 13/11/2020 A lia o,

NDB - All Run by: Barbara Ly
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FOREQ24/00352

008

Human
error

Unauthorised
disclosure
(failure to
redact)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (mail)

Unauthorised
disclosure
(verbal)




DHS - Services Australian

DBN20/01231 16/11/2020 A lia e ——

DSS - Department of Australian

DBN20/01242 |18/11/2020 o S i

04/12/2020 VIC Government

Australian

/127200 Government

DSS - Department of Australian

DBN20/01321 | 15/12/2020 S —

NDB - All Run by: Barbara Ly
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FOREQ24/00352

009

Human | Plsent to wrong
error recipient (mail)

Unauthorised
H disclosure
uman (unintended
error

release or

publication)
Malicious
or _—
criminal Cyber incident
attack

Unintended
System
B release or

publication

Unauthorised
Human disclosure

(unintended
error

release or

publication)

Phishing
(compromised
credentials)

11-100

11-100



FOREQ24/00352 010

DSS - Department of Australian Human Pl sent to wrong
DBN20/01330 (16/12/2020 Sodial Services Government error recipient (email) 2-10
DSS - Department of Australian Human | Plsent to wrong
DBN20/01360}| 22/12/2020 Sodal Services Government error recipient (mail) 1
Australian Human  Plsent to wrong
29/01/2021 Government error recipient (mail) H
Malicious
Australian or = -
05/02/2021 —— iminal Cyber incident | Hacking 5001 - 10000
attack
Malicious Compromised or
Landcare Tasmania or - stolen credentials
DBN21/00111 |12/02/2021 N TAS Government e - Cyber incident ( 1001 - 5 000
attack unknown)
DHS-Services | Australian oMra 9 socl
DBN21/00121 |15/02/2021 A lia — riminal gnglneenng/ 11-100
impersonation

attack

NDB - All Run by: Barbara Ly
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FOREQ24/00352 011

DSS - Department of Australian Human Pl sent to wrong

DBN21/00133 |19/02/2021 1
Y /02/ Sodial Services Government error recipient (email)
DSS - Department of Australian Human | Plsent to wrong
4 -
DL A/ Sodal Services Government error recipient (email) HIst
Loss of
DSS - Department of Australian Human
DBN21/00152 |22/02/2021 sal Services —— — paperwork / data 1
storage device
DHS - Services Australian Human | Plsent to wrong
DBN21/00169 | 26/02/2021 Australia Government error recipient (mail) p=il
DSS - Department of Australian Human | Plsent to wrong
DBN21/00181 |01/03/2021 Sodial Services Government error recipient (other) =l
Sport Integrity Australian Human | Plsent to wrong
DBN21/00215 (04/03/2021 Australia Government error recipient (email) 1
DBN21/00259 |09/03/2021 Sport Ir?tegnty Australian Human Pl s.er)( to wroqg 1
Australia Government error recipient (email)

NDB - All Run by: Barbara Ly
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DSS - Department of | Australian

DBN21/00289 |24/03/2021 . X
Social Services Government

DHA - Department |Australian

DBN21/00295 |25/03/2021 of Home Affairs Government

DSS - Department of | Australian

DBN21/00308 30/03/2021
/ /03/ Social Services Government

Australian
Government

N 31/03/2021

NDB - All Run by: Barbara Ly
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FOREQ24/00352

012

Human
error

Human
error

Human
error

Human
error

Pl sent to wrong
recipient (other)

Unauthorised
disclosure
(unintended
release or
publication)

Unauthorised
disclosure
(failure to
redact)

Pl sent to wrong
recipient (email)



FOREQ24/00352 013

DVA - Department | Australian paperwork or
DBN21/00342 08/04/2021 2-10
Y /04 of Veterans' Affairs ' Government data storage
device
) Phishing
DBN21/00357 |13/04/2021 g:up:;[l'lumer Shire NSW Government Cyber incident | (compromised 11-100
credentials)

Sport Integrity Australian Pl sent to wrong

DBN21/00370 |14/04/2021 A lia Government recipient (email) 1
Unauthorised
DSS - Department of Australian disclosure
DBN21/00381 ' 22/04/2021 Social Services Fr— (failure to e
redact)

NDB - All Run by: Barbara Ly
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FOREQ24/00352 014

Malicious Phishing
Export Finance Australian or - .
DBN21/00389 |23/04/2021 A lia Government iminal Cyber incident (conp(;arrl\l)sed 11-100
attack credentials
DSS - Department of Australian Human | Plsent to wrong
DBN21/NHoRY 270 0L Sodial Services Government error recipient (email) el
Unauthorised
DSS - Department of Australian Human disclosure
DBN21/00435 |10/05/2021 1
1 /05, Social Services Government error (failure to
redact)

NDB - All Run by: Barbara Ly
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DSS - Department of Australian
DBN21/00445 |11/05/2021 e m—

DSS - Department of Australian
DBN21/00480 |19/05/2021 Social Services Government

DSS - Department of Australian
DBN21/00575 |16/06/2021 Social Services Government
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FOREQ24/00352

01

5

Pl sent to wrong
recipient (other)

Pl sent to wrong
recipient (mail)

Unauthorised
disclosure
(unintended
release or
publication)




DBN21/00588 |18/06/2021 o - o

DBN21/00608 |23/06/2021

25/06/2021

Aged Care Quality
DBN21/00620 |29/06/2021 and Safety
Commission

04/08/2021

NDB - All Run by: Barbara Ly
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DSS - Department of Australian

Government

Australian
Government

Australian
Government

Australian
Government

FOREQ24/00352

016

Pl sent to wrong
recipient (other)

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(failure to
redact)

Pl sent to wrong
recipient (email)




EEEE  15/08/2021

DBN21/00853 |02/09/2021

DBN21/00859 |03/09/2021

DBN21/00869 |06/09/2021

FWO - Fair Work
Ombudsman

CSC-
Commonwealth
Superannuation
Corporation

DHA - Department
of Home Affairs

I 05/05/207!

NDB - All Run by: Barbara Ly
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

FOREQ24/00352

017

ror

ror

uman
Tor

luman
rror

luman
ror

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(failure to
redact)

Unauthorised
disclosure
(failure to
redact)

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (email)



DBN21/00896 |14/09/2021

DBN21/00922 |21/09/2021

DBN21/00934 |22/09/2021

27/09/2021

DBN21/01130 |17/11/2021

DBN21/01136 |12/10/2021

DBN21/01143 |19/11/2021

DBN21/01176 |26/11/2021

FWO - Fair Work
Ombudsman

Australian
Government

DSS - Department of Australian

Sodial Services

AFP - Australian
Federal Police

AAT -
Administrative
Appeals Tribunal

Government

Australian
Government

Australian
Government

Australian
Government

DSS - Department of Australian

Sodal Services

DHS - Services
Australia

IP Australia

NDB - All Run by: Barbara Ly
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Government

Australian
Government

Australian
Government

FOREQ24/00352 018

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (other)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(failure to
redact)

Pl sent to wrong
recipient (other)

Pl sent to wrong
recipient (other)

Unauthorised
disclosure
(unintended
release or
publication)




DHS - Services Australian

7
DBN21/01178 |26/11/2021 | o Government

Australian
Government

I  25/11/2021

DHS - Services Australian

DBN21/01195 |01/12/2021 |, oo Government

Australian
_ 11/12/2021 - Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

019

Unauthorised
b disclosure
- (unintended
error

release or

publication)

Human Pl sent to wrong
error recipient (mail)

Malicious

or Rogue employee
criminal |/ insider threat
attack

Malicious

or Rogue employee
criminal |/ insider threat
attack

11-100



DBN21/01236

DBN21/01274

DBN21/01276

DBN21/01277

DBN21/01284

14/12/2021

21/12/2021

20/12/2021

21/12/2021

21/12/2021

22/12/2021

OAIC - Office of the

Australian Australian
Information Government
Commissioner
Australian
Government

DSS - Department of Australian
Sodial Services Government

DSS - Department of Australian
Social Services Government

DSS - Department of Australian
Social Services Government

DSS - Department of Australian
Sodal Services Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

020

Human
error

Human
error

Human
error

Human
error

Human
error

Human
error

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(unintended
release or
publication)
Unauthorised
disclosure
(failure to
redact)
Unauthorised
disclosure
(unintended
release or
publication)
Unauthorised
disclosure
(failure to
redact)

11-100



DBN21/01285 |22/12/2021 | (rota WA g5 Government
DHS - Services Australian
DBN21/01295 |23/12/2021 |0 = CGovernment
DHS - Services Australian
DBN21/01296 |23/12/2021 Australia Government
DHS - Services Australian
DA | PRI Government

DSS - Department of Australian

DBN21/01301 |23/12/2021 |- *P=r ™ Government

B 2¢/120! NS SA Government

DBN22/00003 |05/01/2022 DSS - Department of Australian

Sodal Services Government
DHS - Services Australian
DBN22/00012 |10/01/2022 |, == Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

021

Malicious
or
criminal
attack

Human
error

Human
error

Human
error

Human
error

or
criminal
attack

Human
error

Human
error

Malicious

Cyber incident

Unauthorised
disclosure
(failure to
redact)

Unauthorised
disclosure
(verbal)

Unauthorised
disclosure
(unintended
release or
publication)
Unauthorised
disclosure
(unintended
release or
publication)

Cyber incident

Unauthorised
disclosure
(unintended
release or
publication)
Unauthorised
disclosure
(verbal)

Compromised or
stolen credentials
(method
unknown)

Ransomware

101 - 1000

50001 -10



EENE 11/01/2022

ILSC - Indigenous
DBN22/00030 |17/01/2022 Land and Sea
Corporation

B +/220

DHS - Services
Australia

DBN22/00091 |11/02/2022

DBN22/00097 |15/02/2022  HMAS Kuttabul

DOD - Department

DBN22/00135 |25/02/2022 | o o

DBN22/00142 |28/02/2022  City of Adelaide

NDB - All Run by: Barbara Ly
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FOREQ24/00352 022

Australian uman
Government prror
icious
Australian
Government Friminal
tack
licious
VIC Government —
friminal
tack
Australian juman
Government prror
Australian juman
Government prror
Australian juman
Government prror

Local Government

Pl sent to wrong
recipient (email)

Cyber incident

Sodal
engineering /
impersonation

Unauthorised
disclosure
(verbal)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (other)

Cyber incident

Ransomware

Ransomware

101 - 1000

11-100

101 - 1000



Australian

03/03/2022
EEEEEI  03/03/ Covernment

DOT - Department | Australian

DBN22/00204 |22/03/2022 of the Treasury Government

DHS - Services Australian
DBN22/00236 |30/03/2022 = o Government

DHS - Services Australian
DBN22/00272 |11/04/2022 o i Government

DHA - Department | Australian

DBN22/00280 |12/04/2022 of Home Affairs Government

DBN22/00287 '14/04/2022 City of Burnside Local Government

ARC - Australian Australian

DBN22/00339 |27/04/2022 Research Coundil Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

023

Human
error

Human
error

Human
error

Human
error

Human
error

or

attack

Human
error

Malicious

criminal

Pl sent to wrong
recipient (mail)

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (other)

Unauthorised
disclosure
(unintended
release or
publication)

Cyber incident  Ransomware

Unauthorised
disclosure
(unintended
release or
publication)

11-100

11-100

101 - 1000

1001 -5 000



DBN22/00442 |19/05/2022

DBN22/00444 |19/05/2022

DBN22/00445 |19/05/2022

20/05/2022

DBN22/00452 |20/05/2022

DBN22/00458 |23/05/2022

3/05/2022

5/05/2022

DBN22/00503 01/06/2022

Snowy Valleys
Coundil

DOD - Department
of Defence

DHA - Department
of Home Affairs

DHS - Services
Australia

AFP - Australian
Federal Police

FWO - Fair Work
Ombudsman

NSW Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

DSS - Department of Australian

Sodial Services

NDB - All Run by: Barbara Ly
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Government

FOREQ24/00352

024

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Cyber incident

Loss of

paperwork / data
storage device

Sodal
engineering /
impersonation

Unauthorised
disclosure
(unintended
release or
publication)

Unauthorised
disclosure
(failure to
redact)

Pl sent to wrong
recipient (other)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (mail)

Pl sent to wrong
recipient (email)

Ransomware




Tasmania -
Department of
DBN22/00515 |07/06/2022 | Communities - TAS Government
Children, Youth and
Families

Sport Integrity Australian

DBN22/00517 | 06/06/2022 Australia Government

DOD - Department | Australian

DBN22/00585 |13/01/2022 | Lo o Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352 025

Cyber incident  Malware

Insecure disposal

Unauthorised
disclosure
(unintended
release or
publication)

11-100

11-100

101 - 1000



DHS - Services Australian

7,
DEBN22/00611 |06/07/2022 |\ 0 tia Government

DHA - Department | Australian

DBN22/00641 |13/07/2022 of Home Affairs Government

DHS - Services Australian

DBN22/00666 |16/06/2020 |, - o Government

DEWR - Department

DBN22/00677 |21/07/2022  of Employmentand /usTahan
- Government
Workplace Relations
DHS - Services Australian
DBN22/00689 22/07/2022
2/ 107/ Australia Government

DSS - Department of Australian

DBN22/00742 |05/08/2022 Social Services Government

NDB - All Run by: Barbara Ly
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FOREQ24/00352

026

Malicious

Sodal
engineering /
impersonation

Cyber incident

Loss of

paperwork / data
storage device

Rogue employee
/ insider threat

Unauthorised
disclosure
(verbal)

Pl sent to wrong
recipient (mail)

Brute-force
attack
(compromised
credentials)

101- 1000

11-100



DBN22/00747 |09/08/2022

DBN22/00781 |19/08/2022

N 31/05/2022

DBN22/00833 |02/09/2022

DBN22/00858 |08/09/2022

DBN22/00882 |16/09/2022

DBN22/00952 30/09/2022

FOREQ24/00352 027

City of Burnside Local Government Cyber incident

éls::g[Reglonal Local Government Cyber incident

S oca! Government Cyber incident

[R):;?)nal antvc;f NSW Government Cyber incident

APH - Department "

Australian

of Parliamentary Government Cyber incident

Services

OAIC- Office of the g’:’m""se"

Australian Australian ; - osure

Information Government (s

Commissioner release or
publication)
Unauthorised

) " disclosure

Bc:::lb;[nk City Local Government (unintended
release or
publication)

NDB - All Run by: Barbara Ly
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Ransomware

Phishing
(compromised
credentials)

Hacking

Malware

Ransomware

101- 1000

11-100

101 - 1000

101- 1000

1001-5000



FOREQ24/00352 028

Unauthorised

Australian disclosure
u a (unintended

04/10/2022
EREEE  04/10/ Covernment

release or
publication)

o — licious
DBN22/01017 '14/10/2022 Management VIC Government sminal
Authorities ttack

Cyber incident  Ransomware 101 - 1000

Unauthorised

RBA - Reserve Bank | Australian d|sc_lot§ur§ed
of Australia Government (uninten
release or

publication)

DBN22/01046 |21/10/2022

AFP - Australian Australian uman Pl sent to wrong

DBN22/01079 |27/10/2022
2/ 110/ Federal Police Government rTor recipient (email)

licious -
!}
DHA - Department  Australian Soqa ing /
of Home Affairs Government iminal gnglneenng
S impersonation

DBN22/01122 |08/11/2022
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FOREQ24/00352 029

Malicious
or
criminal
attack

Cyber incident | Ransomware 1001 -5 000

ustralian

Australian Human | Plsent to wrong
05/12/2022 1
=D 2/ Government error recipient (email)
Malicious Compromised or
DHS - Services Australian or o stolen credentials
DBN22/01278 |09/12/2022 o o —— criming) | CYDer incident = 101 - 1000
attack unknown)
Unauthorised
DHA - Department | Australian Human _
DBN22/01326 |21/12/2022 of Home Affairs Government error disclosure 1
(verbal)
Malicious Compromised or
DHS - Services Australian or - stolen credentials
DBN22/01339 |22/12/2022 A lia Government riminal Cyber incident (method 1001 -5 000
attack unknown)
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FOREQ24/00352 030

DBN23/00017 '06/01/2023 | Fire Rescue Victoria  VIC Government Cyber incident | Ransomware 5001 - 10000

Compromised or

DHA - Department | Australian - stolen credentials
DBN23/00036 |17/01/2023 | 0 oL Government Cyber incident (method
unknown)

Queensland
DBN23/00043 119/01/2023 | University of QLD Government
Technology

Cyber incident | Ransomware 1001 - 5000

NDB - All Run by: Barbara Ly
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DHS - Services Australian

DEN23/00103 |07/02/2023 |, = " e —

DHA - Department | Australian

DBN23/00108 |08/02/2023 | el | —

DBN23/00153 '21/02/2023 | Queensland Health 'QLD Government

DHA - Department | Australian

DBN23/00186 |28/02/2023 | & " cire | Government

DHA - Department  Australian

DBN23/00194 |01/03/2023 | s | Government

DHA - Department  Australian

DBN23/00202 |02/03/2023 | vl a——

Australian

DBN23/00213 |06/03/2023 e ——
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FOREQ24/00352

031

Malicious

Sodal
I engineering /
e 'mgl rsonaion
attack e

Malicious
or
criminal
attack

Cyber incident

Malicious
Sodal
I engineering /
e 'mgl rsion
1
attack =

Malicious
or
criminal
attack

Sodal
engineering /
impersonation

Pl sent to wrong
recipient (email)

Malicious -
Sodal
I engineering /
e ‘mgl rsgon
1
attack =

Pl sent to wrong
recipient (email)

Hacking




DBN23/00216 |07/03/2023

DBN23/00222 |08/03/2023

DBN23/00233 |10/03/2023

I 22/03/2023

DBN23/00282 |23/03/2023

DBN23/00289 |24/03/2023

DBN23/00290 |24/03/2023

DBN23/00311 |29/03/2023

032

FOREQ24/00352

DHA - Department  Australian juman
of Home Affairs Government error
licious

NSW Rural Fire

- NSW Government -
Service criminal

attack
Insurance and Care uman
W

NSW (icare) NSW Government error

Australian
Government

NSW Depart it of
. partment o NSW Government uman
Education error
licious
DHS - Services Australian
Australia Government criminal
attack
licious
DHS - Services Australian
Australia Government criminal
attack
AFP - Australian Australian uman
Federal Police Government error
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Pl sent to wrong
recipient (email)

Cyber incident

Pl sent to wrong
recipient (other)

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (email)

Cyber incident

Cyber incident

Pl sent to wrong
recipient (email)

11-100
Compromised or
stolen credentials 1
(method
unknown)
1
11-100
1
Compromised or
stolen credentials
1001 -5 000
(method
unknown)
Compromised or
stolen credentials
(method 101 - 1000
unknown)
2-10



FOREQ24/00352 033

Malicious

Roper Gulf Regional or Phishing
DBN23/00312 |29/03/2023 Coundil NT Government criminal Cyber incident | (compromised |2-10
credentials)
attack
AFMA - Australian Malicious
Fisheries Australian or Rogue employee
DBN23/00366 | 18/04/2023 11-100
/ /04/ Management Government criminal |/ insider threat
Authority attack
" Failure to use
ustralian Human
EEEEEI 10/05/2023 ernment eror | BCCWhen 1
sending email
NDIA - National ) )
DBN23/00523 |19/05/2023  Disability Insurance | ~ustralian System | Unintended 11-100
Government fault access
Agency
ASIC - Australian
Securities and Australian Human | Plsent to wrong
DBN23/00565 | 05/ a2 Investments Government error recipient (email) H
Commission
Unauthorised
DHA - Department | Australian Human | disclosure
DBN23/00593 | 09/06/2023 1
/ /06/ of Home Affairs Government error (failure to
redact)
OAIC - Office of the Malicious Compromised or
Australian Australian or - stolen credentials
DBN23/00612 |15/06/2023 Information Government criminal Cyber incident (method 11-100
Commissioner attack unknown)

NDB - All Run by: Barbara Ly
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NDIS Quality and
DBN23/00628 15/06/2023 Safeguards
Commission

Australian
Government

DFAT - Department
DBN23/00709 (23/06/2023  of Foreign Affairs
and Trade

Australian
Government

Australian

23/06/2023 Government

Australian

23/06/2023
/06/ Government

DOH - Department
DBN23/00714 23/06/2023  of Health and Aged
Care

Australian
Government

Australian
Government

EEEEEIN 23/06/2023

DHS - Services Australian

DBN23/00720 |27/06/2023 |, ooy Government
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FOREQ24/00352

034

Cyber incident

Unauthorised
disclosure
(unintended
release or
publication)

Cyber incident

Cyber incident

Cyber incident

Cyber incident

Sodal
engineering /
impersonation

Compromised or
stolen credentials
(method
unknown)

Compromised or
stolen credentials
(method
unknown)

Compromised or
stolen credentials
(method
unknown)

Compromised or
stolen credentials
(method
unknown)

Compromised or
stolen credentials
(method
unknown)

1

11-100

11-100

101 - 1000

101- 1000




FOREQ24/00352 035

Compromised or
Australian R stolen credentials
ber incident 101 - 1000
Government imi DESE (method

unknown)

NDIA - National
DBN23/00746 30/06/2023 | Disability Insurance
Agency

Compromised or
ustralian - stolen credentials
ernment Cyber incident (method 11-100

unknown)

30/06/2023

23/06/2023 ustralian - Cyberincident  |Ransomware  |11-100
rernment

ustralian

23/06/2023 ermment

Cyber incident

Shellharbour City eI Pl sent to wrong

7 7
DBN23/00753 |04/07/2023 | ™ . recipient (email)

AA - Airservices Australian

DBN23/00781 07/07/2023
/ 107/ Australia Government

Cyber incident

DBN23/00800 '14/07/2023 |iCare NSW NSW Government . Cyber incident

CSIRO -
Commonwealth Australi
DBN23/00817 |21/08/2023 | Scientific and ustralian - Cyber incident
- Government
Industrial Research
Organisation

Australi
26/07/2023 S - Cyberincident | Ransomware |11-100

Department of Australian

7,
DBN23/00857 |31/07/2023 Education Government criminal

Cyber incident | Ransomware 11-100
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FOREQ24/00352 036

Malicious Compromised or
Indigenous At i or L stolen credentials
Australians Agency | Government criminal | CYber incident (method 2-10
attack unknown)

DBN23/00881 |04/08/2023

Malicious
DOT - Department  Australian or

of the Treasury Government criminal
attack

DBN23/00901 |09/08/2023 Cyber incident | Ransomware 2-10

Malicious
ustralian or
ernment criminal
attack

NS  04/08/2023 Cyber incident  Ransomware 2-10

DHA - Department  Australian Human  Plsent to wrong

DBN23/00909 |09, 2023
/ /08/ of Home Affairs Government recipient (email)

Malicious
or

TAC- Transport

DBN23/00941 |17/08/2023  Accident VIC Government riminal Cyber incident | Ransomware 11-100
Commission
attack
Malicious
AFP - Australian Australian or A
DBN23/00965 | 22/08/2023 Federal Police Government criminal Cyber incident | Ransomware 11-100
attack
Department of
Infrastructure, Malicious
T rt, Regional Australi
DBN23/00066 |22/08/2023 || o oPor Reglonal | Austratan " Cyberincident |Ransomware  2-10
Development, Government criminal
Communications attack
and the Arts
ACNC - Australian :;‘;::‘;“ed
Charities and Not-  Australian Human .
DBN23/01006 | 28/08/2023 For-Profits e m— (ulnlntended 1
Commission gy ea}e 9’
publication)
Malicious
DHA - Department  Australian or

DBN23/01037 '04/09/2023 Cyber incident | Ransomware 101 - 1000

of Home Affairs Government criminal

attack
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FOREQ24/00352 037

Unauthorised
disclosure
(unintended
release or
publication)

ACNC - Australian

Charities and Not- | Australian
For-Profits Government
Commission

DBN23/01051 |06/09/2023

Unauthorised
DSS - Department of Australian disclosure
Sodial Services Government = (failure to

redact)

DBN23/01055 |07/09/2023

Australian Pl sent to wrong

12/09/2023 Government = recipient (mail)

Unauthorised
disclosure
(unintended
release or
publication)

Australian

12/09/2023
109/ Government

alicious
Australian

ber incident | Ransomware
Government et

14/09/2023

Defence Housing Australian

Australia Government Cyber incident | Ransomware

DBN23/01093 |14/09/2023

Australian juman | Pl sent to wrong
EEEEEIN  15/09/2023 Government error recipient (mail)
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FOREQ24/00352 038

alicious

. . Social
DHS - Services Australian r ) .
DBN23/01104 |18/09/2023 " s engineering / 1001 - 5 000
Australia Government riminal | y
impersonation
ttack
alicious Social
DHS - Services Australian r . R
DBN23/01107 |19/09/2023 N e engineering / 5001 - 10000
Australia Government riminal | Ny
ttack impersonation

uman Pl sent to wrong
rror recipient (email)

s 47E(d) | A li
afosfzon - v
Government
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DBN23/01161 28/09/2023

DBN23/01174 29/09/2023

DBN23/01181 |29/09/2023

DBN23/01216 |09/10/2023

/10/2023

12/10/2023

16/10/2023

FWO - Fair Work
Ombudsman

AFP - Australian
Federal Police

PMC - Department
of the Prime
Minister and
Cabinet

DHS - Services
Australia
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

WA Government

SA Government

Australian
Government

FOREQ24/00352

039

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Cyber incident  Ransomware

Loss of
paperwork / data
storage device

Pl sent to wrong
recipient (email)

Sodal
engineering /
impersonation

Cyber incident

Cyber incident

Unauthorised
disclosure
(unintended
release or
publication)

101- 1000




FOREQ24/00352 040

Australian Human  Plsent to wrong 1
error recipient (mail)

Government

B 17/10/2023

Adelaide Venue Malicious ;o;npmm:jsed:rl
DBN23/01253 |17/10/2023  Management SA Government ;mmal Cyber incident (m:" redentiasis 10
poration attack unknown)
Unauthorised
Australian Human | disclosure
20/10/2023 1
s47E@) ] /10/ Government error (failure to
redact)
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FOREQ24/00352 041

DSS - Department of Australian Human Pl sent to wrong

DBN23/01293 |25/10/2023 o Seven oo Hman | Plscrt o wron
WorkCow Malicious Phishing
DBN23/01326 |31/10/2023 . QLD Government O cyberincident | (compromised
Queensland criminal -
attack gedentat)
AAT - p—-— Malicious | Theft of N
DBN23/01357 |07/11/2023 |Administrative ustralian or paperwork or
Appeals Tribunal Government caiminal | data storage
attack device
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AAT -
DBN23/01358 |07/11/2023 |Administrative
Appeals Tribunal

AAT -
DBN23/01359 107/11/2023 | Administrative
Appeals Tribunal

AAT -
DBN23/01361 |07/11/2023 |Administrative
Appeals Tribunal

DOH - Department
DBN23/01388 |10/11/2023 |of Health and Aged
Care

DHS - Services

DBN23/01410 |15/11/2023
/ 1y Australia

NDIA - National
DBN23/01419 16/11/2023 | Disability Insurance
Agency
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

FOREQ?24/00352

042

Unauthorised
disclosure
(failure to
redact)

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (email)

Unauthorised
disclosure
(verbal)

Sodal
engineering /
impersonation

Rogue employee
/ insider threat




DHS - Services

DBN23/01425 18/11/2023
/ /1172 Australia

DHA - Department

DBN23/01428 |20/11/2023 | e

DHA - Department
of Home Affairs

DBN23/01450 '23/11/2023

3/11/2023

7/11/2023

DHS - Services
Australia

DBN23/01468 |28/11/2023

NDB - All Run by: Barbara Ly
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Australian
Government

Australian
Government

Australian

Government

stralian
rernment

ustralian
ernment

Australian
Government

FOREQ24/00352

043

Sodal
engineering /
impersonation

Rogue employee
/ insider threat

Pl sent to wrong
recipient (email)

Pl sent to wrong
recipient (mail)

Unauthorised
disclosure
(unintended
release or
publication)

Sodal
engineering /
impersonation

101 - 1000

1001 -5 000



DBN23/01494 |04/12/2023

B 05/12/2023

DBN23/01526 |08/12/2023

17/11/2023

18/12/2023

DBN23/01586 |20/12/2023

DBN23/01590 |21/12/2023

AAT - ~ =
Admini i 10/10/2023
Appeals T:ill;::\al ELrEE ol

Australian

03/11/2023
Government ey
NDIS Quality and .
Austral
Safeguards G‘;vem':";m 09/11/2023
Commission
ustralian
ernment 11/08/2023
ustralian
ernment 21/11/2023
DHS - Services Australian
Australia Government 21/09/2023
LR Australian
of Health and d 16/10/2023
Careea b= Government /10/2

NDB - All Run by: Barbara Ly
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FOREQ24/00352

044

luman

Pl sent to wrong
recipient (other)

Unauthorised
disclosure
(unintended
release or
publication)

Pl sent to wrong
recipient (email)

Cyber incident | Ransomware

Loss of

paperwork / data
storage device

Sodal
engineering /
impersonation

Unauthorised
disclosure
(verbal)

2-10



DHS - Services

DBN23/01592 |21/12/2023 | ==

Victorian Arts
Centre Trust t/as
Arts Centre
Melbourne

DBN23/01612 |22/12/2023

NDIS Quality and
DBN24/00030 |05/01/2024 Safeguards
Commission

DHS - Services

4, 7 4
DBN24/00037 |09/01/202 A lia

Australian
Government

VIC Government

Australian
Government

Australian
Government

Australian
09/01/2024

NDB - All Run by: Barbara Ly
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FOREQ24/00352

04

5

friminal
tack

juman
Error

alicious

Sodal
engineering / 11-100
impersonation

e 10001 -
ber incident | Ra

Cyber incident nsomware 2
Failure to use
BCC when 11-100
sending email
Sodal
engineering / 11-100
impersonation
Pl sent to wrong 1

recipient (email)



DHS - Services Australian

DBN24/00040 |10/01/2024 |, ~ Government

Australian

4
ESHEE— 10/01/202 P—

DHS - Services Australian

DBN24/00044 |10/01/2024 |, o re—

Australian
4
11/01/202: ernment
Australian
4
12/01/202 ernment
Australian
12/01/2024
10/ Government
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FOREQ24/00352 046

Sodal
engineering /
impersonation

Unauthorised
disclosure
(failure to
redact)

engineering /
impersonation

Pl sent to wrong
recipient (mail)

Unauthorised
disclosure
(failure to
redact)

Unauthorised
disclosure
(failure to
redact)




DOH - Department

Australian
DBN24/00080 '22/01/2024 of Health and Aged e
Care
DHS - Services Australian
DBN24/00087 |24/01/2024 A lia Government
DHS - Services Australian
DBN24/00138 |02/02/2024 A lia Government
DHS - Services Australian
DBN24/00151 |07/02/2024 , oo Government

ustralian

EREESEIN |09/02/2024

ernment
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FOREQ24/00352

047

Unintended
release or
publication

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Unauthorised
disclosure
(unintended
release or
publication)

101 - 1000

1001 -5 000

11-100



FOREQ24/00352 048

/02/2024 ustralian Human Pl s}err\( to qung 1
ernment error recipient (mail)
Unauthorised
strali H disclosure
/02/2024 ustratian uman | (unintended 1
ernment error
release or
publication)
ACNC - Australian Unauthorised
Charities and Not- | Australian Human | disclosure
DBN24/00181 |15/02/2024 For-Profits Government error (failure to z
Commission redact)
CQUniversity Human | Plsent to wrong
DBN24/00188 |16/02/2024 |, . . QLD Government error recipient (emai) 101 - 1000
Malicious
- , Sodal
DHS - Services Australian B .
DBN24/00194 | 19/02/2024 A lia Government ciminal gnglneenng / 11-100
impersonation

attack
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FOREQ24/00352 049

DOH - Department

Australi t Unintended
DBN24/00204 |21/02/2024 |of Health and Aged |- 0"a" ystem | Unintende 2-10
Government ault access
Care
Unauthorised
National Indigenous |Australian uman disclosure
i i us |Australi
DBN24/00209 |22/02/2024 - s (unintended 2-10
Australians Agency |Government rror
release or
publication)
alicious .
DHS - Servi Australi Social
- Services ustralian r . .
DBN24/00228 27/02/2024 ) o engineering / 11-100
Australia Government riminal | "
ttack impersonation
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DHS - Services Australian

4, 4
DBN24/00246 |01/03/202 A lia R ——

Australian

05/03/2024 Government

Australian

08/03/2024 Government

NDB - All Run by: Barbara Ly
Page 50 of 61

FOREQ24/00352

050

licious

iminal

rror

Sodal
engineering /
impersonation

Unauthorised
disclosure
(failure to
redact)

Loss of
paperwork / data
storage device

101 - 1000



FOREQ24/00352 051

ustralian Human Pl sent to wrong

15/03/2024
s 47E(d) | /03] error recipient (email)

ernment

Malicious N

Sodal
or engineering /
criminal impersonation
attack

DHS - Services Australian

DBN24/00346 |18/03/2024 | (= "= Covomment

Malicious
or
criminal
attack

Sodal
engineering /
impersonation

DHS - Services Australian

4/0034: 4
DBN24/00347 |18/03/2024 | o= kbt

Malicious .
DHS - Services Australian or ,al .
- engineering /
criminal

Australia Government impersonation
attack

DBN24/00348 |18/03/2024
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FOREQ24/00352 052

Human Pl sent to wrong

DOH - Department Australian
DBN24/00351 |19/03/2024 |of Health and Aged L. . 2-10
Government error recipient (email)
Care
Malicious Social
ocia
DHS - Services Australian or
DBN24/00368 |22/03/2024 et ustrall - engineering / 101 - 1000
Australia Government criminal | >
impersonation
attack
Malicious .
DHS - Services Australian or Social
- Servi ustrali
DBN24/00410 |02/04/2024 ) - engineering / 11-100
Australia Government criminal |, >
impersonation
attack
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DHS - Services Australian
DBN24/00439 | 08/04/2024 A lia ——

DHS - Services Australian
DBN24/00450 |10/04/2024 A lia ernment

DHS - Services Australian
DBN24/00462 | 12/04/2024 A lia —

DOH - Department
DBN24/00466 |12/04/2024 | of Health and Aged
Care

Australian
Government
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FOREQ24/00352

053

friminal
Bttack

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Loss of

paperwork / data
storage device

1001 -5 000

1001 -5 000

11-100

11-100



FOREQ24/00352 054

Australian —
Government
Australian o - 25001 -
DBN24/00469 | 14/04/2024 Departmen?of e a— D riminel Cyber incident | Ransomware 5
Industry, Science tack
and Resources .
[Malicious
. " Sodal
DHS - Services Australian o . .
DBN24/00476 |16/04/2024 A lia Government riminal gnglneenng/ 11-100
impersonation

attack

ous
ustralian 0 -
s v+ [N " er e

Ransomware 1
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FOREQ24/00352 055

alicious :
Sodal

DHS - Services Australian - -
DBN24/00493 | 19/04/2024 A ia e —— riminal gnglneenng/ 11-100
impersonation
tack
DHS-Services | Australian [Malicious | social
DBN24/00503 |23/04/2024 A fia Covernment iminal gnglneenng/ 11-100
impersonation
tack
licious
DOD - Department | Australian Rogue employee
DBN24/00506 23/04/2024 1
/ /04 of Defence Government iminal |/ insider threat
attack
CQUniversity juman | Pl sent to wrong
DBN24/00513 | 25/04/2024 A lia QLD Government EerRuent (eral) 1
licious -
Sodal
DHS - Services Australian B =
DBN24/00528 29/04/2024 a fia e —— riminal gnglneenng/ 11-100
impersonation
attack
[Malicious
DHS - Services Australian Rogue employee
DBN24/00542 (01/05/2024 Australia Government criminal | / insider threat 11-100
attack
icious
DBN24/00559 |03/05/2024 |Creative Australia | 202" Cyberincident | Malwar 101- 1000
eanve @R | Government criminal RIOCS et
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FOREQ24/00352 0

DHS - Services Australian

DBN24/00530 |10/05/2024 |, = e —

engineering /
impersonation

licious .

Sodal
engineering /
impersonation

DHS - Services Australian
Australia Government iminal
ttack

DBN24/00591 |10/05/2024

licious =

Sodal
engineering /
impersonation

DHS - Services Australian
Australia Government iminal
ck

DBN24/00593 ' 10/05/2024
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DHS - Services
DBN24/00627 '17/05/2024 A lia
DHS - Services
DBN24/00644 |20/05/2024 |, = o
DHS - Services
DBN24/00646 |21/05/2024 A lia
DHS - Services
DBN24/00648 |21/05/2024 |, =
DHS - Services
DBN24/00652 |21/05/2024 |, o -
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

FOREQ24/00352

057

alicious

criminal
tack

criminal
tack

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

11-100

101 - 1000

11-100

11-100

101 - 1000



DHS - Services

DBN24/00659 |22/05/2024 |, =

DHS - Services

DBN24/00693 |30/05/2024 |, =~ -

DHS - Services

DBN24/00694 |30/05/2024 A lia

DHS - Services

DBN24/00696 31/05/2024
/ Bz Australia

DHS - Services

DBN24/00713 |05/06/2024 |, ~
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

FOREQ24/00352 058

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

101 - 1000

11-100

11-100

11-100



DBN24/00715 |05/06/2024

DBN24/00720 |05/06/2024

DBN24/00722 |05/06/2024

DBN24/00749 |12/06/2024

DBN24/00752 |12/06/2024

DBN24/00786 |18/06/2024

DHS - Services
Australia

DHS - Services
Australia

DHS - Services
Australia

DHS - Services
Australia

DOT - Department
of the Treasury

DHS - Services
Australia
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Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

Australian
Government

FOREQ24/00352

059

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Malicious
or
criminal
attack

Malicious

criminal
attack

Human
error

Malicious

criminal
attack

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Unauthorised
disclosure
(unintended
release or
publication)

Sodal
engineering /
impersonation

11-100

11-100

11-100



DHS - Services Australian

DBN24/00833 |01/07/2024 |, = e—

DOH - Department

Australian
DBN24/00854 |03/07/2024 |of Healthand Aged | - - *
Care
DHS - Services Australian
DBN24/00860 |04/07/2024 |, = o Government
DHS - Services Australian
DBN24/00861 |04/07/2024 Australia Government
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FOREQ24/00352

060

:

error

Malicious

criminal
attack

Unauthorised
disclosure
(verbal)

Rogue employee
/ insider threat

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

11-100

101 - 1000



DBN24/00863 |05/07/2024

DBN24/00864 05/07/2024

DBN24/00879 |05/07/2024

DHS - Services Australian
Australia Government
DHS - Services Australian
Australia Government

DEWR - Department:
of Employment and
Workplace Relations

Australian
Government
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FOREQ24/00352

061

Sodal
engineering /
impersonation

Sodal
engineering /
impersonation

Cyber incident

11-100

101 - 1000

11-100





